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Additional User Upgrades

Your VICOM Internet Gateway software license allows you to use it for the licensed number of concurrent
users.

Licenses for additional concurrent users are available. Prices and ordering information can be found at
the Vicom Technology Web Site at:

http://www.vicomtech.com/

Alternatively, please email sales@vicomtech.com or use the other contact information provided
at the front of this Guide.




Introduction

il

What is the VICOM Internet Gateway?

The VICOM Internet Gateway is a TCP/IP software router application that runs on a single
Macintosh and interconnects local and wide area networks of computers to each other and to the
Internet.

The VICOM Internet Gateway uses a Network Address Translation Proxy system to connect a
private TCP/IP network to the public Internet. This allows multiple “client" computers to share
a single Internet connection, and a single IP address, simultaneously.

A modem or ISDN connection to the Internet using PPP or SLIP protocol is dialed automatically
on demand, and disconnected when no longer in use.

The private network can use Ethernet, Token Ring or AppleTalk (via LocalTalk, Apple Remote
Access or AppleTalk routing).

Wide area intranet links can be set up to use PPP or SLIP for dial-in or dial-out. The Gateway
can be used as a Remote Access Server, with security managed through Macintosh Users &
Groups.

The Network Address Translation Proxy feature on the Internet connection ports provides an
effective Firewall, preventing any unwanted intrusion into your private network from the
public Internet.

For a basic Internet Access configuration, the Gateway configures itself and your Client
machines automatically. Comprehensive configuration and monitoring options are accessed
using a familiar Macintosh user interface.

Client configuration is achieved using a built-in DHCP Server, supporting multi-subnet fixed
and dynamic IP address management for up to 1024 clients.
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About this Guide

The VICOM Internet Gateway offers a comprehensive set of TCP/IP routing and network
administration facilities. To provide a progressive introduction to these capabilities, the
product and this Guide define two levels of complexity, referred to as the Basic and Advanced
User Modes.

The first Chapters include information on the following subjects:

= The System and Network Requirements for Gateway configurations.
= Installing and Configuring the Gateway and its Clients for basic Internet access.
= Operating and Customizing the Gateway using its Basic User Mode facilities.

The later Chapters explain how you can use the Gateway to:

= Control user access to the Gateway and to public network locations.

< Manage inbound connections through the Firewall to internal servers.
< Monitor and log user activity.

= Provide secure dial-in remote access to your LAN.

= Customize the built-in DHCP Server to support multiple LAN segments, and fixed
addresses.

= Configure manual routing tables to inter work with other Gateways and routers in a
multi-segment intranet.

Chapter 2 explains how to install the Gateway, Chapter 3 tells you how to set up local Client
computers to access the Gateway, and Chapter 4 shows you how to extend the facilities to
remote Clients. By following these Chapters you should be able to build and use a basic
configuration for shared Internet access.

Chapters 5 and 6 provide reference material the Gateway's operating and configuration
facilities.

Chapters 7 to 12 give more detail on the concepts of TCP/IP addressing, routing and firewalls,
and describe the many Advanced Mode features of the software.

Chapter 13 gives guidance on troubleshooting, and describes the diagnostic features of the
Gateway software that will assist you in resolving problems.

If you are not familiar with TCP/IP routing concepts, we recommend that you set up the
Gateway by following Chapters 2 to 6 on Installation and Operation first. By the end of
Chapter 6 you should be able to connect clients on your Local Area Network through the
Gateway to your Internet Service, and you will have an understanding of the way the Gateway
operates. This will provide a starting point for understanding the later material in the Guide.
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What do you need?

To use the VICOM Internet Gateway you need an account with an Internet Service Provider. The
equipment and information you require in order to connect will depend on the kind of service you
choose. The service may be:

= Addial-up service for which you are responsible for providing a suitable modem and
any routing facilities required at your premises. This is the most common type of
service at the time of writing.
In this case you need to obtain, from your Service Provider, all the information
specified in the next Chapter.

< Addial-up, leased line or cable service, for which the Service Provider installs
connection and routing equipment at your premises. You then connect your Ethernet
network directly to the Service Provider's equipment.
In this case your Service Provider should tell you the IP addresses for your LAN
connection, and their Domain Name Server.
In some cases you may also be expected to provide other items, such as a primary
Domain Name Server or a mail server. It is beyond the scope of the Gateway
documentation to cover the provision of these functions, but you should refer to
Chapter 9 on Inbound Mapping for information on how to make them accessible
through the Gateway.

If you are required to provide the connection equipment, you should select the fastest modem or
ISDN facility you can, as this will minimize the delays for users accessing web and FTP sites.
The Gateway supports modems and external ISDN Terminal Adapters via the Macintosh serial
interface ports, using the Apple Modem Tool software which is supplied with the Gateway.
You must ensure that the cable you use to connect your Macintosh to the modem is a high speed
serial cable supporting hardware handshaking.

Various internal ISDN cards are also supported via the Comms Toolbox connection software
provided by the card manufacturers. At the time of writing, Vicom Technology has tested the
Gateway with cards made by Sagem, Hermstedt and SCii.

If your Internet service is provided through an ethernet interface, for example via a cable
modem or a router, the Gateway machine requires a separate Ethernet interface for this
connection. This may be the built-in Ethernet interface on the Macintosh, or a plug-in Ethernet
adapter card.

One or more local area network (LAN) connections are required on the Gateway Macintosh for
the Client computers. These may use any combination of the built-in Ethernet or LocalTalk
interfaces, and plug-in Ethernet or Token Ring adapter cards. You require one network interface
for each LAN segment you wish to connect.

The Gateway supports Ethernet and Token Ring adapters on Nubus or PCl machines. PCI
Ethernet adapters may operate at the 100 MBit/sec fast Ethernet standard. This enables the
Gateway to work as an IP bridge between 10 MBit/sec and 100 MBit/sec cables.

You may use the Gateway as a Remote Access Server, allowing users to dial into your network to
access the internal network servers or to connect through to the Internet. For this purpose you can
add modems or ISDN adapters, using multi-port serial cards to augment the two Macintosh
built-in serial ports if necessary.
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The Gateway can be configured with up to eight ports in all. The Gateway Macintosh itself
will count as one port if it runs TCP/IP applications, leaving seven ports for any combination of
local or remote connections. For complex configurations requiring more ports than this, several
Gateway or SoftRouter systems can be set up to partition the functions.

The VICOM Internet Gateway runs on any Macintosh system with the following minimum
specification:

< A Macintosh with at least a 68020 processor and a 13" monitor. (See also the notes
below)

= At least 2.5 MBytes available memory
= At least 1.5 MByte available disk space
« System Software version 7.0 or later

Notes on CPU requirements:

1 To achieve optimum throughput with an external ISDN terminal adapter, a
Macintosh with a high speed serial port is recommended. These are built-in on
Quadra AV and PowerPC models. On lower specification systems a high speed port
can be provided using a plug-in serial card.

2 If you plan to use LocalTalk cable to connect the clients to the Gateway, the
minimum recommended system is a Mac lici or equivalent.

Please read the notes on Performance Considerations in Chapter 13 for more details.

Information Required from Your Internet Service Provider

To use the Gateway for connection to the Internet, you need an account with an Internet Service
Provider. This section lists the information you will need if you choose a dial-up account.

If your Macintosh has previously been set up to dial into your account using MacPPP or FreePPP,
the Gateway will read the existing settings during its configuration process. If this is not the
case, make sure you obtain the following information from your Internet Service Provider:

= Protocol used for connection (SLIP or PPP)
< Whether the account is configured for static or dynamic IP addressing

= For static addressing, the assigned Internet IP address. An IP address is normally
stated as a four-number sequence, such as 198.45.123.25

= The IP address of the Internet Access Provider’s Domain Name Server (also known
as DNS).

= The telephone number to access the account
= The user name and password for your account

= The login protocol used by the Service Provider. This may be PAP or a scripted
sequence of prompts and responses.

= For scripted connection you need to know the prompts and responses. For example:

prompt Login: respond with account user name
prompt Password: respond with account password
prompt Protocol: respond with protocol type, such as SLIP or PPP
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Installation & Configuration

About this Chapter

This Chapter describes how to Register your Gateway, how to install it on your Macintosh
computer, and how to run the Auto-Setup process.

If you are using a modem or ISDN connection to the Internet, driven by the Apple Modem Tool,
the Auto-Setup sequence should take you to the stage where you can use the Gateway to connect
to the Internet. If you are using another connection method such as cable modem, a Service
Provider's router, or an ISDN card Comms Toolbox driver, then this Chapter includes
information on making "Manual Additions" to the configuration to handle these cases.

Following the configuration stage, you will be advised how to test the installation. Chapter 3
then describes how you configure Client computers to use the Gateway.

10
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Registering your Gateway

By registering as a VICOM Internet Gateway owner on-line at the VICOM web site below, you

will be able to access our Support services, and we can keep you up to date on our product
developments.

http://www.vicomtech.com/register.html

The Gateway software must also be personalized before it can be installed. Note that you do not
need to personalize demonstration versions.

Put the VICOM Internet Gateway diskette into your Macintosh.

E[I== UVICOM Internet Gateway ==H3
2 itemns S10.2 ME in disk Z.& ME available
E i

Reqister Gateway Install Gateway
=
= EE

Double-click Register Gateway and, the following window is displayed:

=———— Personalize Your Gateway

%% | WICOM Intemet Gateway a2

Flease personalize your VICOM Internet Gateway .

MNarne : | |

Organisation:

Serial Mumber : | |

‘fou can register online at: http o/ Mwwrw vicomtech.com fregister hirml

(Don’t Personalize] [ Personalize ||

Enter your name, organization and the Gateway serial number given in your registration
document, and click on the Personalize button.

11
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Installing the Gateway

To install the Gateway, double-click on the “Install Gateway” icon. After an introductory
screen the following window is displayed:

Install Gateway

Show Other Inztallations
s
WICOM Internet Gateway Main
=
Dewveloprient
=
Projects
] Kk
This is the recormended installation. To start this installation, click Read Me
!s on the icon and drag it to any awailable disk on the right side of the

The PowerPC native version of the software requires Open Transport system software. If you are
using MacTCP on a PowerPC then you must install the 680x0 version. Switch to this option by
clicking "Show Other Installations" at the top of the screen.

Drag the “VICOM Internet Gateway” icon to the icon for your Startup Disk on the right. This
will create a folder on the disk called “VICOM Internet Gateway”, and install the following
files:

e “VICOM Internet Gateway” - the Gateway application.

= One or more ReadMe files providing supplementary information about the version
you have installed.

= Anempty "DHCP Clients" file. This is a text file in which you can assign user
names to machine addresses.

< “Apple Modem Tool” - this file is put in the Extensions folder in your System
Folder, and is used to make Modem PPP and SLIP connections to the Internet or to
support dial-in users.

= "-Gateway-" - this file is also put in the “Extensions” folder, and enables TCP/IP
client or server applications to be used on the Gateway Macintosh.

12
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Entering the Activation Password
Double-click the VICOM Internet Gateway icon to start the application.
The first time you open the Gateway it will prompt for an activation password. If you are
installing a licensed copy of the product the password is printed on your registration document.

If you are installing a demonstration version, use “DEMO” as the activation password.

Please note that the password is case sensitive, and ensure that you enter the password exactly
as it appears on your registration document.

Activation Password

This software requires an activation password to be enabled. This should have
been supplied on your regiztration card if you purchased the product. You may
activate the software in demaonstration mode by using the password ‘DEMO’.

This software will remain active in deronstration mode for 7 days.

To receive news of updates and for free technical support, please register
your Yicam software product online at the following web page :
http:f /www vicomtech.comfregister himl

Alternatively, you may report problems or request additional information by
cantacting Wicom Technology using the methods described in the  About
bz in this software oF vwia the support area web pages at:

http:f fwww vicomtech_ com # support/support.main hitml

Activation Password : |

[ cancel || ok

13
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Configuring the Gateway

When first opened, the Gateway attempts to configure itself automatically, based on the
configuration of your computer. You can also run this Auto-Setup sequence manually at any time.

Darko, the Gateway Guru, will guide you through the process.

Auto Setup

% Introducing Darke, your YICOM Gateway Setup guru.

=" Darkoe will build a Gateway configuration based on your hardware.

| shall try to build:

® 4 dial-up connection to your Internet Service Provider, using your madern
® LA connections using your Ethernet, Localtalk or Token Ring interfaces.

“When | have finished, you ray need to set thiz Mac up to use the Gateway.
| will tell you what you need to do then.

‘fou must also set gour client machines up to use the Gateway.
If you =et thern to use “Server configuration * the Gateway
can do this for you autornatically.

You can single-step through the setup procesz, or | can run it
until | need your help.

[ Single Step ] [ Automatic ]

There are two ways in which you can run the configuration.

'Single Step' will allow you to read and acknowledge each stage of the configuration as it
progresses.

'Automatic’ will build the configuration without interaction, only prompting you for key
guestions, which are explained further in this Guide. We recommend that for first installations
the Automatic button is selected. Darko will stop and wait when he needs your answers.

Whenever a 'Cancel' button is displayed you can click on it to leave the automatic setup
process, and use the manual editing options instead.

14
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Step 1 - Building a PPP Port

First, Darko will try to build a PPP port. This is used to dial your Internet Service Provider
using your modem or ISDN adapter.

Darko will look for a MacPPP or FreePPP Preferences file, and will import the information
about its most recently used configuration. If he can't find a suitable preferences file, Darko will
ask you to fill in the following screen.

Auto Setup

I need some help.
f=* Flease can you proyide the following information for connection to your
=" Internet Service Provider?

Connection Method : Apple Modermn Tool ¥ | Login Method: (3 Unix Soript...

@) FAF Authentication...
Fhone Number: | 4156919320
IP hddress: (@ Dynamic

% ‘When you have finished, click a button

[ Mo FEF Port ][ cresterrERort |

All the information requested should have been supplied to you by your Internet Service
provider. Read Chapter 1, "Information Required from Your Internet Service Provider" for more
details. When you have completed the above screen select "Create PPP Port" to proceed with
the configuration.

If you do not intend to use a PPP dial-up modem connection you should click the "No PPP Port"
button at this point. You may want to do this because your Internet connection is via Ethernet, or
will use the SLIP protocol, or if you have a plug-in ISDN card. In these cases you can continue
the Auto Setup process and then configure your Internet configuration manually. See "Manual
Additions" later in this Chapter for more details of this step.

Step 2 - Building an Ethernet Port

Next Darko will try to build an Ethernet port for your local clients. If he finds an Ethernet
interface in your computer Darko will assign it a network address. A built-in Ethernet interface
will be used if found. Otherwise the first plug-in adapter will be configured.

15
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Step 3 - Building a MaclP Port
Darko will then ask you whether you wish to build a MaclP port.

MaclP allows TCP/IP packets to be carried over an AppleTalk network to reach the Gateway.
It can be used if you have clients who are attached to the Gateway using LocalTalk cabling, or
for users connecting via Apple Remote Access or through one or more routers which only support

AppleTalk.

Auto Setup

D¢ you want me to build a MacIP Port 2
g This will allow LocalTalk Macs to use the Gateway.

FFF Port
4156919520

%

Ethernet Port
192.168.1.100

[ morackrot [ Uze MaclP ]

If you have clients who wish to connect to the Gateway using an AppleTalk network, select '‘Use
MaclP'. If this is not the case select 'No MaclP Port'. A MaclP port uses memory and slows down

some Gateway functions, so do not set one up if you don't need it.

16
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Step 4 - Enabling DHCP

The Gateway includes a function called DHCP (Dynamic Host Configuration Protocol) that can
send TCP/IP configuration information automatically to the clients on an Ethernet network.

This saves having to configure them manually, but the Gateway needs to know what Domain
Name Server address to send them.

To use the DHCP function, type the DNS address into the field provided, and select 'Use
DHCP'. You should have received the DNS address information from your Internet Service
Provider.

It is strongly recommended that you use DHCP to simplify network address administrayion.
However, if you prefer to set up your client machines manually then select "Disable DHCP".
You should only select this option if you operate an existing DHCP server in your network, or if
the clients are already configured with IP addresses.

Auto Setup

% The Gateway is configured.
=" You should now set up your Client computers.
If you click “Use DHCP * | shall enable the Gateway ‘s Client Configuration facility (its DHCP

Server). Then all you have to do is to set each client to obtain its configuration from a DHCP or
Bootp server.

The Gateway will then autornatically send the clients the IP address information they need.
Please enter your Dormain Mame Server address, so that this can alzo be zent to thern.

Click “Dizable DHCF * if you prefer to configure the clients manually.

% Flease enter the DNS address for your clients. I 194 19657 .8 |

[ Disable DHER 1 Use DHEF ]

17
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Step 5 - Mirroring MacTCP & Open Transport

Next, Darko will build a Mirror port, to enable TCP/IP applications to be used on the Gateway
machine. If you are using MacTCP on this machine, this will be done automatically and all you
have to do to enable this feature is to restart your machine, which Darko will inform you about.

However if you are using Open Transport you will need to change its configuration by using the
TCP/IP control panel. The changes are described in the following screen.

Auto Setup

% Now you should set up Open Transpert for this Mac toe use the Gateway

Darko has detected that thiz computer iz running Open Transpart. Howewer it iz not yet zet up to
allow TCP AP applications running on this rachine to use the Gateway.

To set Open Transport to use the Gateway -

® Open the “TCP/IP* Control Panel

® Select “YICOM Gateway ™ from the “Connect Yia:* menu
® Select “lsing PPP server  from the " Configure * menu.
® Quit and restart the Gateway to create the Mirror port.

Continue

In either case you should ensure that the correct DNS address is configured in the Control Panel.

Step 6 Completed Auto-Setup

Darko will now show you the finished configuration.

Auto Setup
Darke’s basic configuration should get you started.
iz Use the Gateway menus to make further changes to the Ports and
=" Preferences.
Mirror Port
Dynarnic
FFF Fart
4156919520
Ethernet Port MacIF Port
192.162.1.100 192.162.2.100

18
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If you click OK, the Gateway Status Window will appear.

If you click Cancel the new configuration will be discarded and the Gateway will revert to its
previous state. If this is the first time the Gateway has run then the Status Window will
appear, but the Port List will be empty.

You can repeat the Auto-Setup process at any time when the Gateway is operational by
selecting "Auto Configure" in the Edit pull-down menu.

The Gateway Status window should look something like this:

[0=————— Gateway Status

E WICOM Internet Gateway

Reqgistered To: Darko, Micorn Technology

mff Data:é
On

CPU: 0% |

g aTl Mirror Dynarnic
* FFPP Dy niarmic F'sy
€ Standard Ethernet 192.168.1.100 E
é9 Macintosh IP 192.168.2.100 E

The Gateway is currently stopped. Internet Users: 0
Unlirnited

The window lists a number of Ports. The first is the Mirror Port which allows applications
running on the Gateway Macintosh to use TCP/IP services. The second is the Internet dial-up
Port, if it was built. The rest are one or more local network Ports for your Client machines.

19
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Manual Additions

If your Internet connection uses the Apple Modem Tool to control a modem or an external ISDN
adapter, then the configuration should now be ready to use. In this case you can skip the next
paragraphs and move straight to "Checking your Gateway Setup" on Page 26.

However, you may want to use a method other than the Apple Modem Tool to connect to the
Internet. Other connection options include Ethernet, provided by a cable modem or your Service
Provider's router, or a plug-in ISDN card with its own Comms Toolbox driver.

In these cases you should manually create and edit an appropriate Port.. The necessary steps
are summarized below. Full details of the manual Port configuration options are provided in
Chapter 6, "Customizing the Gateway".

For an Ethernet connection:

= If you are using a plug-in Ethernet card for the Internet connection, install the
hardware and software, following the manufacturer's instructions.

= Select "New Port" in the "Gateway" pull-down menu to open the Edit Port Settings
window.

= Check the Static Address check box and type in the IP address that your Internet
Service Provider has given you.

= In the "Method" pop-up menu, select the Ethernet adaptor that you will use to
connect to the Internet.

< Inthe "Type" pop-up menu, select "Internet Proxy - Directly Attached".

« Click "OK" to close the Edit Port Settings window and to save this Port
configuration.

= Select "Preferences” in the Edit pull-down menu, and select "Routing" in the
Preferences window pop-up menu. Type the IP address of the Service Provider's
Internet router in the "Default Gateway" field.

e Close the Preferences window.

20
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For an ISDN plug-in card:

Install the card and its Comms Toolbox software, following the manufacturer's
instructions.

Select "New Port" in the "Gateway" pull-down menu to open the Edit Port Settings
window.

If your Internet Service Provider has given you a Static IP address, check the
"Static Address" box and type in the IP address that your Internet Service Provider
has given you.

Select "PPP" in the "Method" pop-up menu, .

Select "Internet Proxy - Dial Out" in the "Type" pop-up menu.

Click on the "Tool Setup" button on the right of the window to open the Comms
Toolbox setup window.

Select the approriate Method in the pop-up menu at the top of this window, which
will then change to display the protocol configuration options for your card.

For a Sagem Planet ISDN card, select "Planet PPP" as the protocol. For other cards
select "HDLC". Other settings should be generally in accordance with the guidance
provided with your card and the software.

Close the Comms Toolbox window and then click "OK" to close the Edit Port
Settings window and to save this Port configuration.

21
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Checking your Gateway Setup

To test the configuration it is suggested that you now try to connect to the Internet from the
Gateway machine.

If your connection to the Internet is via an Ethernet Port you should now be able to access it using
a Web browser on the Gateway machine.

If your connection is via a dial-up modem or ISDN Port, use the following procedure to test it:

= Make sure that the modem or terminal adapter is correctly connected to the
Gateway Macintosh and to the phone socket, and is switched on.

= Turn the Gateway on by clicking the On/Off switch or by selecting "Start Gateway"
in the Gateway menu.

= Select the 'PPP' port by clicking on it once.

= Choose the 'Connect' option from the Gateway menu.

< [fallis well the modem will dial and in due course you will see the 'Connected'
message appear in the status window.

= |If your connection fails, check that the correct entries have been made for your
modem or ISDN adapter, telephone number, and login details. Refer to "Tracing
Ports" in Chapter 13, Troubleshooting, for help in finding the problem.

= If you discover an incorrect entry you can run the Auto-Setup sequence again by
selecting "Auto Configure" in the Edit menu. Alternatively, refer to Chapter 6,
Customization, for instructions on making manual modifications.

= Once you have connected to the Internet, launch a Web browser on the Gateway
Macintosh, such as Netscape Navigator, Microsoft Internet Explorer or CyberDog,
and try to display a Web page. If this fails you may have entered an incorrect DNS
address. See "Pinging Hosts" in Chapter 13, Troubleshooting, for help in finding the
problem.

= Disconnect from the Internet using the "Disconnect" menu option, and then
automatically reconnect by trying to display a new WWW page.

= The final step is to configure the Client computers to use the Gateway, and check
that they can also cause it to reconnect and display WWW pages. This procedure is
summarised below, with more details in the next Chapter.

Please note that your Gateway license may restrict the number of client computers that can
connect to the Internet through the Gateway at any time.

Configuring your Client computers

Each Client computer on your local network should be set up to use the Gateway to connect to the
Internet. The simplest way to set up your clients is to enable the DHCP Server function of the
Gateway. Then the clients can all be set to obtain their address details from the Server. PCs,
UNIX systems and Macintoshes have different set up systems, but all offer a way to use a
DHCP or BOOTP server.

Example instructions for the most common Client operating systems are provided in detail in
Chapter 3, "Setting Up Gateway Clients".
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You may also wish to support dial-in clients. The Gateway can operate as a remote access
server, supporting SLIP or PPP connections from other Gateways. To do this you need a separate
dial-in Port with a modem or ISDN terminal adapter, and you need to configure the remote
clients to connect using their remote access PPP or SLIP software.

For details of how to set up a dial-in facility for clients, see Chapter 4, "Setting Up Remote
Access Services".

If your clients are already configured for an existing IP address scheme you must edit the
Ethernet Port address on the Gateway to conform with this address range instead.

« Obtain a spare address from the network administrator, or use the one already
assigned to the Gateway Macintosh.

= Open the Edit Port Settings window for the Ethernet Port and enter this address in
the Edit window.

= Then change the client TCP/IP configurations so that they have this address as a
router entry. Appendix A provides guidance on manual client configuration.

Using the VICOM Internet Gateway

Congratulations. You have completed the Installation and Setup of a TCP/IP router, and you
can now use your Gateway to save you cost and time as you share your Internet connection.

The default Gateway configuration should meet your basic operating requirements. However,
you may wish to adjust or correct these settings. Chapter 6 describes how to customize the
Preferences and the Port configurations to your specific needs.

Configuration information is stored in a file called “Vicom TCP Gateway Prefs” in the
“Preferences Folder” in the System Folder. You may wish to copy this file using the Macintosh
Finder facilities, to provide a backup or to maintain alternative configurations.

The File menu item "Save Config As..." saves the current setup as a Text file which can be
viewed or printed using SimpleText or any other text processing application. This can provide a
record of your configuration, and may be requested by Vicom Technology if you seek technical
assistance.

Later Chapters of this Guide describe how to configure the Advanced Gateway features to
support Inbound Mapping to servers, complex routing, and the DHCP facilities.

23



3

Setting Up
Local Gateway Clients

About this Chapter

The Client computers must be set up so that they can use the Gateway when they need toconnect
to the Internet. This Chapter describes how to do this for a number of common Client systems.

Chapter 4 describes how to set up the Gateway and clients for remote dial-in access to your
network.

For local clients, these instructions assume that Dynamic Host Configuration Protocol (DHCP)
is enabled in the Gateway. DHCP is described in detail in Chapter 11 of this Guide. You may
have enabled it during the Auto Setup process, or you can do so at any later stage by selecting
"Gateway Preferences" in the Edit pull-down menu, and "Routing" in the pop-up menu.

You should only choose to disable DHCP if your Gateway Macintosh is connected to a network
that already has an assigned TCP/IP address range. In this case your Clients should already
have been configured, but you will need to change their default router addresses to that of the
Gateway's LAN Port on their network segment.

For your convenience, manual client configuration guidelines for some common desktop clients
are provided in Appendix A. You are also recommended to refer to the documentation that is
provided with your client systems for more complete details.
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Setting up MacTCP Clients

1. Open the MacTCP control panel.

2. Configure the network connection for Ethernet or LocalTalk according to your
cabling.

3. Click the More... button, and click the “Server” button under “Obtain Address”.
4. For LocalTalk cabling, enter the DNS IP address supplied by your Internet Service

Provider.
........... Dbta-ln Address |P Address

) Manually Class:_C_| Address: 192.0.0.0

@ Server Subnet Mask: 255.255.255.0

1 Dynamically (INRNNRNRNRNNRNRERRNRNNN] RNNANEND]

Net | Subnet | Node

Bits: 24 0 8
Net: 7 Olock

Subnet OLock

OLock

~Routing Information:-
Gateway| Address: Node:

--------------- Dormain Mame Server Information: -

Domain IP Address Default
[ |[isz12.0008 | | @ &
| Il | ©
[[ 0K ]] [l:ancel] o
Set for Server mode  Type a "Period" here Internet Providers DNS IP Address

5 Close the MacTCP control panel and restart the Macintosh.
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Setting up Open Transport Clients

1.

Open the TCP/IP control panel on each client running Open Transport.
2.

For Ethernet cabling, select "Connect via: Ethernet" and "Configure: Using DHCP
Server" in the pop-up menus.

E=———~———— TCP/IP (DHCP)

Connect via: [_Ethernet -
— Setup
Configure : U=zing DHCP Server b

IF Address: < will bie supplied by server >
Subnet mask: < will be supplied by server >

Router address: < will be supplied by server

Search domaing :
< will be supplied by server > |

Mamne zerver addr.:

3. For LocalTalk cabling, select "Connect via: AppleTalk (MaclP)"and "Configure:

Using MaclP Server" in the pop-up menus.

EO=—————— TCF/IF (Default)
Connect via:

— Setup

Configure : LIzing Mac P Server il

MaclF server zone: < current AppleTalk zone >

Select done...

IF Address: < will be supplied by server »

Search domains :
< will be supplied by server |

Name server addr.:

5. Close the TCP/IP control panel.
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Setting up Windows 95 Clients

1. Open the Network control panel.
2. Highlight TCP/IP and click the “Properties” button.

TCP/IP Properties
[ Bindngs | Advanced | DMS Corfiguration |
Gateway ‘ WINS Configuration ] IP Address ]
The first gateway in the Installed G ateway list will be the default
The address order in the list will be the order in which these
machines are used.
Mew gateway
195. 1 . 1 .72z | |gdd ey
Installed g
195.1.1.222

3. Select the “IP Address” Tab and click “Obtain an IP address Automatically”.
4. Close the Network control panel.

Setting up Windows 3.x Clients

TCP/IP setup procedures vary according to the software installed. The following is a typical
example, based on Netmanage NEWT:

1. Start up the “Custom” application that is installed with NEWT.

2. Select “Configuration” in the Setup Menu and check the box for “Use Dynamic
Configuration”

3. Check the box for “DHCP”
4. Close the Custom application
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Setting Up
Remote Access Services

About this Chapter

The Gateway can be set up to permit remote systems to dial in using ISDN or a modem. In this
mode, it acts as a PPP Server, or Remote Access Server. This capability can be used on a
Gateway that is also providing the other Internet Gateway services.

The PPP Server function can be used to support individual remote users wishing to dial into your
TCP/IP network via PPP client software, or it can create a wide area intranetwork.

If a remote Gateway dials into the PPP Server then the two networks can be linked together as
a Wide Area Intranet. The Gateways then route traffic via the serial line to allow users at
each site to access TCP/IP facilities at the other site. A high speed link such as ISDN is
recommended for inter-connecting a wide area Intranet.

This Chapter describes how to configure the Gateway for use as a PPP Server, and gives
examples of remote Client configurations for typical desktop machines.
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Setting up Dial-In ports

In order to use the Vicom Internet Gateway as a PPP server you need to create one or more new
ports to answer incoming calls.

A single dial-in Port can be provided using one of the serial interfaces on the Gateway
Macintosh. If all the built-in serial interfaces are in use, or more dial-in ports are required to
support simultaneous remote Clients, you can add more by plugging in a multi-port serial card.
Cards are available from various manufacturers, including Keyspan, Creative Solutions and
Megawolf.

The Gateway can support up to eight Ports of all types. If you are using a Mirror Port, an
Internet Proxy Port and a local Ethernet Port then there are up to five available for use as dial-
in Ports.

To configure each dial-in Port, open a New Port window using the Gateway pull-down menuand
set it up as follows:

Port Name: You may want to give the Port a name such as "Remote Access", to appear in the
Port List in the Status Window.

Static Address: check "Static address” for the dial-in Port. An address in the range of
192.168.x.x is recommended by Inter-NIC for private networks. See Chapter 8, Routing, for more
information on network addresses.

Method: set to "PPP". SLIP can also be used, but PPP is now the most common protocol for remote
access.

Type: choose an Answer option:

= "Dial up - Answer only" sets the port to accept incoming calls.
< "Dial up - Answer and Dial" also enables the Port to initiate outgoing calls.

Dial In Security: There are four options for checking incoming caller identity:

< Open Port (No security): any client can dial in without authentication.

= Users and Groups (PAP): uses Password Authentication Protocol to authenticate the
clients' username and password. This is normally the fastest authentication
method.

= Users and Groups (Minimal Prompts): uses a login script, prompts are "login:" and
"password:".

« Users and Groups (Full Prompts): displays a logon banner with the Gateway name
and version before prompting for "login" and "password". The Gateway name can be
set in the "General" Preferences.
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Timeout: A timeout value may be defined to disconnect inactive connections.

Tool Setup: click to select and configure the appropriate Comms Toolbox tool. For more
details,see Chapter 6, "Customizing the Gateway".

Host Access Rights: use these settings to restrict local or remote access through this Port for
specific IP addresses. See Chapter 12 for more details.

Dial-in Client Access

Once connected, remote access Clients can access all of the same network facilities as local
Clients. These include:

< local network servers
= servers on the Gateway's Mirror Port

= the Internet, via an Internet Proxy Port. This may be on the PPP Server, or on
another Gateway.

Dial-In Client Security
The Vicom Internet Gateway provides dial-in password security.

The remote user's name and password are sent to the Gateway by the Client and authenticated
by the Gateway during each connection attempt. The Gateway can be configured to require
Password Authentication Protocol (PAP) or a Unix-style login to obtain this information.

To use PAP, Dial-In clients enter their username and password into the "Authentication" field
of their PPP dialer. To use a Unix login the user or the PPP dialler responds to user name and
password prompts.

Each remote Client has an account defined by a User Name, and a Password. Gateway Client
accounts are created and modified using the Macintosh "Users and Groups" facilities

To set up a new remote user:

Open the Users and Groups control panel.

Go to the "File" pull-down menu and select "New User".
Type in the account username.

Double-click on the user icon.

Type in the account password.

Drag the user icon to the "VIP Gateway Group" group icon.

ok~ wbdpE

To add an existing user to the Gateway's Group:

1. Open the Users an Groups control panel.
2. Drag the user icon to the "VIP Gateway Group" group icon.

NOTE: If the Gateway is running on the same Macintosh as an AppleShare Server, see pages 57
and 64 for additional information.
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Setting Up Remote Access Clients

The Client Remote Access service is set up with a combination of a TCP/IP stack and a PPP
dialer. The following examples include details on how to set up clients for three common
configurations: MacPPP/FreePPP, Open Transport-PPP, and Windows 95 Dial-Up Networking

MacPPP/FreePPP

MacPPP configuration consists of setting up the FreePPP or ConfigPPP control panel to dial the
PPP connection, and setting up the TCP/IP stack to allow an Internet connection. The TCP/IP

stack may be Open Transport or MacTCP.

Setting up MacTCP

1. Open the MacTCP control panel.

EF=— MacICP
=P i
EtherTalk Ethernet
“E
WYICOM Gateway FFF

(]

IF Address:

More...

208

2. Select the "PPP" icon.
3. Click the More... button, and click the "Server" button under "Obtain Address".

........... Dbta]n Address |P Address
) Manually Class:[_C_| Address: 192.0.0.0
@ Server Subnet Mask: 255.255.255.0

 Dynamically [NIRIRNRNRNRERNRNNNRENEN] ARNRNENY
Net | Subnet | Node

Bits: 24 1] 8
Net: Oéack
Subnet: Ladk
~Routing Information:- O
Gateway Address: Node: Oiack
[ B 7 T N ) (e B e e s Dnmain Name SEI’VEI’ |nf0rmat10n: ..............
Domain IP Address Default
[ |[ia.136575 | @ [
| Il | ©
[ ox ]| [cancer ) o

4. Enter the DNS IP address supplied by your Internet Service Provider.
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Setting up Open Transport

> wDn PR

Open the TCP/IP control panel.
Configure the network connection for "PPP".
Select "Using PPP Server" in the configuration pop-up menu.

Enter the DNS IP address supplied by your Internet Service Provider.
Ei=————————  I(F/IFP=————————
Cannect wia:

Configure Uzing PPP Setwer had Select Hosts File...

Implicit Search Path:
Starting domain name

I Address: ¢ will be supplied by server > [ ]

Subnet mask < will be supplied by server » Ending dornain narme

— Setup

Router address < will be supplied by server »

Additional
Search domains

Mame server addr.: |194.19657.5

2
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Setting up MacPPP or FreePPP

Early versions of FreePPP use the same ConfigPPP control panel as MacPPP. Later versions have
their own FreePPP Setup application which can be accessed from a FreePPP pull-down menu.

To set up MacPPP or FreePPP using ConfigPPP:

1. Open the ConfigPPP control panel.

EO Config PPP

@2 [ Open ] [ Close ]

ool

Port Name:[Modem Port ¥ ]

Idle Timeout (minutes):
Echo Interval (seconds):[0ff ¥ |
[ Disable Auto Connect

O Terminal Window

[ Hangup on Close

[ Quiet Mode

PPP Server:[Untitled ¥]

(Config...] [ New... ] (Delete...]
Far MacPPP 2.9

2. Click on the New... button and name the service "Remote Access".

3. Set the port speed and the handshake to their appropriate settings.

4. Set the phone number to that of the Vicom Gateway's dial-up line. and the "modem
init" field to the string recommended by your hardware manufacturer.

6. If your Gateway has the "Users and Groups (PAP)"option set up click on the
Authentication... field and fill in your username and password.

Note: The password and id fields may
be left blank to indicate that they are
to be entered at connect time.

Auth. 1D: |<username> |

Password: |oooooooooo |

Retries: Timeout: EI seconds

7. If the Gateway uses either "Users and Groups (Full Prompts)” or "Users and Groups
(Minimal Prompts)" options then set up your login script.
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Wait timeout: seconds o
(71 Out @ Wait |Iogin: | 0
@ out O Wait |<username> | =
O Dut @ Wait |passu.lord: | |
@ out O Wait |<passumrd> | =
® Out O Wait | =
® Out O Wait | =
® Out O Wait | i
® out O Wait | | O

To set up FreePPP using the FreePPP Setup application:

1. Open FreePPP Setup from the FreePPP pull-down menu. If necessary, ensure that
the full window is displayed by clicking the down arrow.

2. Select the "Accounts" tab and click "New" to display this window:

JEE’;; Hccuunt} |’ Connection ] |’I§ l]ptions]

Server name: |Flemute Access |

Phone number: [415 691 9520 |

[]Dial as long distance
[] Dial area code

Connect: | Directly ]

[ Edit connection script... ]

User name: |uicom |

Password: |******* |

3. Set the Account name and phone number to dial.

4. If the VIG security is set up for "Users and Groups (PAP) then enter your user name
and password in this window. Otherwise, select "Using Connection Script" and
click "Edit connection script" to enter the prompts and responses.

5. Click the "Connection"tab and set up the port speed, handshake and "modem init
field for your modem.

Open the dialler and click on the "Open" button to test the configuration.
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Open Transport PPP

The Open Transport PPP configuration consists of setting up the Modem, PPP, and the TCP/IP
control panels.

Setting up Modem

1. Open up the Modem control panel.
2. Select the appropriate serial port and modem settings.

Setting up PPP

1. Open the PPP control panel.
2. Enter the phone number of the Vicom Gateway's dial-up line.

3. If the Gateway security is set to "Users and Groups (PAP)", enter your username and
password in the connection settings.

4. Otherwise, click the "option" button and highlight the "Protocol" button. Enable
the check-box "Use Connect Script:" and click the button "Import Script" to import a
login script.

Options

Redialing V Connection \/ Protocol L

E allow error correction and compression in modem

E Use TCP header compression

E Connect to a cormmand-line host:
Redialing
C) Use terminal window

@ Uze connect script: < no soript selected »

[ Irpart Script... ] [ Export Script... ]

D)
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Setting up TCP/IP

Once the Modem, PPP, and TCP/IP control panels are set up open the PPP control panel and click

> wDn PR

Open the TCP/IP control panel.

Configure the network connection for "PPP".

Select "Using PPP Server" in the configuration pop-up menu.

Enter the DNS IP address supplied by your Internet Service Provider.

ER=E==—————— TCP/IP

Configure Uzing PPP Setwer had Select Hosts File...

— Setup

Implicit Search Path:
Starting domain name

P Address < will be supplied by server »
Subnet mask < will be supplied by server » Ending dornain narme

Router address < will be supplied by server »

Additional
Search domains
Mame server addr.: |194.19657.5
2 (ot

on the "Connect" button.
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Windows 95 Dial-Up Networking

The Windows 95 operating system has built-in dial-up networking that allows you to establish
a PPP connection. The configuration consists of setting up a Dial-Up Networking connection and
the Network control panel.

Dial-Up Networking

1. From the Windows 95 desktop click on My Computer | Dial-Up Networking | Make
New Connection.

2. Change My Connection to "VIG Dial-Up" and select the appropriate driver for your
modem.

3. Click "Next" and enter the correct phone number for the Vicom Gateway's dial-up
line.

4. Click "Next" and click "Finish".

Network

1. Open the Network control panel and click "Add".

2. Click "Adapter".

3. Click "Add", select "Microsoft" in the left window, and "Dial-Up Adapter" in the
right window.

4. Click "OK".

5. Click "Add", select "Microsoft" in the left window, and "TCP/IP" in the right
window.

6. Click "OK".

7. Close the Network control panel.

Dialing Out
1. Double-click on the "VIG Dial-Up" DUN icon.
2. If your Gateway has the "Users and Groups (PAP)"option set up click on fill in your

user name and password. Scripted login requires additional software.

Once the Dial Up Network and Network protocols are setup, double-click on your Dial Up
Network connection and click on "Connect".
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Operating the Gateway

About this Chapter

This Chapter describes the facilities for monitoring and controlling the Gateway in normal
operation. These include the Menus, and the controls and status displays presented in the
Windows.

Starting and Stopping the Gateway

The Gateway is started and stopped by clicking the “On/Off” button in the Gateway Status
window, or by choosing “Start Gateway” or “Stop Gateway” from the “Gateway” menu.

O =-——— Gateway Status

% W ICOM Internet Gateway

Registered To: Darko, Vicorn Technology

onlOff

Switch ™ "g:— Data: |

Fi

CPU: 0% |

The Gateway's Preferences can be set so that it starts automatically as soon as it is launched.
The Gateway can be launched when the machine is switched on by putting an alias of the
Gateway in “Startup Items” in the System Folder. If you need to ensure that it starts before
other Startup Items, for example mail or web server software, you can rename the Gateway
alias to put it first alphabetically.

All ports are reset when the Gateway is started. Directly attached ports will be automatically
connected. Open Link and dial-up ports will connect at the appropriate time according to their
settings. These ports can also be connected manually.

All ports are disconnected when the Gateway is stopped. This may take some time depending
on the connection methods in use. For example, a modem might take up to a minute to hang up.
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The Gateway Menus

The Gateway's facilities are accessed through its menus. The menus in Basic user mode are

shown below.

Sare Config As... S

[— Save current configuration as a Text file

Hide Gateway Status
liew Users...

Show DHCP Clients
Ping Host...

| — Show/Hide Status window

—— Show currently connected Users

[— Show current DCHP address assignments
[— Echo Test remote IP addresses

Users and Groups...
Generate Log File...

[— Open Users & Groups Control Panel
[— Create a Text file from current Log Data

Quit *0

[— Quit Gateway

ingn

ful
FEEEiEH
fFasia
{ipay

Gobacl BH

Auto Configure...

Gateway Registration...

[—— Enter new Activation Password
— Run Auto Setup

Hide Gateway Info %1 | Show/Hide Status messages
User Mode... 3 U |— Select Basic, Advanced or Admin Mode
Preferences... |— Open user preferences

Gateula_g

Start Gateway #0

[— Start/Stop Gateway

[— Define a new Port
[— Edit an existing Port
[— Delete an existing Port

New Port... #N
Edit Port... ®E
Delete Port

Stop Port 3#H
Reset Port ¥R

[— Stop the selected Port
[— Reset the selected Port

Start Tracing Port T
Make Default Port %D

|— Start Tracing the selected Port
[— Make the selected port the default port

Connect #K

[— Connect the dial-out Port

Additional menu items can be accessed in Advanced User mode. These items are listed
Chapter 7, Advanced Gateway Operations, and explained in the subsequent Chapters.

in
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The Gateway Status Window

The Gateway Status window shows the current activity of the Gateway and the status of all
the ports. The window looks like this:

CPU Load Monitor,

) Activity Tra'::eI
ED% Gateway Status
L
Activity
WICOM Internet Gateway % ¥ Meter
Feqistded To: Darko, Yicom Technologyl '/
hY
onloff_ | Y /|
Switch e wff Data: \ : Activity
7 Y iy
" lecrusom 1R {5 Scale
g aTl Mirror Cunarnic
*PPP Dy narnic ‘a
@ Standard Ethernet 192.162.1.100 z
&9 Macintosh IF 192.168.2.100 \g
u
™~ port
List
Gateway _|
Me: qes || i
e ""‘"'-..._____‘h
s The Gateway is currently stopped. Internet Users: 0 User
Unlirnited Counter

Items in the status window have the following functions:

On/Off Switch: Turns the Gateway on or off.
Activity Trace: Displays packet throughput.

Activity Scale: Shows the activity trace scale.

Activity Meter: Shows the number of packets processed by the Gateway in the previous
second.

CPU Load Monitor: The percentage of available processor time used by the Gateway.
Port List: The type, IP address and status of each Gateway port.
User Counter: The number if current users, and the licensed limit.

Gateway Messages: The current operating state of the Gateway.
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The Port List display

The Gateway Status window has two views: a standard view and a condensed view which does
not display the port list. The condensed view is activated by clicking on the up arrow symbol o=
in the bottom right corner of the standard view. The standard view is activated by clicking on
the down arrow == in the bottom right hand corner of the condensed view.

The Port List displays the following information:

Icon Name Address Message Status

aTl Mirrar Cynarnic
+F'F'F' Dy narnic ﬁ"
€l Standard Ethernet 192.168.1.100 =
&9 Macintosh IP 192.168.2.100 =

If there is a problem with a port, an exclamation mark is displayed next to its icon. A dot is
displayed to the lower right of the icon for the Internet Port.

The Port Name is either a default name corresponding to its connection method, or a name you
set in the Edit Port Settings Window (Chapter 6).

The IP address of each port is displayed. If the port is set for dynamic addressing and it is not
connected, the word “Dynamic” is displayed instead.

The port message indicates connection status, such as “Connected” or “Not connected”. If the port
has been disabled for any reason, an error message is displayed here. If the port is connected
and port counts are enabled they are shown.
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Port status displays an icon showing the current status of the port:

Dial Up port:

a

- =

[ =, ]

(2]

x

Indicates that the port is ready to dial out or receive a
call. If this is a dial-out port, and auto-connect is set,
the port will attempt to make the connection
whenever a packet is routed through this port. If the
port is set to dial-in, then the port will answer on
incoming calls.

Indicates that a remote user is dialing into this port
and that the Gateway is answering the call.

Indicates that the dial up port has connected
successfully and is able to transmit and receive
packets. It may be disconnected by selecting stop port,
reset port or by stopping the Gateway.

Open Link port:

Indicates that the port is not connected. If auto-connect
is set, then the port will attempt to make the
connectionwhenever a packet is routed through this
port. The port may also become connected if the
hardware or driver software are set up to connect
automatically.

Indicates that the port is connected and able to send
and receive packets. The port will be disconnected if
'Stop port' or 'Reset port' is selected, or if the Gateway
is switched off. The port may also be disconnected if
the hardware or OS software detects an error.

Directly Attached port:

x

Indicates that the port is active. Directly attached
ports are always connected unless they are disabled, or
the Gateway is switched off.

Disabled or Stopped port:

&

Indicates that the port has been disabled or stopped.
If an exclamation mark is shown to the right of the
port icon, the port has been disabled by the Gateway
and will need to be reset before it will become active
again. If there is no exclamation mark the port has
been stopped by the user. The port message will
indicate why the port was disabled or stopped.
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Managing Ports

All Port management functions, except “New Port”, are accessed by selecting a port in the
Gateway Status Window and choosing the appropriate command from the “Gateway” menu.

New port:
Edit port:

Delete port:
Stop port:

Start port:

Reset port:
Start tracing:

Creates a new port and opens the Port Settings window.

Opens the Port Settings window for the selected port.

Short cut - double click the Port in the Status Window.

Deletes the selected port.

The Gateway disconnects the selected port.

No further traffic will be sent to this port until it is started or reset.

Starts a stopped port, but does not attempt to open a connection for Open Link
and Dial-out ports.

Clears the “disabled” status on the port, and then stops and starts the port.
Opens the trace window for this port. This window shows all traffic through
the port and is used to diagnose network problems. The trace window should not
be left open during normal operation, as it will slow down the Gateway
considerably.

Mirror this Port:

Makes the selected port the Mirror port. This is the Port whose address will be
used, or "Mirrored" by MacTCP or Open Transport on the Gateway machine.

Make default port:

Connect:

Makes the selected port the default port.

Chapter 8, IP Addressing and Routing, gives more details of the way the
Gateway makes its routing decisions.

Attempts to open the connection for the select port. Changes to "Disconnect”
when the Port is connected.

This command is usually not necessary as Open Link and Dial-out ports default
to connect automatically when necessary.
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Managing Local Users

You can list the active users and disconnect them if necessary. Select the Internet port by
highlighting it in the Gateway Status Window, select 'View Users' in the File menu and if
there are any active users using that port they will be listed in a table like the one below.

=[0= Users for 158.152.39.172 ==
User Tirne to timeout
15815239172 4:539 ﬁ
=

The list shows each user's address, and the time remaining before the user's proxy session times
out. This value remains at or near the time-out period set in the Internet Proxy Preference until
traffic from the user ceases.

To disconnect a user, select the user by highlighting the entry in the table and then click the
'‘Disconnect User' button. The user will be disconnected from that port until their next attempt
to re-connect.

If you assign fixed addresses to users, the numeric addresses can be replaced by names to make
the list easier to read. To do this, place a text file called "Gateway Names" in the Gateway's
home folder with each user's name and IP address on a separate line. Separate the name and
address fields by one or more TAB characters, and do not include spaces or TAB characters in the
name.
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6 Customizing the Gateway

About this Chapter

This Chapter describes how to change the following default Gateway settings:

Gateway Preferences

= Activity sounds

= Routing and addressing protocols

= Start up the Gateway automatically on launch
« Activity meter settings

= Mirror port settings

= Secure AppleShare interaction

= Logging options

= User time-out

< Name Server information

Port Configurations
= Edit the Internet Port settings
= Edit the local network Port settings
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Setting Gateway Preferences

This Chapter describes the facilities for changing the Gateway preferences. The Gateway
Preferences window is opened by choosing Preferences from the “Edit” pull-down menu.

The Gateway Preferences window provides settings for several parts of the Gateway, accessible
through the pull-down menu at the top of the window.

Gateway Preferences

® General Preferences
Routing
Launch State
Activity Meter CI
MacTCF Port

AppleShare Security ds

Lagging )

Internet Prosxy ing calls

Name Servers

Cancel i 0K i

General Preferences

Gateway Preferences

General Preferences

Name : |¥ICOM IF Gateway

D Aetivity Sounds
D Ring on incorning calls

Cancel i 0K i

Name: Assign a name to the Gateway. If “Security (Full Prompts)” is used, this name will be
displayed in the Login banner when a remote user dials into the Gateway.

Activity Sounds: The Gateway makes sounds during certain activities (such as starting or
stopping the Gateway). Unchecking this option disables these sounds.

Ring on incoming calls: If this option is checked the Gateway will make a “telephone ringing”
sound when an incoming call is received.
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Routing

=——— bateway Preferences

Default Gateway : I:[

E Use RIF protocol
[+A Use DHCP Protacol

Cancel i 0K i

Default Gateway: sets the default gateway. This is the address the Gateway will send packets
to when it knows no explicit route to the destination address. If you are connected to the Internet
via a router then enter its IP address here.

Use RIP Protocol: When ‘checked' the Routing Information Protocol (RIP) is utilized. This
allows the Gateway to exchange routing table information with other directly connected
TCP/IP routers.

Use DHCP Protocol: When ‘checked' DHCP is activated. See Chapter 3, Setting up Gateway
Clients for more details.

Launch State

Gateway Preferences

Launch State hd

Q Remember State when last Quit
@) Remember Specific State

FOff  Inactive at application launch
On  Active at application launch

Cancel i 114 i

Remember State When Last Quit: when selected, the Gateway remembers whether it was on
and off and starts in the same state the next time it is launched.

Remember Specific State: when selected, the user can explicitly set the Gateway launch state
with the On/Off switch.
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Activity Meter

Gateway Preferences
Activity Meter hd
Packet Scale: 10 Packetz  * |per second

Trace Sgale: | 30 Seconds ¥
Load scale: 5% of Maxirnum Load -

Cancel i K i

=

Packet Scale: The packets per second scale changes automatically if throughput increases, but
it will not change back to a lower scale than selected here.

Trace Scale: choose from three trace time scales.
Load Scale: the load scale shows how much processor time is consumed by the Gateway .

Port Count: ports can be set to display the number of routed packets, the packets per second, or no
traffic information in the Gateway Status Window.

Mirror Port

Gateway Preferences

MacTCP Port hd

[+A Enable Mutti-Harning
D Show Packet Counts

Cancel i 0K i

Enable Multi-Homing: when selected, the Gateway will use several IP addresses for
MacTCP/Open Transport clients on this machine. More details on the use of Multi-homing are
given in Chapter 10, The Mirror Port.

Show Packet Counts: when selected, the Gateway Status Window's Port List will show the
number of packets sent and received through the Mirror Port. If not selected, the Port List will
show the address of the mirrored Port.
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AppleShare Security

Gateway Preferences

AppleShare Securit -

Cancel i 0K i

Admin Password: If dial-in security is being used, and the Gateway computer is also running an
AppleShare server, enter your AppleShare Admin password here so that the Gateway can
access the “Users & Groups” file. Use the Administration program supplied with AppleShare
to define and edit Users in the VIP Gateway Users Group.

Chapter 4 provides more details on how to set up and manage remote access for dial-in users.

Logging

Gateway Preferences

E Enable logging

E Start a new Tog every day

Cancel i 0K i

Enable logging: When 'checked' the Gateway will record user events and traffic activity to a
binary log file. This file can be processed manually, or automatically each day, to generate a
text file listing the information collected.

Start a new log every day: When ‘checked' the Gateway will generate a text log file each day,
and clear the binary file.

The Gateway logs the following details to the output file:

= A header giving the date range for the log.

< Alog of Port connection and disconnection events indicating the Instigator, time and
duration for each.

= A traffic analysis by Host address, showing the total volume of traffic in bytes,
broken down for principal applications, and the total durations for the data
transfer activities.
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Internet Proxy

=——— bateway Preferences

Internet Pros hd

Uzer Timeout (minutes):

Cancel i 0K i

User Time-out: The Gateway allows multiple users to connect simultaneously to the Internet, up
to the limit of the license purchased. The user time-out defines the idle time after which a
user's proxy connection will be closed. This allows new users to connect when previous users have
finished their Internet sessions. The number of current users is shown in the Gateway Status
window, along with the maximum licensed value. Select 'View Users' in the File menu to see a
list of the currently connected users and their remaining times.

Name Servers

Gateway Preferences

Narne Servers hd

E Enable name resolving

Dornain narme : I| |

DNS Server Address......:[ 194196578

Cancel i 0K i

Enable name resolving: When ‘checked' name resolving will be carried-out on all remote and
local addresses when the log is generated. This converts logged IP numbers to host names where
possible.

Domain name: Enter your own '‘Domain name' here if you wish this information to be sent to
Gateway clients by the DHCP Server.

DNS Server Address: Input your Domain Name Server address. This information is given to
clients if you are using DHCP. It may be the DNS address supplied by your Internet Service
Provider, or a local DNS on your internal network.

50



Chapter 6.
Customizing the Gateway

Configuring Ports

The Gateway needs a port for each connected network, both directly attached and dial-up.
Ports can be created or edited at any time. However, if you edit an existing Port while it is
connected, and then enter the changes, the Port will disconnect if it uses a dial connection, and
all sessions using the Port will be reset.

You cannot edit or view the Mirror Port configuration. You can manually Edit any other Port by
double-clicking it in the Gateway Status Window, or by highlighting it and selecting "Edit
Port" in the "Gateway" pull-down menu. The Port Settings window will appear:

Edit Port Settings

| Port name: | Internet | |

D static addrassit ] 1L
Method: [ _FFF ha

Apple Modem Tool
Tupe: Internet Proxy - Cial Qut hal I [—wj
Timneout: | after 5 Minutes of inactivit r
Dial In Security : [ Mot Applicable with [ral Dut Internet ¥ | [ Login Info 1

This Window has an expanded set of facilities in the Advanced User Mode. These additional
items are described in Chapter 7. The following paragraphs describe the controls in the Basic
User Mode window.

Port Name: If you type a hame into this field it will replace the default name in the Ports List
in the Gateway Status Window.

Static address: Each directly connected local area network Port must have a fixed, or Static,
address. The Gateway presets each to a Private Network address during Auto Setup. These
addresses are reserved by InterNIC, the committee which administers Internet addresses, so
that there will be no conflict with public addresses.

You only need to change the assigned address of a Port if it is connected to an existing local
TCP/IP network with a different address range, for example if the Port is connected to the
Internet or your private network already has an address structure.

A dial-up Internet Port may have a fixed or dynamic address depending on your Internet Service
Provider.

To use a static address, check the box and enter the address in the text field in "XXX.XXX.XXX.XXX"
format.

To use a dynamic address, uncheck the box. The Gateway will disable the text field and put
“1.1.1.1” in it to indicate that the port has not yet acquired its dynamic address.
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Method: This pop-up menu shows the connection methods and includes a list of all installed
interfaces. Only the network interfaces supported by the Gateway can be selected.

Edit Port Settings

| Faort name: I Interneﬂ | |

[ static tddress:£1.1.1.
Methad :

Apple Modern Tool

Type:| Mac IP
Timeout: |Ethetnet: Slot 12
Dial In Security : [_Not Applicable with Disl Out Internet w ]| | [ Login Infa 1

The following methods can be selected for Gateway Ports:

= PPP or SLIP: these methods support dial up connection to the Internet, or provide
remote dial-in access to the Gateway.
= Mac IP: this method sends TCP/IP packets within AppleTalk packets. It is
normally used to connect Macintosh Clients using LocalTalk cabling or Apple
Remote Access.
= Ethernet: this method is used to connect Client computers using Ethernet cabling.
Each Ethernet interface appears as a separate menu item.
< Token Ring: this method is available if a supported Token Ring adapter is
installed. There will be a separate menu item for each Token Ring adapter.
= Other installed PPP drivers, such as supported ISDN adapter software, may also
appear in this menu.
Type: this pop-up menu tells the Gateway whether the port is on a directly-attached or remote
network, and if Internet proxying should be enabled. The following types are available:

Edit Port Settings
Directly Attached

Open Link
Fort name :
— | DialUp- Answer Only

[Dial Up - Dial Only =
D Static Address:| a1 Up - Answer and Dial J .
Method: | Internet Prowy - Directly Attached = %

Link

Apple Modem Tool

Type:

Timeout: | after 5 Minutes of inactivit hd

Drial In Security : [ Not applicable with Dial Qut Internet + ]| | [ Login Infa 1

\//

= Directly Attached: the port is on a directly attached network, such as an Ethernet
or Token Ring LAN.

= Open Link: this is used when the Gateway is not required to dial the connection, for
example with 3rd party ISDN PPP dialers, and leased lines.

= Dial up - Answer only: sets the port to accept incoming calls; used for gateway to
gateway and dial-in PPP or SLIP.

=« Dial up - Dial only: used for gateway to gateway wide area routing connections.
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« Dial up - Answer and Dial: sets the port to accept incoming calls and to dial out
when necessary; this is used for gateway to gateway connections and dial-in PPP or
SLIP.

= Internet Proxy - Directly Attached: the same as Directly Attached but performs
Internet proxying.

= Internet Proxy - Open Link: the same as Open Link but performs Internet Proxying.

= Internet Proxy - Dial Out: the same as Dial up - Dial only performs Internet
Proxying.

Time-out: this determines if the Gateway will disconnect if there is no traffic through the port
for the specified time.

Dial In Security: this defines the prompts sent to dial-in clients to request their user name and
password.

Security works through the Macintosh “Users & Groups” mechanism. Users can be created,
viewed and edited using the Users and Groups Control Panel. This can be accessed through the
Apple Menu Control Panels item, or using the File menu "Users and Groups" item.

The Gateway creates a group called “VIP Gateway Group”. For authentication, dial-in users
must be created as members of this Group. and each user should have a name and password
which will be validated during dial-in. There are four levels of security:

= Open Port (No security): any client can dial-in without authentication.

= Users and Groups (PAP): uses PAP (Password Authentication Protocol) to obtain the
client's user ID and password. Clients should set their PPP software to use PAP.

= Users and Groups (Minimal Prompts): the Gateway sends "login:" and "password:"
prompts, and validates the responses.

= Users and Groups (Full Prompts): this displays the login banner before sending the
"login:" and "password:" prompts. The banner provides a Welcome message
including the Gateway Name, if this is set in the General Preferences, and its
version number.

Notes For AppleShare Users.

If the Gateway is running on the same Mac as an AppleShare Server, the
Administration Password for the AppleShare Server must be entered in the Gateway
Preferences so that the Gateway can access its list of Users. In this case the File Menu
item "Users and Groups" will not open the Control Panel, and the AppleShare
Administration system must be used to edit Gateway Users.
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Serial Port Settings Buttons

On the right hand side of the Edit Port Settings window are three buttons which are active if a
SLIP or PPP connection method is selected.

—

Apple Moderm Tool

||_||_||_||'_; |

Each button opens a window where further information can be entered to define the Port
behavior. These buttons are described in more detail in the next sections.

Tool Setup: Click this button to open the Comms Toolbox tool settings window for an Internet
Port.

Login Info: Click this button to edit the PPP or SLIP login information.
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Tool Setup

This is used to select and configure the Comms Toolbox tool for the Internet port. If a tool is
already selected, the name of the button will be set to the name of the tool; if no tool is selected
the name of the button will be “Tool Setup”.

When this button is clicked the standard Comms Toolbox “Connection Settings” window is

displayed. This example shows the settings for the Apple Modem Tool. The window will be
different for other Comms Toolbox tools.

The CTB Tool selected for this port Settings for the serial port
Connection Settings
Method: Apple Mode... vl
-'When dialing -Port Settings

izl Phone Nurnber | IS

66 Baud Rate: | 22400 ¥ ] (= ]
Diating Method : Parity :
seconds (i Data Bits:

+When angwering : Stop Bits: IE
Answer phone after rings ii Handshake: |_DTR & CTS v 1541
~Madern aption:

Modern : Hayes-Compatible Modern - E

E . Printer Port

i TN

|:| Drisplay Modern Monitor %indow ¢|| ||:

The modem type connected to this port The Macintosh port the modem is connected to

When using a Comms Toolbox connection tool we recommend that the tool’s own re-dialing is
turned off so that the Gateway can retry if a login attempt fails.

Hardware handshaking, also known as full flow control, is essential for speeds above 9,600 bps.
If you use the Apple Modem Tool then set the Handshake option to “DTR & CTS”, as shown in
the example above.

Manufacturers of plug-in ISDN cards and internal modems often supply a special Comms
Toolbox driver for their hardware. Once installed, this can be selected in the "Method:" pop-up
menu at the top of the Connection Settings window, when the window will change to support
the options for this hardware.
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Login Info

The Login Information window allows you to set up the details required to log in to your account
at your Service Provider. To open this window, click on the Login

Settings window:

Login Information

——Login using

Q Login script

@) PapP

——F&F Login

Username : I vicon’J

Password : Io..o.oo

Info button in the Port

If your service provider uses PAP (Password Authentication Protocol) for login, then enter the
User name and Password in this window and click OK.

If your service provider uses a Unix-style script for login, then click the "Login Script" radio
button to open the Script area of the window.

Login Information

——Login using

@ Login script

(A FAP
Login script
verall timeout (seconds): Pravider: [¥]
[t for | [Login | Osender
Send v | |vicom | MAsender
[_owait for v [Password | Osenacr
Send v [pwd | MAsender
[_owait for ] [Protocol | Osenacr
Send v ] |rPF | [Asenacr
[ M | ! Osendcr
M | ! sendcr
[ M | ! Osendcr

The Login Information script defines a sequence of host prompts to wait for and responses to send
for each prompt. You can also enter a number of seconds to delay between script actions.

Most scripted hosts will prompt for a user name and password, but some Providers may require
other prompts, delays or responses before a TCP/IP connection is established. In the above

example there are three prompts shown with corresponding responses.
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To create a script, type each prompt and response on a separate line in the table. The pop-up
menuto the left of each line allows you to define whether the text is a prompt to wait for, a
response to send, or adelay in seconds before the next script action. The checkbox at the right of
each send line indicates whether a Return (CR) character is to be sent after the response.

The table defaults each line function to the reverse of the previous one, and adds a (CR) to each
response line. So most scripts can be entered simply by typing each text entry and moving down
the table using the TAB key.

The other controls in this window are:

Overall Time-out: this is the maximum time in seconds that a single connection attempt may
take before the Gateway aborts the process. The Gateway will try to connect once more, and
then will stop until triggered again by a client.

Provider: this pop-up menu presets the prompts sent by several Internet access providers and
gateways including the VICOM Internet Gateway. If one of these matches your Service
Provider's script then select it to fill in the prompts, and then type in the responses, such as
your account name and password.

Click OK to complete the Login Information for the port.
Note: The Login Info window allows you to set up either PAP or scripted access, but not both. If

your Internet connection requires a combination of scripted access followed by PAP login, then
the Advanced User Mode can be used to set this up. Refer to Chapter 7 for details.
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Advanced User Mode

About this Chapter

The first Chapters of this Guide have provided details of the Gateway's Basic User Mode
facilities, its default User Mode. This Chapter explains the purpose of the Advanced and
Administration Modes. The subsequent Chapters then describe the Advanced User Mode
facilities and explain how they can be used.

About User Modes

The Gateway can be operated in one of three User Modes:

Basic: this Mode provides the menus and controls you need to configure the Gateway for dial-up
Internet access, and to support local and dial-in users.

Advanced: this Mode provides additional set-up facilities for routing, access and firewall
control, and DHCP management. These features are accessed through additional items in the
"Gateway" pull-down menu, and through extra controls in the Edit Port Settings window.

Administration: this Mode provides access to the same features as Advanced Mode, and adds
Password protection to prevent inadvertent or unauthorized modification of the Gateway
configuration. When an Administration Password is set any attempt to open a Settings window
or the Preferences is intercepted with a password challenge.

The User Mode can be set by selecting the "User Mode" item in the Edit pop-up menu and
clicking the required radio button.

User mode
@ Basic
) Advanced
(2 Administration Set Password...
Cancel i l 0K il

Administration Mode only becomes active if an Administration Password has been entered.
Click the "Set Password" button to open the Administration Password window. Type your
Password into each of the two fields to activate password protection.

Administration Password

Password: |*essess

Uerify Passiword: [ssssses

Cancel i oK i
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The Advanced Menus

In Advanced User Mode the "Gateway" pull-down menu is extended as shown below.

Eateulag
Stop gateway b
Zero All Counters

Routing Tables...
DHCP Setup...
Inbound Mapping...

Mew Port... N
Edit Port... 3EE
Delete Port

Stop Port #H
Reset Port #R

Start Tracing Port 3T
Clear default port D

Connect K

The additional menu items are described in detail in the next Chapters of this Guide, as listed:

= Routing Tables see Chapter 8

= Inbound Mapping see Chapters 9 and 10
e DHCP Settings see Chapter 11

= Global Host Access Rights see Chapter 12
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Advanced Edit Port Settings Options

In Advanced User Mode the Edit Port Settings Window provides some additional facilities.

Edit Port Settings

| Port narne : I |

_l Dgnamic Address ¥ !
. [ ]
Address: Bit Pattern : [T T
Met Subnet Mode
Subnet Mask: | Bit Count: 32 0 o

Method: [ FFF - I_J\

. D -
Type:| Internet Proxy - Dial Out I Express Modem Tool
Dial In Security:| Mot AEEHcable writh Crial Qut Intern... ™ I

Tirneout: | after 5 Minutes of inactivit hl Host Access Rights

Port probe: [ Mot Available with PRP -] [ Login Info |
W Cancel i l 0K il

The additional controls are:

Address Type: use the pop-up menu to select Class A, B, C or dynamic IP addressing for the Port.
See Chapter 8 on Routing for more information.

Subnet Mask: a slider control allows you to set the subnet mask for each Port. See Chapter 8 for
more information about subnets and routing.

Encapsulation: this item shows the protocol used to transport IP packets for the selected
Method.

Port Probe: you can set the Gateway to check Ethernet and Token Ring ports regularly. If one
fails this check, the Gateway will stop it. You should then investigate for a network problem
before resetting the Port to restart it.

Host Access Rights: click this button to open a window where you can set constraints on which
local client addresses can access the Gateway or trigger connections through the Port, and
which host addresses can be reached through it. See Chapter 12 for further details.
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Connectinfo: this button opens a window where you can control the detailed attributes of the
Internet Port.

Connect Info

IZ Allow Auto Connect

D Limit Connection Time to Dminutes

[ keep ative Tickle

[ spesiy tTu I:’bgtes
D Always Trace Connection process
D Keep connection open at all times
PFPF Setup...
Cancel i l 0K il

The additional facilities in this window are:

Allow Auto Connect: when this is set, the Gateway will automatically try to connect whenever
a packet needs to be sent through this port. If it is not set, the only way to establish a connection
is to select the port and choose Connect from the “Gateway” menu.

Limit Connection Time: this specifies the maximum time the port can remain connected. The
Gateway will close the connection after this time expires, even if there is traffic through the
port.

Keep Alive Tickle: some Internet Service Providers automatically close the connection if it is
idle for a specified time. Set this option to prevent this. The Gateway will then send a
“dummy” packet every 30 seconds to prevent the remote end from timing out when there is no
real traffic.

Specify MTU: the default Maximum Transfer Unit (MTU) for the PPP Port is set to 1500 bytes. It
is then negotiated with the Service Provider's equipment during connection, so it is very
unlikely that you would need to change it here.

Always Trace Connection Process: when activated, the Gateway will display the Trace
window while connecting. The window will close once a connection has been established. This is
useful for tracking down login problems. Chapter 13 gives details of the Trace window.

Keep connection open at all times: when activated, the Gateway will hold the PPP connection
open continuously and attempt to reconnect it if it disconnects for any reason.
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PPP Settings: this button opens a further window for setting detailed PPP and PAP protocol
options. It opens at the Authentication settings, and the pop-up menu gives access to LCP and
IPCP settings.

It is very unlikely that you will find it necessary to make any changes in the LCP or IPCP
configurations, as these are negotiated during call establishment.

PPFP Setup

Retries:
Tirneout : seconds.

Echo interval (seconds):

[ pefaults | [ cancel ]l 0K Il

Normally you should use the Login Information window to set up your PAP or Login Script
details for connection to an Internet Service Provider. For ease of use, that window allows you to
define either PAP or a script, but not both. If you have used the Login Info window to set up PAP
details then they are shown here also.

However, in some situations it may be necessary to use both a script and PAP, for example, if
you need to use an X.25 PAD to reach the Service Provider, but the Service Provider then
requires PAP for login. In such cases, you should define the script entries in the Login Info
window, and enter your User Name and Password in the above Authentication screen.

The retry and time-out settings can be adjusted to achieve successful connections under adverse
conditions. The echo interval can be set to send periodic PPP signaling packets to check the link.
This may be necessary for a dial-in port. Echo packets are normally initiated by the Internet
Service Provider on a dial-up Internet connection
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and Routing

About this Chapter

This Chapter provides some background on how TCP/IP packets are addressed and routed in the
Internet, and describes the way the Gateway makes its routing decisions. It goes on to explain
how to configure and monitor the routing information used by the Gateway.

TCP/IP Addressing

Each computer connected to a TCP/IP network has a unique address. The convention is to show
the address as four numbers separated with a full stop, for example *“192.168.1.100”. This
address is know as an IP address. Each number in the sequence must be between 0 and 255.

The address represents a 32 bit binary number split into four 8 bit octets.
It consists of two parts: the network number (n) and the host number (h). The network number is
defined by the first part of the address, 192.168.1 in this example. The host number is the
second part.

The first number in the sequence defines the class of the network number, which determines how
the address is divided into its two parts:

First number Network class Network portion
range

0 not allowed

1-126 Class A n.h.h.h

127 not allowed

128-191 Class B n.n.h.h

192-223 Class C n.n.n.h

224-255 not allowed

The network number identifies the physical network that the host is connected to. Since the
Gateway is connected to several networks, each port must have an IP address with a unique
network number.

A Port may have a Static or Dynamic IP address. A static address is pre-defined and set before
the computer is connected to the network. A dynamic address is acquired during the connection
process with the help of a special addressing protocol, and may be different each time it
connects.
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Network mask

The network mask tells a router how to divide an IP address into its two parts: the network
number and the host number. The network mask for any network can be deduced from the Class
of the addresses assigned on the network:

Network class Network mask
A 255.0.0.0

B 255.255.0.0

C 255.255.255.0

The network mask is a 32 bit binary number with a ONE at each bit in the Network part of the
addressand a ZERO at each Node address bit.

TCP/IP Ports

Since TCP/IP is a multi-session protocol, a computer running TCP/IP might have several
connections (sessions) opened at once. In order to distinguish between these sessions, each session
is assigned a TCP/IP port number when it opens.

In order to use a TCP/IP service a computer needs to know both the IP address of the host
providing the service and the port number the service is located on. Most TCP/IP services use a
pre-defined port number referred to as awell known port. For example, FTP uses port 21, Telnet
uses port 23, SMTP uses 25, and so on.

Subnetting

We’ve explained than an IP address consists of two parts, the host number and the network
number. This notion has been extended by the concept of subnets, which are introduced in order
to allow organizations to further subdivide their IP networks without computers outside their
network (e.g. on the Internet) being aware of it.

Subnetting simply splits a single large address range up into a number of smaller ranges. For
example, a Class C network address defines a single network with up to 256 host addresses. By
subnetting, this can be structured as, for example, 8 subnets, each with 32 host addresses.

Subnetting divides the host number field into two subfields: a subnet number and a true host
number on that subnet. The interconnected LANSs within an organization will be given the same
network number but a different subnet number. This division will not be visible to routers outside
that network.

The division between the subnet part or the host address and the actual host part is specified in
local router configurations using a subnet mask.
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Subnet mask

A subnet mask, taken together with the Network mask, divides an IP address into three parts:

= the network number, defined by binary ONEs in both masks

= the subnet number, defined by binary ONEs in the subnet mask and binary ZEROs
in the Network mask

= the host number defined by binary ZER Os in both masks.

In the example above, a Class C network was divided up into 8 subnets, each with 32 host
addresses. The Network and Subnet masks for this case would be:

Network mask: 255.255.255.0
Subnet mask: 255.255.255.224

A simple rule for calculating the subnet mask for a Class C network is to make the last number in
the mask 256 minus the number of addresses per subnet, in this case 256 - 32 = 224.

On simple networks with no subnetting the subnet mask is the same as the network mask. On
subnetted networks, local hosts and routers use the extra subnet masked bits to make local
routing decisions about which cable a host is on. The public Internet is unaware of these subnet
divisions, and simply routes packets to the "boundary" router or routers for the network, based
on its Network address only.

The Gateway defaults the subnet mask to be the same as the Network mask, based on the
address class of a port. If it is necessary to subnet your internal network, you should select
Advanced User Mode, and modify the subnet masks for the affected Gateway Ports in the Edit
Port Settings Window. The slider control allows you to position the subnet mask divider at any
position in the 32 bit address field. As you adjust it, the window shows the numbers of bits
assigned to the Network, Subnet and Host parts of the address.
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TCP/IP Routing

Computers communicate over a network using a network protocol. The Gateway works only with
the IP network protocol. This is the network protocol used on the Internet network, and supports
a range of session layer protocols, including TCP and UDP. These, in turn, support the
application layer protocols such as HTTP for World Wide Web services, SMTP and POP3 for
electronic mail, FTP for file transfer and so on.

Data is transmitted over a network in a series of network packets. A packet contains the IP
address of the computer that sent the packet (source address) and the address of the computer
that is to receive the packet (destination address).

The need often arises to connect several computer networks. The Internet is itself a series of
joined networks. A router connecting an office LAN to the Internet will have at least two
networks: the local network, such as Ethernet, and the Internet network. The purpose of the
router (also known as a gateway) is to transfer packets between these networks.

Two computers on the same IP network communicate with each other directly, and do not
involve a router. When they need to communicate with a computer on a different network, they
must pass the packets to an appropriate router or gateway.

Computers and routers maintain routing tables to help choose the next router for some
destination subnets or groups of subnets. To avoid having to remember the appropriate gateway
for every possible network number, most computers and routers have a default gateway. This is
the address of a router to which all packets destined for unknown networks are sent.

Suppose we have a network like this:

An Internet Host
17.254.3.61

Internet Service
Provider I:]
i

)
Service Provider Router:193.119.100.9 —=—<———"Port 1: 193.119.100.129

VICOM
— Internet Gateway
=

=
Port 2: 192.100.0.3

4.\
m o
L Computer B
— 192.100.0.2

Computer A
192.100.0.1
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Computers A and B are on a class C network with no subnetting, and a network (and subnet)
number of 192.100.0. They have host numbers of 1 and 2. They are accessing the Internet through
an Internet provider with an address of 193.119.100.9 (class C network, subnet number
193.119.100, host number 9). We also assume that computers A and B have their default
gateway setto 192.100.0.3.

Computer A talks to computer B directly since they are on the same subnet (192.100.0). Computer
A cannot talk directly to the service provider’s host, because they are on a different subnets. In
this case it will send the packet to the Gateway, which receives it on port 1. The Gateway will
see that the packet’s destination subnet number is the same as for port 2 (193.119.100) and will
forward the packet to that port.

Responses from the service provider’s host are received on port 2. If they are addressed to
computer A or B, the router will notice that the packet’s destination subnet number is the same
as for port 1 (192.100.0) and forward the packet to that port.

Default port

Most destination addresses on the Internet will not have the same subnet number as any Port on
the local router, so a router has to be able to forward packets to other routers if it cannot deliver
them itself. The Default Gateway mentioned above provides this function if the router is
permanently connected to networks with fixed addresses.

An example of this is illustrated in Figure 1 on the previous page. When computer A wants to
talk to Internet host at 17.254.3.61 it finds that the destination has a different network number,
and is therefore on a different network, and sends the packet to the Gateway. The Gateway
looks for a port with the same network number (17) and fails to find one, so it should send the
packet to its Default Gateway, 193.119.100.9.

However, in the case of the VICOM Internet Gateway, it may be disconnected from the Internet
when it receives a packet for delivery, and it may not know the router address it will connect to
when it dials up the Internet Service.

To solve this, the VICOM Internet Gateway automatically makes the first Internet port the
default port. All packets with unknown destination network numbers are forwarded to this
port. Returning to the example above, network 17 is an unknown network as none of the ports
have this network number. The packet for host 17.254.3.61 will therefore be sent through port 2
as it is the default port.
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About routing tables

Arouting table tells a router which path to use to reach a network not attached to it directly.
These tables may be necessary when more than one router is used, and a router is connected to
more than one network. In this case a default port or default gateway may not provide an
effective or efficient solution. Here is an example:

Head
Office =i
202.1.1.110
Network:
202.1.1.0
202.1.1.1
Head Office
Gatewa
— y
Network: 213.1.1.1 214.1.1.1 Network:
213.1.1.0 214.1.1.0
213.1.1.2 214.1.1.2
Branch Branch
Office 1 Office 2
Gateway Gateway
205.1.1.1 206.1.1.1
Network: Network:
205.1.1.0 206.1.1.0
205.1.1.20 206.1.1.50
Branch - Branch -
Office —— Office ——
— - — )2
Example 1

This example uses the standard notation of showing the host number as 0 to denote the entire
network. For example, “202.1.1.0” represents the class C network with network/subnet number
*202.1.17, while *202.1.1.222” would be a host on that network.

In order for a host on the 202.1.1.0 network to reach a host on the 205.1.1.0 network, the packet
must be routed through the head office Gateway and through the branch office 1 Gateway. The
202.1.1.0 host would have its default gateway set to the head office Gateway, so it would send
the packet to it. The head office Gateway does not have the 205.1.1.0 subnet attached to it, so
it needs to know that 205.1.1.0 network is reached via the branch office 1 Gateway on its
213.1.1.0 network. This could be achieved using default routing, but since we have a similar
problem for the 206.1.1.0 network, we need to tell the head office Gateway which specific route
to use for each network.
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In this example each of the Gateways could have a routing table with two entries:

Gateway Destination Route
Network

Head Office 205.1.1.0 213.1.1.0
Head Office 206.1.1.0 214.1.1.0
Branch Office 1 202.1.1.0 213.1.1.0
Branch Office 1 206.1.1.0 213.1.1.0
Branch Office 2 202.1.1.0 214.1.1.0
Branch Office 2 205.1.1.0 214.1.1.0

In practice, since both branch office Gateways use only one route, it is possible to mark the
213.1.1.0 and 214.1.1.0 as default ports and the Gateways would then not need a routing table.
However, since the head office gateway has two different routes, it must have a routing table.
Such a table can be created automatically or manually in the Gateway. The next parts of this
Chapter describe these options.

The Gateway Routing Process

The Gateway routes all packets by carrying out the following steps in order. The Gateway
executes the next step only if a route has not already been found.

The Gateway compares the network number of the packet with the network number
of each of its ports. The ports are searched in order from top to bottom as they
appear in the port list in the “Gateway Status” window. If a port with the same
network number is found the packet is forwarded through that port.

The Gateway searches the routing table for the network the packet is destined for.
If the network is found the packet is forwarded to the gateway specified in the
routing table. There can be multiple routing table entries for a network and the
process by which a route is selected is described in the following Chapter.

If a default port has been set the Gateway forwards the packet through that port.

If a default gateway has been set the Gateway forwards the packet to that
Gateway.
If all of the above steps fail the packet is discarded.
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Managing Gateway Routing Information

Routing tables in the VICOM Internet Gateway are only required if the Gateway is running in a
network in which it is connected to at least one other IP router. They can be built in two ways.

The simplest way to build routing tables is to set the Gateway to use RIP (Routing Information
Protocol) to build and maintain them automatically. This is a standard protocol supported by
most routers and used to exchange information about the networks they are connected to.

Manual routing entries can also be set up. If there are manual entries, the Gateway will used
these as well as, or instead of, any entries discovered by the RIP process. This may be necessary
in a network where other routers do not use RIP.

While the Gateway is running, the current routing tables can be viewed by selecting "Routing
Tables..." in the Gateway pull-down menu. The routes in use are listed, showing the next router
address for each network or subnet in the table, and the Hop Count which is known for that
destination network. If the Hop Count is shown as 16 or more, the route has been marked as
unusable as a result of RIP communications.

=—— lliew Routing Table

T
=

]
&

Netwark Wiz Gateway
202120 202.1.1.221 1 ﬁ
195.1.1.0 202.1.1.221 1

=]l

Routing Information Protocol (RIP)

The RIP protocol enables routing tables to be built and maintained automatically using
information received from other routing devices. The Gateway can receive and use RIP
information, and transmit it to other routers. RIP is needed only if you are operating a Gateway
in a multi-router inter-network.

To enable RIP, choose "Gateway Preferences" in the Edit pull-down menu, and select '‘Routing’
in the pop-up menu in the window. This starts the RIP transmit and receive processes whenever
the Gateway is running.

Gateway Preferences

Default Gateway : |202.1.1.222

EUSE RIF protocal
[Juse DHER Pratacal

If 'Use RIP protocol' check box is checked, and there are other RIP compliant devices on the
network, the Gateway will build a routing table automatically.

70



Chapter 8.
Addressing and Routing

Manual Routing Entries

Routing entries can be configured by choosing “Routing Tables...” in the “Gateway” pull-down
menu when the Gateway is Stopped. The following window will appear:

Routing Tables
MNetwork Wia Gateway Hops  Cozt Dialup Fallback
206.1.1.0 212112 1 S fes Mo g
205.1.1.0 212112 1 =] es Mo
K%

Metwork:|209.1.1.0 Hap cOunt;IZ’ [+ piat-Up
ia Gateway:|213.1.1.2 Cost : D Fallback
[ Duplicate Route ] [De]ete Route ]

Cancel i l 0K il

Network: the address of the network that is reached via this route. The host number of
the address should always be 0.

Via Gateway: the address of the router or gateway to which packets destined for this
entry’s network will be forwarded.

Hop Count: the number of gateways the packet of data will travel through to get to the
destination network. This figure does not include the Gateway itself.

Cost: an arbitrary number between 0 and 65535 which represents the relative cost of
using this particular route.

Dial-Up: this checkbox should be set if any portion of the route to the destination
network is a dial-up link.

Fallback: this marks the route as a fallback route which will be used only if no other
route to the same network is available.
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Manual Routing Example

This example shows how the Gateway selects a route to the network 201.1.1.0 using the
following manually configured routing table:

Routing Tables

Metwark Wia Gateway Hops Cost Dialup Fallback
201110 20211011 1 1 Mo No ﬁ
201110 20211112 1 10 Mo No
201110 202.1.1.50 1 1 es Mo
201110 202.1.1.60 1 10 Yes Mo
201110 202.1.1.70 1 1 Mo o=
201110 202.1.1.80 1 10 Yes es

K%
“ia Gateway :|202.1.1.80 Cost : IZ Fallback
[ Duplicate Route ] [De]ete Route ]

Eanceli l 0K il

Since this Gateway does not have a port with network number 201.1.1 it will search the routing
table as described below. The first routing option in the list that succeeds is used and the rest
are not executed. The routes in each category are scanned in increasing order of cost.

= Try the direct connection routes (entries 1 and 2).
= Try the dial-up routes (entries 3 and 4).

= Try the direct connection fallback routes (entry 5).
= Try the dial-up fallback routes (entry 6).

If all of the above fails, the Gateway forwards the packet through the default port. If no
default port is available, the Gateway forwards the packet to the default gateway. If neither
the default port nor the default gateway is available, the packet is discarded.

72



Inbound Mapping and
9 Firewall Protection

The Gateway as a Firewall

A firewall is a router which blocks all or some IP traffic from reaching an IP network. This is
particularly important when connecting to the Internet as without this security anybody on the
Internet could make use of resources on the local network.

The VICOM Internet Gateway acts automatically as an Internet firewall. This means that
computerson a network connected to the Gateway are able to access all other computers on
networks attached to the Gateway and vice-versa. However, computers on the Internet cannot
access hosts on your local network through an Internet Proxy Port unless the Gateway is
configured specifically to permit it. The Inbound Mapping facilities described in this Chapter
can be used to permit incoming access through the Firewall

Note that applications running on the Gateway machine itself are always accessible through a
connected Internet Proxy Port. They do not have to be Inbound Mapped, and are not on the
protected side of the Firewall.
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Inbound Mapping

The Inbound Mapping facility is used to permit internal hosts to be accessed through the
Firewall at specific TCP or UDP port numbers. Use this to make internal TCP/IP servers
accessible to clients connected to the Internet, and to permit UDP-based applications to operate
through the Firewall.

Inbound Mapping is set up using the "Inbound Mapping..." item in the Gateway pull-down menu,
and is only available in Advanced User Mode.

Edit Inbound Mapping

Host IP Address Ports to map
1921621 .25 25-25
19216581 .26 a0 - 80

IP Address...: [192.168.1 .26

[ Cuplicate Host ] [ Delete Host ] [ Mew Host ]

l:anceli l 0K il

To enable inbound traffic to reach a specific local host, create an entry by clicking "New Host",
and enter the local IP address of the machine to be reached. Then enter the Port number range
supported by this host. Typically this may be a Mail or FTP or Web server, and you will enter
the well-known Port number for the service. The pop-up menu provides a convenient way to
enter the common port numbers.

In the example shown, host IP address 192.168.1.25 has been assigned as an SMTP Mail Server,
and 192.168.1.26 is a Web Server. These will now be accessible from the Internet, using the IP
address of the Gateway's Internet Proxy Port.

NOTE: Each TCP or UDP port number can only be mapped to a single host address on your

internal network. For this reason, where possible, choose the TCP option rather than UDP for
client-side services.

Use the Duplicate Host button to add more services for an existing Host, and Delete Host to
remove unwanted entries.
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TCP/IP applications on the Gateway machine

It is possible to run a MacTCP or Open Transport applications, such as Netscape or a mail
server, on the Gateway machine . However, since the Gateway is handling all IP packets, data
sentor received by the application must pass through the Gateway. To do this, the Gateway
creates a special port called a Mirror port. MacTCP or Open Transport communicates with the
Gateway through this port.

During installation the Gateway places a MacTCP/Open Transport driver file called “-
Gateway” in your Extensions folder. When set to use this driver, MacTCP or Open Transport
will send and receive all data through the Gateway’s Mirror port.

Because MacTCP/Open Transport must always have an IP address, the Gateway sets the port to
“mirror” another Gateway port. The Gateway Macintosh then assumes the IP address of that
port.

The Gateway will automatically pick the first suitable port to mirror, and marks it with a red
dot in the Gateway Status window. However, you can choose an alternative port by
highlighting it and choosing "Mirror This Port” from the Gateway menu. Note that you will
have to quit and restart any currently running MacTCP/Open Transport applications after doing
this.
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Setting up MacTCP to work with the Gateway

The Auto Setup process automatically sets MacTCP to use the Gateway. However, you can also
do it manually as follows:

= Open MacTCP Control Panel
« Click on the “VICOM Gateway” icon. The icon will be highlighted.

- |fthe “VICOM Gateway” icon is not present, ensure that the "Gateway" extension
is present in the Extensions Folder in your System Folder and restart the Macintosh.

e Click on “More...”. A new window will open.
= Select “Server” in the “Obtain Address” box.
« Leave the “Gateway Address” box empty.

= Enter the address of a DNS server (usually supplied by your provider) in the
“Domain Name Server Information™ box.

« Close the window by clicking on “OK”.
= Close the MacTCP Control Panel. Reboot the machine if MacTCP tells you to.

Setting up Open Transport to work with the Gateway

Create an Open Transport mirror port by selecting 'VICOM TCP/IP' in the 'Connect Via' pop-up
menu in your TCP/IP control panel. You should also select "Configure: Using PPP Server", and
enter a Domain Name Server address in the "Name server addr" box.

[I=———= TCP/IP (Gateway)

Connect via: [ YICOM TCR/ P R |

Configure : Using PPP Server hd |

— Setup

IF &ddress: < will be supplied by server »
Subnet mask: < will be supplied by server

Router address: < will be supplied by serwver

Search dornains :

Marne zerver addr.: (194 198578

s

Restart your machine and launch the Gateway. An 'OTI Mirror' port should appear in the
Gateway Status Window, as shown below.

aTl Mirror Dy narnic
"
FFF Dynarnic =
€9 Standard Ethernet 192.168.1.100 =
s )
&9 Macintosh IP 192.168.2.100 T
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Using TCP/IP client applications on the Gateway machine

Aclient MacTCP or Open Transport application is any application that uses MacTCP or Open
Transport to connect to a server on your local network or across the Internet. For example, a Web
browser is a client application that connects to a Web server on a TCP/IP network. Client
applications initiate connections to listening Server applications.

Client applications are used in exactly the same way as on any other client machine. The
application will be able to access any TCP/IP network connected to the Gateway.

Since the Gateway has to handle traffic for all machines on the network, the client
application may work slower that it would on a stand-alone machine. However, in most cases
the slowdown will not be noticeable. A useful guide to see if the machine is overloaded is the
“CPU Load” indicator in the “Gateway Status” window. If that indicator is consistently over
20% of CPU load, the machine is probably overloaded.

Using TCP/IP server applications on the Gateway machine

A server MacTCP or Open Transport application is any application that makes its services
available to other computers connected to the IP network. A prime example is a Web or Mail
server. Server applications listen for connections, initiated by Client applications

Server applications running on the Gateway machine are reachable on the network at the IP
address of the Mirror port. Here is an example:

Internet Port
194.196.57.120

m VICOM Web Server
Internet Gateway at

== Mirror Port Address
Port 1 Port 2 194.196.57.120
202.1.2.222 202.1.1.222
Ethernet Ethernet
— Network: Network:
’ - 202.1.2.0 202.1.1.0
Computer on the
Internet IE IE
— —
@ ey %
Computer 1 Computer 2
202.1.2.120 202.1.1.120

The Gateway machine is running a Web server. The Gateway’s Internet port at 194.196.57.120 is
set as a Mirror port, so the Web server is accessible from all the computers on all the networks
(including the Internet) at address 194.196.57.120.

Please note that this setup poses a potential security risk, as any computer on the Internet will
be able to access the Web server running on the Gateway machine. However, server
applications running on other Gateway client machines will not be accessible.
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Multihoming

MacTCP or Open Transport uses the address of the port it is mirroring. TCP/IP applications on
the Gateway machine are always accessible at the IP address of the mirrored port.

For some intranets it may be a requirement that server applications on the Gateway machine
should be accessible at all the IP addresses of the Gateway's Ports. The Multihoming option
provides this facility.

To enable Multihoming, open the Preferences window by selecting "Preferences” in the Edit
pull-down menu. Select "MacTCP Port" in the pop-up menu, and check "Enable Multihoming".
Close the Preferences window.
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About this Chapter

The VICOM Internet Gateway incorporates a DHCP server to simplify the setup and
maintenance of its attached TCP/IP networks.

This Chapter covers the benefits of DHCP, and explains how to set your network up to use it.
For users needing more detail, it also explains how the DHCP server operates.

What is a DHCP Server?

DHCP stands for Dynamic Host Configuration Protocol. Using DHCP, client computers do not
require individual, manual configuration. Instead, they obtain their IP addresses from the
Gateway each time they start up. This reduces the work required to set client machines up, and
reduces the likelihood of user errors.

The Gateway's built-in DHCP server provides this configuration service for Open Transport,
Windows and Unix clients. It also allows the older BOOTP protocol to be used by, for example,
MacTCP clients.
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Configuring DHCP

The DHCP server is installed as part of the Gateway software. To activate it you need to set up
the DHCP server itself, and set the client machines to use it. These steps were covered in the
first part of this user guide as part of the Auto-Setup sequence. Manual DHCP configuration is
covered below.

Setting up the DHCP server

1. Select the Edit/Preferences... menu item in the Gateway application.

2. Select Routing in the pop-up menu, and check the "Enable DHCP" box.

3. Select Name Servers in the pop-up menu, and enter the Domain Name Server name and
address you wish to be sent to the Clients. This should normally be the Domain Name Server
name and address of your Internet Service Provider.

4. The DHCP server is now ready to accept requests from Client machines for IP addresses.
Setting up the DHCP clients

Chapter 3 provides full details on setting up the clients to use the DHCP server.

A note about MaclP clients

Clients connected to a MaclP port can also obtain their IP addresses from the Gateway acting as

an address server. However, this is done within the MaclP protocol (also known as "KIP"), and
so these MaclP address assignments are not governed by the DHCP methods and settings.
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Customizing the DHCP Server

When it starts, the DHCP server operates in its default mode. You can change its settings using
the "DHCP Settings" item in the "Gateway" menu to adjust the maximum number of addresses
the Server will assign, the ranges of addresses it can distribute, and the lease time for DHCP
assignments.

DHCP Setup

E DHCF Enabled Lease time : minutes
E Automatic ranges  Maximum clients

Metwiork range Subnet mazk
202.1.1.10 - 202.1.1.20 255.255.255.0 |17
192.168.1.1 - 192.168.1.99 255.255.255.0

L
Network range:[202.1.1.10 | to[z02.1.1.20 |
Subnet mazk:| 255,255 255.0

Delete range

Cancel i 0K I

The server can assign up to 100 simultaneous client addresses in its default configuration. This
limit can be adjusted up to a maximum of 1024 in the DHCP Settings dialog.

If you increase the number of DHCP addresses to be supported, we recommend that you increase
the memory allocation for the Gateway application by 100K Bytes. To do this, quit the
Gateway and highlight its icon in the VICOM Internet Gateway folder. Select "Get Info" in
the Finder's File menu. Edit the "Preferred size" to increase it by 100.

DHCP clients are issued with addresses on a limited lease, and they can renew at any time
during this period. BOOTP clients are assigned addresses indefinitely. The default DHCP
lease time of 60 minutes can be modified in the DHCP Settings dialog

When a client needs to start up TCP/IP operations, it broadcasts a request for address
information. The DHCP Server assigns a new address and sends it to the client together with
the address of its gateway port, the subnet mask for the gateway port, and the domain name
server address configured in the Server. This information is acknowledged by the client, and
used to set up its configuration.

The DHCP server calculates a default dynamic address range for each configured Gateway
port. The default behavior is as follows:

The server assigns addresses in each Port's subnet range starting at host address 1. It assigns
increasing host numbers up to a maximum of one less than its own port address. So, by selecting a
suitable port address, the subnet address range can be split into static and dynamic ranges
automatically.
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For most network systems it will be unnecessary to modify the defaults. However, the dynamic
address ranges can also be edited and augmented by the user. In Advanced user mode, the
Gateway menu item "DHCP Setup..." opens a list of the current address ranges.

The "New Range" and "Delete Range" buttons can be used to change them. Served address
ranges need not be constrained to the directly connected networks if suitable BOOTP relay
agents exist in the routing system

DHCP Clients File

An empty text file called "DHCP Clients" is put in the Gateway's home folder by the Installer.
You can use TeachText or other text editors to edit this file to define fixed address assignments
for specific machines. This is useful in the case of Servers which must have the same address at
all times. You can also use it to assign a user or machine name to each client, making it easier to
monitor which clients are active, and to trouble-shoot client problems.

The file format is:
<Media Access Control ("MAC") Address> <TAB> <IP Address> <TAB> <Name>

For example:

08:00:54:b0:fd:36 0.0.0.0 My_dynamic_Mac
08:12:07:be:5f:72 192.168.1.120 Web_Server_fixed
03:11:0c:3e:ea:9c 192.168.1.121 Fixed_admin_PC

The MAC Address is the physical address of the Ethernet or Token Ring adapter in the client
machine. (It has no direct relationship to "Macintosh"). An Ethernet address is represented as
XXXXXXXXXX:XX, Where each "x" is a hexadecimal character. For example you can find the
MAC address of a Macintosh computer running Open Transport on Ethernet by opening the
AppleTalk or TCP/IP Control Panel and selecting "Get Info" in the File menu. In MacTCP, hold
down the Option Key while clicking the Ethernet icon to display the MAC address.

If the IP address is entered as "0.0.0.0" then the DHCP Server will assign an address
automatically. If any other valid address is entered then this will be reserved for that client,
and always assigned to it on demand.

The Name field can be up to 16 characters, with no spaces or tabs.
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View DHCP Clients

During Gateway operation, the DHCP Server's current list of assigned addresses and active

clients can be displayed by selecting "View DHCP Clients" in the File menu.

= DHCP Clients
Hardware Address IP Address Marne Lease tirme
02:00:54 B0 FD 36 202.1.2.1 Py _dynarnic_Mac 002328 ﬁ
08:12:07 BE:5F 72 192.168.1.120 ‘web_Server_fixed 004206
Q0:00:C5:43 4B EF 192168112 Fixed_adrnin_PC EootP
W%
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About this Chapter

Host Access Rights determine which local hosts (computers) can use individual Ports, and
which remote hosts can be accessed through specific Ports or via the Gateway.

Two sets of Host Access Rights are provided.

= Global Host Access Rights control access to named hosts and domains. They apply
to all traffic passing through the Gateway, and provide a powerful and flexible
way to limit the Internet sites which are reachable through the Gateway.

« Local Host Access Rights can be specified for each Port.
They define which Clients can use the Port, which Clients can instigate an Internet
connection, and which host IP addresses can be reached through the port. The latter
function can be used for limiting access from certain subnets to specific local Servers.

These facilities are only available in Advanced and Administration User Modes.
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Global Host Access Rights

Global Host Access Rights are set using the "Host Access Rights" item in the "Gateway" pull-
down menu. A window appears:

=—————— Host Access Rights

—E Host docess Rights Active
| A1l unspecified hosts will be : [_Prohibited ¥ | |
T Host Names | Wild Cards
Marne Status Marne Status Priority
ftp badsite edu [ wwew # ]| High
wowrw apple.com 5 | *.edu E | E
* com .
=
Lo
Current Selection : *.edu
[Multi-Add | [ 1mport ][ Esport |
Key : [ = Permitted = Prohibited [E] = Inactive =
Mote : Host namne entries take priority over the wild cards [ Add ] [ Remouve i [ Edit ]

W [ Show Help ] [ Check Host ] [I]iscard Changes ]l Save Changes il

The Global Host Access Rights can be enabled and disabled by clicking the "Host Access Rights
Active" checkbox. When they are disabled the Gateway permits all access attempts.

Two lists of host and domain name rules can be edited. On the left is a list for specific Host
Names to be Permitted or Prohibited. On the right you can enter host or domain names
containing one or more asterisk (*) characters to denote "Wild Cards". A Wind Card entry
allows you to specify a range of host names that have any sequence of characters in place of the
asterisk.

A default rule is defined using the pop-up menu above the lists, to be applied to all unspecified
addresses.

Each entry can be set to "Permitted", "Prohibited" or "Inactive" by clicking its check box
control. This combination of facilities can be used to build powerful and complex filters.

In normal operation, the Gateway tests all new host name access attempts against the defined
rulesin sequence, and obeys the first one it finds that applies. The specific Host Name list is
scanned first. If there is no match in this list, the Wild Card entries are checked in sequence
from the top of the list. If no rule is found that explicitly Permits or Prohibits an access attempt
then the default rule applies.

In the example screen shown, Gateway users are only permitted to reach the following hosts:

= no "www" server except www.apple.com
< any hostin a .edu domain except ftp.badsite.edu
e any hostina.com domain
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Single new entries are made by clicking the "Add" button. This opens a new entry, where you
can type a string. The "Enter" button changes to "Enter Text", click it or press the Enter or Return
key to put your new entry into the list. If you try to enter a wild card character in the specific
names list, or a specific name in the Wild Card list, you will be asked if the entry should be
added to the appropriate list instead.

If you have a large number of rules to enter, click the "Multi-Add" button. After you complete
each entry a new one is opened for your next string. The "Enter" button changes to "Finish
Entering". Click it to end the Multi-Add sequence.

The "Remove" button allows you to delete entries, and the Edit button will allow you to modify
a selected entry.

Assoon as you have modified the Global Host Access Rights the OK button changes to "Save
Changes" and the Cancel button changes to "Discard Changes"

The Wild Card list entries are scanned in sequence, so you must get them in the right order to
achieve the constraints you need. They can be selected and dragged individually or in groups to
change their order. Discontinuous selections will group together when dragged to a new location
in the list.

Use the mouse with the Shift key for continuous selections, and with the Command key to
toggle separate entries into or out of the selection. Any change you make to one check box in a
multiple selection will be applied to all entries in the selection.

To assist you in developing and testing filters, the Window has a "Check Host" button which
opens an edit box. Enter a host name and click "Check", and the system will test it against the
filters and tell you whether access to it would be permitted or prohibited by your current set of
filters.

Help screens with brief explanations of filter rules can be displayed at any time by clicking the
"Show Help" button.

Once you have a set of rules that achieves the restrictions you require, click the "Save
Changes" button to save them into the Preferences file. You can export your filters to a file using
the "Export" button, and import them using the "Import" button. In this way you can maintain
several alternative sets of filters, or exchange sets with other Gateway users.
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Local Host Access Rights

Local Host Access Rights are set using the "Host Access Rights" button in the "Edit Port
Settings" window for an individual Port. They determine which local hosts (computers) can use
this port, and which remote hosts can be accessed through this port. The Gateway imposes no
restrictions by default.

To set up host access rights, click on the “Host Access Rights” button. The following window
will be displayed:

Host Access Rights
D Drop if instigator idle for
IZ Limit Auto-Connect to: E Limit Local Access to E Limit Remote Access to
@) Clients listed @) Clients listed (D Clients listed
(2} Clients not Tisted (2 Clients not listed @) Clients not listed
192168110 || 19216811 ] 202.100.1.10 ]
192.168.1.2
192.168.1.3
] K K
[ New address | [ Delete address | IP address: |202.100.1.1q
Cancel i 0K I

Each of the list boxes is activated by setting the checkbox above it. The lists contain IP
addresses of corresponding computers. It is not possible to enter computer names instead of
addresses. By selecting one of the two radio buttons above the list, you can choose whether the
restriction applies to listed computers or computers not listed.

The “Limit Auto Connect” list contains the computers on local networks that can cause this port
to automatically connect. This is only valid for ports that need to establish a connection, such as
PPP or SLIP, and then only if the “Allow auto connection” option is set (in “Connect Info”).

The “Limit Local Access” list contains computers on local networks that can use this port.
Computers not listed here are not allowed to use this port. Alternatively, if you select the
“Clients not listed” radio buttons, only computers that are not inthe list will be able to use the
port (and access the Internet through it).

The “Limit Remote Access” list contains remote computers that can be accessed through this
port. No other computers can be accessed through this port. This list can also be used to specify
hosts that cannot be accessed, by selecting the “Hosts not listed” radio button. This can be used
to augment the Global Host Access Rights detailed above, by providing control over access to
known absolute numeric addresses.

When an automatic connect is triggered the Gateway retains the IP addresses of the computer
which started the connection. This computer is know as the instigator. If the “Drop if instigator
idle” checkbox is enabled, the menu setting specifies the time after which the Gateway will
disconnect the port after it has been automatically connected. This will happen once the
instigator has been idle for the specified period, even if other computers are still using the port.
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About this Chapter

TCP/IP networks are notoriously difficult to set up and operate. VICOM Technology seeks to
reduce the complexity of the process wherever possible. When the Gateway does not work as
you think it should, ask some basic questions:

= If it never worked, are you sure you followed the installation steps in this Guide?
< Was it working before? Check what you did that stopped it.

= Isyour Internet Service operating?

= |f these steps do not solve the problem, read this Chapter.

Help is also provided in the Support Area on our Web Site at www.vicomtech.com, where we
maintain tutorials, technical notes, answers to Frequently Asked Questions, and a Support
Request form.

If these resources do not resolve your problem, send us email at support.vicomtech.com, or call
one of our Support centers.

Modem Problems

For speeds of 9,600 bps and above it is essential to have a hardware flow control cable and for
“DTR & CTS” flow control to be enabled.

When using the Apple Modem tool, it is important to choose the right modem type. If your
modem does not appear in the list select “Hayes Compatible” instead. Specific initialization
strings may also be required for certain combinations of modems and Service Provider
equipment.

If a modem appears to be “hung” try resetting the port. If problems still occur, refer to the
manual that came with the modem, or contact VICOM Technical Support for assistance.

AppleTalk(MaclP) Problems

LocalTalk interferes with high-speed serial connections. It may be necessary to get a separate
serial card to drive a modem; see “Performance Considerations” below for more details.

Login Problems

If the modem connects but the Gateway cannot log in, check that the login sequence is correct.
Tracing a port can be very helpful.
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Tracing Ports

The Trace window is used to monitor the traffic through a port. This is particularly useful when
trying to solve login problems, as you can see the login sequence. If a login fails, the Trace
window will indicate the reason such as time-out, or waiting for prompt, etc.

Only use the Trace window for diagnostic purposes as it will slow the Gateway down
substantially during normal operation.

To open a trace window for a port, select the port and choose “Start Tracing Port” from the
“Gateway” menu. The Trace window can be set to open automatically during login if the “Auto
Trace” preference is set. The window will then automatically close if the connection is
successfully established. The Trace window looks like this:

Sl==———F——777—"——Tracte 1.1.1.1
Tirne Action
20&50 TCP In Packet Received srodddr 194 217 2425 desthAddr (152.152.39.172
20850 TCP In: srcPort 62640 destPort 25
80532 TCP Out Packet Sent sroAddr (15815239172 destAddr 194 217.242.5
20652 TCP Out: zrcPort 25 destPort 63640
20852 CTE Out TCP packet: sroAddr (152152 39172 destAddr (194 2172425
80977 FFF LCF received ECHO_REQ
20977 FPFP LCF sent ECHO_REPLY

| Record to file... [ Clear Trace ] [ Start Tracing ]|
LOGIN MOMITOR
| WARARSRCOMPRESSION : UL 42BIS iy WnCOMMECT 144885 \nf inch-158 . access . demon . net iy ynieynieynlogin: |

The title of the window shows the IP address of the port. The list displays packets going
through the port and any messages generated by the Gateway. The Login Monitor is shown for
the dial up port, and displays the data exchanged during the connection phase.

Problems with Internet or Local Hosts
If you can connect to the Internet Service but are not able to reach Internet servers, check that
you are using the correct Domain Name Server address in the DNS Address field in Preferences,
AND in the MacTCP or TCP/IP Control Panel for your Gateway Macintosh.

If your Client computers cannot communicate through the Gateway, check the Client setup.

You can use “Ping Host...” in the File menu to investigate these problems further.
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Pinging Hosts

The Gateway includes a useful diagnostic tool called “PING”. This allows you to send an echo
request (ping) packet to an IP address and check to see if it responds.

With the Gateway running and connected to the Internet, use “Ping Host...” in the File menu to
open the Ping window.

O————— Ping

Address to ping: [194.196.57.8 | ([ start ]

D Send continously

Packet 1 : Received after 0.350 seconds

Packet 2: Received after 0.317 seconds

Packet 3: Received after 0.382 seconds

Packet 4: Received after 0.317 seconds

Packet 5: Received after 1.182 seconds

Packets sent: 5

Packets lazt: 0O Packets received: 5

To Ping a computer you need to know its IP address. The Gateway defaults to the address of a
VICOM Server you can use to verify that you can access Internet services. Click “Start”. As each
ping is sent, the Gateway will display “Sent, waiting for reply”. If the Gateway can reach
VICOM the message will change to “Received after x.xxx seconds”. If not, the message will
change to “Timed Out” after about 15 seconds.

If this works, use Ping to check that the Gateway can reach a Domain Name Server. Enter the
IP address of the Domain Name Server for your Service Provider in the “Address to ping” field
and click “Start”. You can also use Ping to check that Client computers can be reached. Note
that a Macintosh Client will usually only echo a Ping if a TCP/IP application such as a Web
Browser has been launched on it.

Open Link Ports

Certain Open Link port drivers need their own configuration and setup. If an Open Link port
fails to connect for no apparent reason, try initializing the driver with the application
supplied with the driver.
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Performance Considerations

Serial ports on some earlier Macintosh models do not work well with speeds above 9,600 bps.
The processor on these models is not fast enough to handle the amount of incoming traffic, so
some data is lost.

An additional problem arises when LocalTalk is used. Since LocalTalk is driven by the same
chip as the serial port, it interferes with reception of incoming data. This is caused by any
LocalTalk activity, such as File Sharing, Printing or using E-mail. Serial speeds above 9,600
bps cannot be used on low performance systems if the Gateway is configured for LocalTalk.
Please note that more recent Macintosh models do not usually suffer from these limitations.

Serial port speed limitations can be solved by using a separate serial card such as a “Hurdler”
from Creative Solutions Inc. or “Smart Serial”’, for PCI machines, from Keyspan Inc.

Any other processor-intensive or network-intensive task, such as file sharing or a mail server,
will slow down the Gateway. In extreme cases this may cause the client machines to time out
and lose connections. The Gateway displays a “CPU Load Indicator” in its status window,
which shows how much load the Gateway is putting on the CPU.

Please note: System software 7.5.3 improves serial port performance on all PowerPC and
Quadra AV machines. If you are experiencing problems of this nature please upgrade your
System software to this version .
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About this Appendix

Client computers must be set up so that they can use the Gateway when they need to connect to
the Internet.

All client machines need to have three items of information to be able to use the Internet. These
are:

1. A unique IP address for the client machine.
2. An IP address of a Domain Name Server (usually your Internet Provider's DNS).
3. The IP address of a default router or gateway.

The above information can either be set up automatically, using the DHCP Server, or manually
for each Client.

Chapter 3 described how to do this assuming you are using the DHCP Server function. This is
the recommended method wherever possible, as it removes the need to set each machine up
manually with all the correct host and router address information, it ensures that Client
addresses are unique, and it recovers them automatically when machines are removed from the
network.

However, for various reasons you may prefer to configure your network manually. If so, this
Appendix provides guidelines for Macintosh, Windows and Unix system configuration. Please
use this information in conjunction with the documentation provided with your client equiment
and its TCP/IP software.

92



Appendix A.
Manual Client Configuration

Setting up Macintosh MacTCP Clients

1. Open the MacTCP control panel.

2. Configure the network connection for Ethernet, LocalTalk or Token Ring according to
your cabling.
3. Click on the "More" button to display additional options:

........... Dbtﬁ]n AddrESS: |P AddrESS
@ Manually Class:_C_| Address: 195.1.2.170
) Server Subnet Mask: 255.255.255.0
© Dynamically (RRNNRNANRNNARANRRNRRANN] INRRENEN
Net | Subnet | Node
Bits: 24 0 8
Net: OLock
Subnet: ; Lock
~Raouting Infarmation:- ubne . Qtee
Gateway Address: Node: OlLock
@ ............... Domain Mame Server Information: -
Domain IP Address Default
[ [fszarsi00e | | @® [
| Il | O
[[ [1].4 ]] [ Cancel ] ]
VICOM Internet Gateway's IP address Internet Providers DNS IP Address

4  Select “Manually” in “Obtain Address”.

5 Select the Address Class in the pop-up menu, and adjust the subnet mask using the
slider if necessary.

6 Enter the IP address of the Gateway’s Ethernet, MaclP or Token Ring Port in
“Gateway Address” field.

7 Enter “.” in “Domain” and the IP address of the domain name server in “IP address”
field in the “Domain Name Server Information”. This address may be supplied by
your Internet Service Provider, or you may have a local DNS.

8 Click OK to return to the first MacTCP screen.

9 Enter the IP address selected for this Mac. The network number of the address must
be the same as the network number of the Gateway’s Ethernet or Token Ring port. In
the above example, both network numbers are 195.1.2.

10 Close the MacTCP control panel and restart the Macintosh.
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Setting up Macintosh Open Transport Clients

1 Open the “TCP/IP” Control Panel. Set “Connect via:” to Ethernet or TokenRing as
appropriate.

ES[I=——— TCP/IP (Ethernet manual)

Connect wia: Ethetnet had |

— Setup
Configure : IManually hd |
IF Address: [192.168.1.30 |
Subnet mask: [255.255.255.0 |

Router address: |192.168.1.100
Search domnains :
Marne zerver addr.: (194 198578
2

2  Select “Manually” from the “Configure” menu.

3 Enter your IP address. The address should be provided by your network
administrator. The network number of the address must be the same as the network
number of the Gateway’s Ethernet or Token Ring port.

3 The “Subnet mask:” field should be set to “255.0.0.0” for class A networks,
“255.255.0.0” for class B networks and to “255.255.255.0” for class C networks. Please
see Chapter 8, Routing, for further explanation of network classes.

4  Enter the IP address of the Gateway in the “Router address:” field.

5 Enter the IP address of your Domain Name Server in the “Name server addr.” field.
This address should be supplied by your Internet Service Provider.
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Setting up Macintosh MaclP Open Transport Clients

1

2

Open the “AppleTalk” Control Panel and select the appropriate AppleTalk
connection and zone .

= AppleTalk (Ethernet)

Connect Yia: LNRTEEE

Madern /Printer Part

— Setup

Current zone: [ Mizom Adriin -

[

Open the “TCP/IP” Control Panel:

SM=———— TCP/IP (MaclIP manual)
Connect wia: [ AppleTalk (MaclF) -]
— Setup
Configure : | Using MacIP Manually hd I
MaclP server zone: < current AppleTalk zone *
Select Zone...
IP dddress: [192.168.1.20 |
Router address: [192.168.1.100
Search domains :
Marne server addr.: 194 19657 8{
2

Set “Connect via” to “AppleTalk (MaclP)”. Select “Using MaclP Manually” from
“Configure”. Select the Gateway’s zone in “Select Zone...”.

Enter your IP address. The address should be provided by your network
administrator. The network number of the address must be same as the network
number of the Gateway’s MaclP port, i.e. 202.1.1.180 being the address of the
Gateway's AppleTalk port, to work with the above.

The “Subnet mask:” field should be set to “255.0.0.0” for class A networks,
“255.255.0.0” for class B networks and to “255.255.255.0” for class C networks. Please
see Chapter 8, Routing, for more details of network classes.

Enter the IP address of the Gateway in the “Router address:” field.

Enter the IP address of your Domain Name Server in the “Name server addr.” field.
This address should be supplied by your Internet Service Provider.
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Setting up Windows 95 Clients

1

6

Open the “Network” Control Panel. Double-click on “TCP/IP” in the network
component list. Click on “IP Address” tab:

TCP/IP Properties [ 7]

[ Bindings I Advanced ] DMS Configuration ]
| Gateway | WINS Configuration | IF Address

A IP addresz can be automatically assigned to thiz computer.
If wour network. does not automnatically assign IP addresses, ask
wour network, adrministrator for an address, and then type it in
the zpace below.

) Obtain an IP address automatically

® Specify an IP address:

Ok | | Cancel

Select “Specify an IP address:”.

Enter your IP address. The address should be provided by your network
administrator. The network number of the address must be same as the network
number of the Gateway’s Ethernet or Token Ring port.

The “Subnet mask:” field should be set to “255.0.0.0” for class A networks,
“255.255.0.0” for class B networks and to “255.255.255.0” for class C networks. Please
see Chapter 8 on Routing for further explanation of network classes.

Click on the “Gateway” tab:

TCP/IP Properties

[ Bindings I Adwanced l DMS Configuration ]
Gateway [ WINS Configuration | IP Address |

The first gateway in the Installed Gateway list will be the default
The address order in the list will be the order in which these
machines are used.

Mew gateway:

195. 1 . 1 .222| [ A

Inztalled g.

195.1.1.222

| Ok I | Cancel |

Enter the Gateway's IP address. Click "Add" to insert the entry as the first item in
the "Installed Gateways" list.
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7 Click on the “DNS” tab:

TCP/IP Properties

[ Gateway ] WM S Configuration I IP Address ]
[ Bindings ] Adwanced | DMS Configuration

' Disable DNS
—® Enable DNS

DMS Server Search Order

1931197006

Domain Suffix Search Order

| Ok I | Cancel |

8 Select “Enable DNS”. Add the Domain Name Server IP address to “DNS Server
Search Order” list. This address should be supplied by your Internet Service
Provider.

9 Restart the computer. The Gateway should now be accessible.
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Setting up other Windows Clients

TCP/IP setup procedures vary according to the software installed. The following is a typical
example, based on Netmanage NEWT:

1 Onaclient NEWT machine select the “IP Address” item from the “Hardware...”
window in the “Custom” application. Enter your assigned IP address and click
“OK”.

ofiw ][ | ]

Class C

2  Select the “Default Gateway” item from the “Services” menu of the “Custom”
application. Enter the Gateway's IP address.

efiss|fi |1 ][zz2]

Class C

3 Select the “Domain Servers...” item from the “Services” menu of the “Custom”
application. Enter the domain name server address as provided by your Internet
Service Provider.

= Domain Servers

o [55] [75] [in | [5]
i 1o 1 i
N o o

4 Restart the computer. The Gateway should now be accessible.
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Setting up Unix Clients

Because of the wide range of Unix versions and Command Line and Graphical user interface
shells in use, it is beyond the scope of this Guide to provide detailed information on
configuration of these systems. If you are installing a new Unix system, then refer to its
installation instructions to set the addresses up. Some general guidance is provided below for
adapting existing installations to use the Gateway.

Typically, an existing Unix machine will already have an IP address. The most likely change
you will have to make when you install the Gateway is to add a routing table entry to define
the Gateway as its default router.

The following command (or an equivalent) will show the existing routing table:
netstat —-nr

The first two columns in the routing table (Destination and Gateway) are the items that are the
most important. There should be an entry such as "0.0.0.0" in the Destination column, and it is
necessary to edit this entry to set the Internet Gateway's address in the Gateway field.

To add an item manually to the routing tables, your system will provide a command such as
"route”. The format of this command will be something like this:

route add 0.0.0.0 [Gateway Address] [hop count]

Enter the appropriate command, using the Vicom Internet Gateway's internal IP Address and
setting the hop count to 1.

Once you have tested it successfully you should add this command to the system's start-up file.
This file will probably be found in the "/Zetc" directory and the file name will start with "rc".
Insert the tested route command to the start-up file to execute it every time the UNIX machine
is started.
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Legal Matters

License

The purchase price of the software includes a personal non-exclusive license for the
person/company purchasing the license to use or install the program and associated files for
their own purposes, on ONE Macintosh computer at one time.

The license does NOT include the right to make any copies of the program and files for any
purpose other than backup or to have the program installed on more than one Macintosh at one
time. No copies of all or portions of manuals are to be made. Any copies of software or
installation on more than one hard disk or copies of manuals (or portions thereof) shall
constitute a breach of copyright and shall be dealt with to the fullest extent of the applicable
law.

The word “backup” means a copy for the licensee’s own personal security in the event of failure
of the disks provided by VICOM Technology Limited. The licensee undertakes not to transmit
any copy of his backup to any third party, whether for sale or otherwise. Any such
unauthorized transfer shall constitute a breach of license and copyright.

Should the licensee desire to transfer his license to use the software to a third party, he shall
firstly obtain the consent in writing of Vicom Technology Limited which consent shall not be
unreasonably withheld. Licensees requiring copies of VICOM software to run on multiple CPUs
should contact Vicom Technology to obtain details of quantity discounts and site licenses.

Warranty

Should the supplied disks fail, for reasons of defect in material within 12 months of purchase
and registration, Vicom Technology will replace such failed disk for the Registered Owner free
of charge.

Notwithstanding the above, Vicom Technology shall not replace, or be obliged to replace any
disk if it has failed as a result of misuse.

Disclaimer Fitness For Particular Purpose

Vicom Technology makes no representations or warranties of any kind whatsoever with respect
to the software, or the contents thereof, other than that herein set out, and specifically
disclaims warranty for fitness for any particular purpose. Vicom Technology shall not be liable
for errors contained in the software or herein or for incidental or consequential damages in
connection with the furnishing, performance or use of the software or the manuals.
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Changes to Software or Documentation

Vicom Technology reserves the right to revise the software and/or the User Guide and to make
changes in the content thereof, without the obligation to notify any person of such changes.

Trademarks Acknowledged

All trademarks, Service Marks and the like owned or used by third parties and mentioned in
this guide are hereby acknowledged.

Commercial Matters
Technical Support
Vicom Technology shall provide technical support via Email or by telephone, only to bona fide
licensees of VICOM software who have completed, signed and returned their Warranty
Registration forms.
Upgrades
From time to time Vicom Technology issues upgrades to the VICOM software. These upgrades

shall only be available at special discount prices to bona fide licensees of VICOM who have
completed, signed and returned their Warranty Registration forms.

Feedback

Vicom Technology have been creating communications products since 1985. Many people have
provided input which has contributed to the many improvements and enhancements.

Input from users, corporate support departments, VARs and dealers regarding future
improvements and enhancements, is actively encouraged and gratefully accepted.
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