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How to Use This Guide

This guide consists primarily of chapters that tell you how to administer individual Mac OS X
Server services:

Chapter 1, “‘Administering Your Server,” highlights the major characteristics of Mac OS X
Server’s services and takes you on a tour of its administration applications.

Chapter 2, “Directory Services,” describes the services that Mac OS X computers use to
find information about users, groups, and devices on your network. The Mac OS X
directory services architecture is referred to as Open Directory.

Chapter 3, “Users and Groups,” covers user and group accounts, describing how to
administer settings for server users and collections of users (groups), including Open
Directory Password Server and other password authentication options.

Chapter 4, “Sharing,” tells you how to share folders, hard disks, and CDs among network
users, as well as how to make them automatically visible after logging in to Mac OS X
computers.

Chapter 5, “File Services,” describes the file services included in Mac OS X Server: Apple
file service, Windows services, Network File System (NFS) service, and File Transfer
Protocol (FTP) service.

Chapter 6, “Client Management: Mac OS X,” addresses client management for Mac OS X
computer users. Client management lets you customize a user’s working environment
and restrict a user’s access to network resources.

Chapter 7, “Print Service,” tells you how to share printers among users on Macintosh,
Windows, and other computers.

Chapter 8, “Web Service,” describes how to set up and administer a Web server and host
multiple Web sites on your server.

Chapter 9, “Mail Service,” describes how to set up and administer a mail server on
your server.
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» Chapter 10, “Client Management: Mac OS 9 and OS 8,” addresses client management for
Mac OS 8 and 9 computer users, describing how to use Macintosh Manager to manage
their day-to-day working environments.

» Chapter 11, “DHCP Service,” describes Dynamic Host Configuration Protocol (DHCP)
service, which lets you dynamically allocate IP addresses to the computers used by
server users.

» Chapter 12, “NetBoot,” describes the application that lets Macintosh Mac OS 9 and X
computers boot from server-based system disk images.

» Chapter 13, “Network Install,” tells you how to use the centralized network software
installation service that automates installing, restoring, and upgrading Macintosh
computers on your network.

» Chapter 14, “DNS Service,” describes Dynamic Name Service (DNS), a distributed
database that maps IP addresses to domain names.

n Chapter 15, “Firewall Service,” addresses how to protect your server by scanning
incoming IP packets and rejecting or accepting them based on filters you create.

» Chapter 16, “SLP DA Service,” describes Service Location Protocol Directory Assistant (SLP
DA), which you can use to make devices on your network available to your users.

» Chapter 17, “Tools for Advanced Administrators,” describes server applications, tools, and
techniques intended for use by experienced server administrators.

» Appendix A, “Data Requirements of Mac OS X Directory Services,” provides information
you'll need when you must map directory services information needed by Mac OS X to
information your server will retrieve from another vendor’s server.

» Appendix B, “Integrating Mac OS X Directory Services With Active Directory,” provides
information about how Mac OS X Server can be set up to take advantage of Microsoft
Active Directory information.

» The Glossary defines terms you'll encounter as you read this guide.

Review the first chapter to acquaint yourself with the services and applications that Mac OS X
Server provides.

Then read any chapter that’s about a service you plan to provide to your users. Each service’s
chapter includes an overview of how the service works, what it can do for you, strategies for
using it, how to set it up for the first time, and how to administer it over time.

Also take a look at any chapter that describes a service with which you're unfamiliar. You may
find that some of the services you haven't used before can help you run your network more
efficiently and improve performance for your users.
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Most chapters end with a section called “Where to Find More Information.” This section
points you to Web sites and other reference material containing more information about
the service.

If you haven't installed and set up Mac OS X Server, do so now.

n Refer to Getting Started With Mac OS X Server, the document that came with your
software, for instructions on server installation and setup. For many environments, this
document provides all the information you need to get your server up, running, and
available for initial use.

» Review Chapter 1, “Administering Your Server,” in this guide to determine which services
you'd like to refine and expand, to identify new services you'd like to set up, and to learn
about the server applications you'll use during these activities.

» Read specific chapters to learn how to continue setting up individual services. Pay
particular attention to the information in these sections: “Setup Overview,” “Before You
Begin,” and “Setting Up for the First Time.”

If you want to change settings, monitor services, view service logs, or do any other day-to-day
administration task, you can find step-by-step procedures by using the onscreen help
available with server administration programs. While all the administration tasks are also
documented in this guide, sometimes it’s more convenient to retrieve information in
onscreen help form while using your server.

In addition to this document, you'll find information about Mac OS X Server

n in Getting Started With Mac OS X Server, which tells you how to install and set up your
server initially

n in Upgrading to Mac OS X Server; which provides instructions for migrating data to
Mac OS X Server from existing Macintosh computers

» at www.apple.com/server
= in onscreen help on your server

= in Read Me files on your server CD

How to Use This Guide 15






Administering Your Server

Mac OS X Server is a powerful server platform that delivers a complete range of services to
users on the Internet and local network:

= You can connect users to one another, using services such as mail and file sharing.

= You can share system resources, such as printers and computers—maximizing their
availability as users move about and making sure that disk space and printer usage remain
equitably shared.

= You can host Internet services, such as Web sites and streaming video.

= You can customize working environments—such as desktop resources and personal
files—of networked users.

This chapter is a tour of Mac OS X Server capabilities and administration. The chapter begins
by pointing out some of Mac OS X Server’s key features. Then it summarizes the services you
can set up to support the clients you want your server to host. Finally, it introduces the
applications you use to set up and administer your server.

Mac OS X Server has a wide range of features that characterize it as easy to use, yet robust
and high performing.

From the time you first unpack your server throughout its initial setup and deployment, its
ease of use is apparent.

Setup assistants quickly walk you through the process of making basic services initially
available. While your network users take advantage of the initial file sharing, mail, Web, and
other services, you can add on additional client support and manage day-to-day server
operations using graphical administrative applications. From one administrator computer,
you can set up and manage all the Mac OS X Servers on your network.

17
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You can choose from several user authentication options, ranging from Mac OS X Server’s
Open Directory Password Server to Kerberos or Lightweight Directory Access Protocol
(LDAP).

Password Server lets you implement password policies and supports a wide variety of client
protocols. The Password Server is based on a standard known as SASL (Simple
Authentication and Security Layer), so it can support a wide range of network user
authentication protocols that are used by clients of Mac OS X Server services, such as mail
and file servers, that need to authenticate users.

Kerberos authentication is available for file services—Apple Filing Protocol (AFP) and File
Transfer Protocol (FTP)—as well as for mail services (POP, IMAP, and SMTP).

External network communication requests can be controlled with built-in Internet Protocol
(IP) firewall management. And data communications can be encrypted and authenticated
with protocol-level data security provided with Secure Sockets Layer (SSL), Transport Layer
Security (TLS), and Secure Shell (SSH).

File sharing offers flexible support for various native protocols as well as security and high

availability:

m It’s easy to share files with Macintosh, Windows, UNIX, Linux, and anonymous Internet
clients.

= You can control how much file space individual users consume by setting up mail and file
quotas. Quotas limit the number of megabytes a user can use for mail or files.

m Kerberos authentication is available for AFP and FTP file servers.

= You can improve the security of NFS volumes by setting up share points on them that let
users access them using the more secure AFP protocol. This feature is referred to as
resharing NFS mounts.

» AFP autoreconnect lets client computers keep Apple file servers mounted after long
periods of inactivity or after sleep/wake cycles.
Mac OS X Server printer sharing includes

» the ability to set up print quotas. Print quotas can be set up for each user and each print
queue, letting you limit the number of pages that can be printed during a particular
period.

» support for sharing printers among Mac OS 9 users (AppleTalk and LaserWriter §
support), Mac OS X, Windows, and UNIX users



User and group information is used by your server to authenticate users and authorize their
access to services and files. Information about other network resources is used by your
server to make printers and other devices available to particular users. To access this
information, the server retrieves it from centralized data repositories known as directory
domains. The term for the services that locate and retrieve this data is directory services.

The Mac OS X directory services architecture is referred to as Open Directory. It lets you
store data in a way that best suits your environment. Mac OS X Server can host directory
domains using Apple’s NetInfo and LDAP directory domains. Open Directory also lets you
take advantage of information you have already set up in non-Apple directory domains—for
example, LDAP or Active Directory servers or Berkeley Software Distribution (BSD)
configuration files.

Workgroup management services let you simplify and control the environment that
Macintosh client users experience.

Mac OS X Server client management support helps you personalize the computing
environment of Macintosh clients. You can set up Mac OS 8, 9, and X computers to have
particular desktop environments and access to particular applications and network
resources. You can design your Macintosh users’ experience as circumstances warrant.

You can also use NetBoot and Network Install to automate the setup of software used by
Macintosh client computers:

» NetBoot lets Macintosh Mac OS 9 and X computers start up from a network-based system
disk image, offering quick and easy configuration of department, classroom, and
individual systems as well as Web and application servers throughout a network. When
you update NetBoot images, all NetBooted computers have instant access to the new
configuration,

» Network Install is a centralized network software installation service. It lets you selectively
and automatically install, restore, or upgrade network-based Macintosh systems anywhere
in the organization.

Mac OS X Server also lets you automatically configure the directory services you want

Mac OS X clients to have access to. Automatic directory services configuration means that
when a user logs in to a Mac OS X computer, the user’s directory service configuration is
automatically downloaded from the network, setting up the user’s network access policies,
preferences, and desktop configuration without the need to configure the client computer
directly.

Administering Your Server 19
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To maximize server availability, Mac OS X Server includes technology for monitoring server
activity, monitoring and reclaiming disk space, automatically restarting malfunctioning
services, and automatically restarting the server following a power failure.

You can also configure IP failover. P failover is a way to set up a standby server that will take
over if the primary server fails. The standby server takes over the IP address of the failed
server, which takes the IP address back when it is online again. IP failover is useful for DNS
servers, Web servers hosting Web sites, media broadcast servers, and other servers that
require minimal data replication.

Powerful Internet and Web services are built into Mac OS X Server:

= Apache, the most popular Web server, provides reliable, high-performance Web content
delivery. Integrated into Apache is Web-Based Distributed Authoring and Versioning
(WebDAV), which simplifies the Web publishing and content management environment.

» If your Web sites contain static HTML files that are frequently requested, you can enable a
performance cache to improve server performance.

»  Web services include a comprehensive assortment of open-source services—Ruby,
Tomcat, MySQL, PHP, and Perl.

m Mac OS X Server includes a high-performance Java virtual machine.

» SSLsupport enables secure encryption and authentication for ecommerce Web sites and
confidential materials.

»  QuickTime Streaming Server (QTSS) lets you stream both live and stored multimedia
content on the Internet using industry-standard protocols.

= Mail service lets you set up a mail server your network users can use to send and receive
email.

»  WebMail service bundled with Mac OS X Server enables your users to access mail service
via a Web browser.



This section highlights individual Mac OS X Server services and tells you where in this guide
to find more information about them.

Directory services let you use a central data repository for user and network information
your server needs to authenticate users and give them access to services. Information about
users (such as their names, passwords, and preferences) as well as printers and other
resources on the network is consolidated rather than distributed to each computer on the
network, simplifying the administrator’s tasks of directory domain setup and maintenance.

On Mac OS X computers, the directory services are collectively referred to as Open
Directory. Open Directory acts as an intermediary between directory domains that store
information and Mac OS X processes that need the information.

Open Directory supports a wide variety of directory domains, letting you store your directory
information on Mac OS X Server or on a server you already have set up for this purpose:

= You can define and manage information in directory domains that reside on Mac OS X
Server. Open Directory supports both NetInfo and LDAPv3 protocols and gives you
complete control over directory data creation and management.

m Mac OS X Server can also retrieve directory data from LDAP and Active Directory servers
and BSD configuration files you've already set up. Your server provides full read/write and
SSL communications support for LDAPv3 directory domains.

Chapter 2, “Directory Services,” provides complete information about all the Open Directory
options, including instructions for how to create Mac OS X—resident directory domains and
how to configure your server and your clients to access directory domains of all kinds.
Chapter 3, “Users and Groups,” describes how to work with user and group accounts stored
in Open Directory domains.

Before a user can log in to or connect with a Mac OS X client or server, he or she must enter
a name and password associated with a user account that the computer can find. A Mac OS X
computer can find user accounts that reside in a directory domain of the computer’s search
policy. A search policy is a list of directory domains the computer searches when it needs
configuration information.

You can configure the search policy of Mac OS X computers on the computers themselves.
You can automate Mac OS X client directory setup by using your server’s built-in DHCP
Option 95 support.
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Chapter 2, “Directory Services,” describes how to configure search policies on any Mac OS X
computer.

Open Directory gives you several options for validating a user’s password:
» You can use a value stored as a readable attribute in the user’s account.

The account can be stored in a directory domain residing on Mac OS X Server or on
another vendor’s directory server, such as an LDAP or Active Directory server.

This option, referred to as the “basic” password validation strategy, is the simplest and
fastest approach to password validation and offers the greatest opportunity for sharing
user information for authentication with non-Apple servers. Basic password validation

may not support clients that require certain network-secure authentication protocols,

such as APOP.

See “Storing Passwords in User Accounts” on page 198 for details about this strategy.
You can use a value stored in the Open Directory Password Server.

This option, which supports a wide range of client authentication protocols, lets you set
up user-specific password policies for users. For example, you can require a user to
change his password periodically or use only passwords having more than a minimum
number of characters. It is the recommended password validation option for Windows
users.

See “Open Directory Password Server” on page 63 for general Password Server concepts.

See “Setting Up an Open Directory Domain and Password Server” on page 71 for setup
instructions.

See “Using a Password Server” on page 200 for information about how to manage
Password Server settings for users.

You can use a Kerberos server.

This scheme offers the opportunity to integrate into existing Kerberos environments.
See “Using Kerberos” on page 205 for details.

You can use LDAP bind authentication with a non-Apple LDAPv3 directory server.

This option, like Kerberos, offers a way to integrate your server into an existing
authentication scheme.

See “Using LDAP Bind Authentication” on page 208 for how to implement this option.



Mac OS X Server makes it easy to share files using the native protocols of different kinds of

client computers. Mac OS X Server includes four file services:

» Apple file service, which uses the Apple Filing Protocol (AFP), lets you share resources
with clients who use Macintosh or Macintosh-compatible operating systems.

= Windows services use Server Message Block (SMB) protocol to let you share resources
with clients who use Windows, and to provide name resolution service for Windows
clients.

» File Transfer Protocol (FTP) service lets you share files with anyone using FTP.

» Network File System (NFS) service lets you share files and folders with users who have
NFS client software (UNIX users).

You can deploy network home directories for Mac OS X clients using AFP or NFS and for
UNIX clients using NFS. With a network home directory, users can access their applications,
documents, and individual settings regardless of the computer to which they log in. You can
impose disk quotas on network home directories to regulate server disk usage for users with
home directories.

You share files among users by designating share points. A share point is a folder, hard disk
(or hard disk partition), or CD that you make accessible over the network. It's the point of
access at the top level of a group of shared items.

On Mac OS X computers, share points can be found in the /Network directory and by using
the Finder’s Connect To Server command. On Mac OS 8 and 9 computers, users access share
points using the Chooser. On Windows computers, users use Network Neighborhood.
Chapter 4, “Sharing,” tells you how to set up and manage share points.

Static file server listings can also be published in a non-Apple directory domain, making it
easy for computers in your company that are not on your local network to discover and
connect to Mac OS X Server.

Apple Filing Protocol (AFP) allows Macintosh client users to connect to your server and
access folders and files as if they were located on the user’s own computer.

AFP offers

n file sharing support for Macintosh clients over TCB/IP

» autoreconnect support when a file server connection is interrupted
» encrypted file sharing (AFP through SSH)

= automatic creation of user home directories

» Kerberos v5 authentication for Mac OS X v10.2 and later clients
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» fine-grain access controls for managing client connections and guest access

= automatic disconnect of idle clients after a period of inactivity

AFP also lets you reshare NFS mounts using AFP. This feature provides a way for clients not
on the local network to access NFS volumes via a secure, authenticated AFP connection. It
also lets Mac OS 9 clients access NFS file services on traditional UNIX networks.

See “Apple File Service” on page 236 for details about AFP.

Windows services in Mac OS X Server provide four native services to Windows clients:

= file service, which allows Windows clients to connect to Mac OS X Server using Server
Message Block (SMB) protocol over TCP/IP

m print service, which uses SMB to allow Windows clients to print to PostScript printers on
the network

» Windows Internet Naming Service (WINS), which allows clients across multiple subnets
to perform name/address resolution

» browsing, which allows clients to browse for available servers across subnets

See “Windows Services” on page 248 for more information about Windows services.

NFS is the protocol used for file services on UNIX computers.

The NFS term for sharing is export. You can export a shared item to a set of client computers
or to “World.” Exporting an NES volume to World means that anyone who can access your
server can also access that volume.

NFS does not support name/password authentication. It relies on client IP addresses to
authenticate users and on client enforcement of privileges—not a secure approach in most
networks. Therefore use NFS only if you are on a local area network (LAN) with trusted client
computers or if you are in an environment that can't use Apple file sharing or Windows file
sharing. If you have Internet access and plan to export to World, your server should be
behind a firewall.

See “Network File System (NFS) Service” on page 268 for more information about NFS.

FTP allows computers to transfer files over the Internet. Clients using any operating system
that supports FTP can connect to your FTP file server and download files, depending on the
permissions you set. Most Internet browsers and a number of freeware applications can be
used to access your FTP server.



FTP service in Mac OS X Server supports Kerberos v5 authentication and, for most FTP
clients, resuming of interrupted FTP file transfers. Mac OS X Server also supports dynamic
file conversion, allowing users to request compressed or decompressed versions of
information on the server.

FTP is considered to be an insecure protocol, since user names and passwords are
distributed across the Internet in clear text. Because of the security issues associated with
FTP authentication, most FTP servers are used as Internet file distribution servers for
anonymous FTP users.

Mac OS X Server supports anonymous FTP and by default prevents anonymous FTP users
from deleting files, renaming files, overwriting files, and changing file permissions. Explicit
action must be taken by the server administrator to allow uploads from anonymous FTP
users, and then only into a specific share point.

See “File Transfer Protocol (FTP) Service” on page 256 for details about FTP.

Print service in Mac OS X Server lets you share network and direct-connect printers among

clients on your network. Print service also includes support for managing print queues,

monitoring print jobs, logging, and using print quotas.

Print service lets you

» share printers with Mac OS 9 (PAP, LaserWriter 8), Mac OS X (IPP, LPR/LPD), Windows
(SMB/CIFS), and UNIX (LPR/LPD) clients

» share direct-connect USB printers with Mac OS X version 10.2 and later clients

» connect to network printers using AppleTalk, LPR, and IPP and connect to direct-connect
printers using USB

= make printers visible using Open Directory directory domains

m impose print quotas to limit printer usage

See Chapter 7, “Print Service,” for information about print service.

Web service in Mac OS X Server is based on Apache, an open-source HTTP Web server. A Web
server responds to requests for HTML Web pages stored on your site. Open-source software
allows anyone to view and modify the source code to make changes and improvements.
Those features have led to Apache’s widespread use, making it the most popular Web server
on the Internet today.

Web service includes a high-performance, front-end cache that improves performance for
Web sites that use static HTML pages. With this cache, static data doesn’t need to be accessed
by the server each time it is requested.
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Web service also includes support for Web-based Distributed Authoring and Versioning
(WebDAV). With WebDAV capability, your client users can check out Web pages, make
changes, and then check the pages back in while the site is running. In addition, Mac OS X
users can use a WebDAV-enabled Web server as if it were a file server.

Web service’s Secure Sockets Layer (SSL) support enables secure encryption and
authentication for ecommerce Web sites and confidential materials. An easy-to-use digital
certificate provides non-forgeable proof of your Web site identity.

Mac OS X Server offers extensive support for dynamic Web sites:

m  Web service supports Java Servlets, JavaServer Pages, MySQL, PHP, Perl, and UNIX and
Mac CGI scripts.

= Mac OS X Server also includes WebObjects deployment software. WebObjects offers a
flexible and scalable way to develop and deploy ecommerce and other Internet
applications. WebObjects applications can connect to multiple databases and dynamically
generate HTML content. You can also purchase the WebObjects development tools if you
want to create WebObjects applications. For more information and documentation on
WebObjects, go to the WebObjects Web page:

www.apple.com/webobjects

See Chapter 8, “Web Service,” for details about Web service.

Mail services support the SMTP, POP, and IMAP protocols, allowing you to select a local or
server-based mail storage solution for your users.

With remote mail administration you can manage the message database from any IMAP
client. Realtime Blackhole List support allows you to block messages from known spam
sources. Support for single or dual IMAP/POP3 mail inboxes gives flexibility in mail retrieval; a
user can have a POP mailbox for office use and an IMAP mailbox for mobile use. Automatic
blind copying (BCC) on incoming mail from specified hosts lets you track email coming from
specific sites. You can limit the amount of disk space a user consumes for mail messages.

To protect email communication from eavesdroppers, mail service features SSL encryption of
IMAP connections between the mail server and clients, SMTP AUTH authentication using
LOGIN and PLAIN, and APOP and Kerberos v5 authentication for POP, IMAP, and SMTP
clients.

For complete information about mail services, see Chapter 9, “Mail Service.”

Mac OS X Server provides work environment personalization for Mac OS 8, 9, and X
computer users, ranging from preference management to operating system and application
installation automation.



You can use Mac OS X Server to manage the work environments of Mac OS 8,9, and X
clients. Preferences you define for individual users, groups of users, and computers provide
your Macintosh users with a consistent desktop, application, and network appearance
regardless of the Macintosh computer to which they log in.

To manage Mac OS 8 and 9 clients, you use Macintosh Manager, described in Chapter 10,
“Client Management: Mac OS 9 and OS 8.” To manage Mac OS X clients, you use Workgroup
Manager, as Chapter 6, “Client Management: Mac OS X,” describes.

Mac OS X client management has several advantages:

= You can take advantage of the directory services autoconfiguration capability to
automatically set up the directory services used by Mac OS X client computers.

= When you update user, group, and computer accounts, managed Mac OS X users inherit
changes automatically. You update Mac OS 8 and 9 accounts independently, using
Macintosh Manager.

= You have more direct control over individual system preferences.

= Network home directories and group directories can be mounted automatically at login.

NetBoot lets Macintosh clients boot from a system disk image located on Mac OS X Server
instead of from the client computer’s disk drive. You can set up multiple NetBoot disk
images, so you can boot clients into Mac OS 9 or X or even set up customized Macintosh
environments for different groups of clients.

NetBoot can simplify the administration and reduce the support normally associated with
large-scale deployments of network-based Macintosh systems. NetBoot is ideal for an
organization with a number of client computers that need to be identically configured. For
example, NetBoot can be a powerful solution for a data center that needs multiple identically
configured Web and application servers.

NetBoot allows administrators to configure and update client computers instantly by simply
updating a boot image stored on the server. Each image contains the operating system and
application folders for all clients on the server. Any changes made on the server are
automatically reflected on the clients when they reboot. Systems that are compromised or
otherwise altered can be instantly restored simply by rebooting.

See Chapter 12, “NetBoot,” for information about setting up and managing NetBoot.

Network Install is a centrally managed installation service that allows administrators to
selectively install, restore, or upgrade client computers. Installation images can contain the
latest release of Mac OS X a software update, site-licensed or custom applications, even
configuration scripts:
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» Network Install is an excellent solution for operating system migrations, installing
software updates and custom software packages, restoring computer classrooms and labs,
and reimaging desktop and portable computers.

= You can define custom installation images for various departments in an organization,
such as marketing, engineering, and sales.

With Network Install you don’t need to insert multiple CDs to configure a system. All the
installation files and packages reside on the server and are installed on the client computer at
one time. Network Install also includes pre- and post-installation scripts you can use to
invoke actions prior to or after the installation of a software package or system image.

See Chapter 13, “Network Install,” for more information about Network Install.

Mac OS X Server includes these network services for helping you manage Internet
communications on your TCP/IP network:

Dynamic Host Configuration Protocol (DHCP)

» Domain Name System (DNS)

n [P firewall

» Service Location Protocol Directory Agent (SLP DA)

DHCP helps you administer and distribute IP addresses dynamically to client computers from
your server. From a block of IP addresses that you define, your server locates an unused
address and “leases” it to client computers as needed. DHCP is especially useful when an
organization has more clients than IP addresses. IP addresses are assigned on an as-needed
basis, and when they are not needed they are available for use by other clients.

As you learned in “Search Policies” on page 21, you can automate the directory services setup
of Mac OS X clients using your DHCP server’s Option 95 support. This option lets client
computers learn about their directory settings from an LDAP server.

Chapter 11, “DHCP Service,” provides information about your server’s DHCP capabilities.

DNS service lets users connect to a network resource, such as a Web or file server, by
specifying a host name (such as serverapple.com) rather than an IP address (192.168.11.12).
DNS is a distributed database that maps IP addresses to domain names.

A server that provides DNS service keeps a list of names and the IP addresses associated with
the names. When a computer needs to find the IP address for a name, it sends a message to
the DNS server (also known as a name server). The name server looks up the IP address and
sends it back to the computer. If the name server doesn’t have the IP address locally, it sends
messages to other name servers on the Internet until the IP address is found.



You will use DNS if you use SMTP mail service or if you want to create subdomains within
your primary domain. You will also use DNS if you are hosting multiple Web sites. If you don’t
have an Internet service provider (ISP) who handles DNS for your network, you can set up a
DNS server on your Mac OS X Server.

You'll find more information about DNS in Chapter 14, “DNS Service.”

IP firewall service protects your server and the content you store on it from intruders. It
provides a software firewall, scanning incoming IP packets and accepting or rejecting them
based on filters you define.

You can set up server-wide restrictions for packets from specific IP addresses. You can also
restrict access to individual services—such as Web, mail, and FTP—by defining filters for the
ports used by the services.

See Chapter 15, “Firewall Service,” for more information about this service.

Service Location Protocol (SLP) provides structure to the services available on a network and
gives users easy access to them.

Anything that can be addressed using a URL can be a network service—for example, file
servers and WebDAV servers. When a service is added to your network, the service uses SLP
to register itself on the network; you don't need to configure it manually. When a client
computer needs to locate a network service, it uses SLP to look for services of that type. All
registered services that match the client computer’s request are displayed for the user, who
then can choose which one to use.

SLP Directory Agent (DA) is an improvement on basic SLP, providing a centralized repository
for registered network services. You can set up a DA to keep track of services for one or more
scopes (groups of services). When a client computer looks for network services, the DA for
the scope in which the client computer is connected responds with a list of available network
services. Because a client computer only needs to look locally for services, network traffic is
kept to a minimum and users can connect to network services more quickly.

See Chapter 16, “SLP DA Service,” for information about this service.

QuickTime Streaming Server (QTSS) lets you stream multimedia in real time using the
industry-standard RTSP/RTP protocols. QTSS supports MPEG-4, MP3, and QuickTime file
formats.

Administering Your Server 29



30

Chapter 1

You can deliver live and prerecorded media over the Internet to both Macintosh and
Windows users, or relay streamed media to other streaming servers. You can provide unicast
streaming, which sends one stream to each individual client, or multicast streaming, which
sends the stream to a group of clients.

For more information about QTSS, refer to the QuickTime Web site:
www.apple.com/quicktime/products/qtss/

You can use QuickTime Broadcaster in conjunction with QTSS when you want to produce a
live event. QuickTime Broadcaster allows you to stream live audio and video over the
Internet. QuickTime Broadcaster meets the needs of both beginners and professionals by
providing preset broadcast settings and the ability to create custom settings. Built on top of
the QuickTime architecture, QuickTime Broadcaster enables you to produce a live event
using most codecs that QuickTime supports.

When teamed with QuickTime Streaming Server or Darwin Streaming Server, QuickTime
Broadcaster can produce a live event for delivery to an audience of any size, from an
individual to a large global audience.

For information about QuickTime Broadcaster, go to this Web site and navigate to the
QuickTime Broadcaster page:

www.apple.com/quicktime/

This section introduces you to the applications, tools, and techniques you use to set up and
administer your Mac OS X Server. The following table summarizes them and tells you where
to find more information about them.

Server Assistant Initialize services page 33
Open Directory Create or set up access to existing Netlnfoand ~ page 33
Assistant LDAPv3 directory domains and create and

configure Password Servers

Directory Access Configure access to data in existing directory page 34
domains and define a search policy

Workgroup Manager Administer accounts, manage share points, and  page 34
administer client management for Mac OS X
users



Server Settings

Server Status
Macintosh Manager
NetBoot
administration tools
PackageMaker
Server Monitor

Streaming Server
Admin

Terminal

Secure Shell (SSH)

dsimportexport

createhomedir

log rolling scripts

diskspacemonitor

diskutil

installer

softwareupdate

systemsetup

Configure file, print, mail, Web, NetBoot, and
network services

Monitor services

Administer client management for Mac OS 8
and 9 users

Manage NetBoot disk images

Create Network Install installation packages
Review information about Xserve hardware

Set up and manage QuickTime Streaming
Server (QTSS)

Run command-line tools

Use Terminal to run command-line tools for
remote servers securely

Import and export user and group accounts
using XML or text files

Create AFP or NFS home directories

Periodically roll, compress, and delete server
log files

Monitor percentage-full disk thresholds and
execute scripts that generate email alerts and
reclaim disk space when thresholds are
reached

Manage Mac OS X Server disks and volumes
remotely

Install software packages remotely

Find new versions of software and install them
remotely on a server

Configure system preferences on a remote
server
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page 35

page 36

page 37

page 37

page 37
page 37

page 38

page 590

page 591

page 593

page 594

page 594

page 595

page 596

page 596

page 600

page 600
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networksetup

MySQL Manager

Simple Network
Management Protocol
(SNMP) administration
tools

diskKeyFinder

Enabling IP failover
Using disk journaling
Setting up SSL for mail

service

Authentication
Manager

ldapsearch

Configure network services for a particular
network hardware port on a remote server

Manage the version of MySQL that is installed
with Mac OS X Server

Monitor your server using the SNMP interface

Verify the physical location of a remote
headless server volume that you want to
manage

Set up a standby server that takes over if the
primary server fails

Help protect the integrity of HFS+ disks on
Mac OS X computers

Configure mail service to provide Secure
Sockets Layer (SSL) connections automatically

Continue to use Authentication Manager after
migrating from Mac OS X Server version 10.1

Search for entries in an LDAP directory domain

page 602

page 605

page 605

page 606

page 606

page 611

page 614

page 618

page 620



You can use the server applications to manage the local server or to manage a remote server,
including headless servers. You can also manage Mac OS X Servers remotely from an
administrator computer. An administrator computer is a Mac OS X computer onto which
you have installed the server applications from the disc named Mac OS X Server
Administration Tools.

’ Administrator
computer

N
f

Mac OS X Servers

The following sections give you more information about some of the applications in the table
above, including instructions for using them to manage a remote server. The remaining
applications and tools are for use by experienced server administrators; see Chapter 17,
“Tools for Advanced Administrators,” for information about them.

Server Assistant is the application you use to perform initial service setup of a Mac OS X
Server. You can use Server Assistant the first time you set up a local or remote Mac OS X
Server. See Getting Started With Mac OS X Server for instructions.

Use Open Directory Assistant to create shared server—resident NetInfo or LDAPY3 directory
domains, set up Password Servers, and configure access to shared domains and Password
Servers.

You can run Open Directory Assistant immediately after running Server Assistant, or you can
run it later, as many times as you like.
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You'll find Open Directory Assistant in /Applications/Utilities/. For information about how to
use the application, see Chapter 2, “Directory Services.”

Directory Access is the primary application for setting up a Mac OS X computer’s
connections with directory domains as well as defining the computer’s search path.

Unlike Open Directory Assistant, Directory Access does not create directory domains. It
» configures connections with existing domains
» enables or disables service discovery protocols (AppleTalk, Rendezvous, SLP, and SMB)

= enables or disables directory protocols (LDAPv2, LDAPv3, Netlnfo, and BSD configuration
files)

In addition, Directory Access is available on both Mac OS X Servers and Mac OS X client
computers, whereas Open Directory Assistant is available only on servers.

You'll find Directory Access in /Applications/Utilities/. For information about how to use it,
see Chapter 2, “Directory Services.”

You use Workgroup Manager to administer user, group, and computer accounts; manage
share points; and administer client management for Mac OS X users.

For information about using Workgroup Manager to administer user and group accounts, see
Chapter 3, “Users and Groups.” For information about using it to administer computer
accounts and client management settings, see Chapter 6, “Client Management: Mac OS X,”
and Chapter 10, “Client Management: Mac OS 9 and OS 8.” Chapter 4, “Sharing,” describes
how to use Workgroup Manager to manage share points.

Workgroup Manager is installed in /Applications/Utilities/ when you install your server or set
up an administrator computer. To open Workgroup Manager, click the Workgroup Manager
icon in the Dock of Mac OS X Server or in the toolbar of Server Status:

» To open Workgroup Manager on the server you are using without authenticating, choose
View Directories from the Server menu. You will have read-only access to information
displayed in Workgroup Manager. To make changes, click the lock icon to authenticate as
an administrator. This approach is most useful when you are administering different
servers and working with different directory domains.

= To authenticate as an administrator for a particular server, enter the server’s IP address or
DNS name in the login window, or click Browse to choose from a list of servers. Specify
the user name and password for an administrator of the server, then click Connect. Use
this approach when you will be working most of the time with a particular server.



After login, the user account window appears, with lists of user, group, and computer
accounts in the server’s local directory domain. Here is how to get started with the major
tasks you'll be performing with this application:

» To administer user, group, or computer accounts, click the Accounts icon in the toolbar.
See Chapter 3, “Users and Groups,” for information about user and group accounts and
Chapter 6, “Client Management: Mac OS X,” for information about computer accounts.

» To work with preferences for managed users, groups, or computers, click the Preferences
icon in the toolbar. See Chapter 6, “Client Management: Mac OS X,” for instructions.

» To work with share points, click the Sharing icon in the toolbar. See Chapter 4, “Sharing,”
for instructions.

= To work with accounts in different directory domains at the same time, open multiple
Workgroup Manager windows by choosing New Workgroup Manager Window from the
Server menu.

= To open Server Status so you can monitor the status of a particular server, click the Status
icon in the toolbar. See “Server Status” on page 36 for information about the Server Status
application.

= To open Server Settings so you can work with a server’s file, print, mail, Web, NetBoot,
and network settings, choose Configure Services from the Server menu. See “Server
Settings” on page 35 for information about the Server Settings application.

» To control the way Workgroup Manager lists users and groups, whether it should use SSL
transactions, and other behaviors, choose Preferences from the Workgroup Manager
menu.

» To customize the toolbar, choose Customize Toolbar from the View menu.
» To refresh the information displayed, click the Refresh button.

» To retrieve online information, use the Help menu. It provides help for server
administrators about Workgroup Manager as well as other Mac OS X Server topics.

You use Server Settings to administer file, print, mail, Web, NetBoot, and network services on
a server.

Server Settings is installed in /Applications/Utilities/ when you install your server or set up an
administrator computer. To open Server Settings, click the Server Settings icon in the Dock
of Mac OS X Server or choose Configure Services from the Server menu in Workgroup
Manager.

To select a server to work with, enter its IP address or DNS name in the login window, or
click Browse to choose from a list of servers. Specify the user name and password for an
administrator, then click Connect.
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Click the service modules arranged on the Server Settings tabs to choose commands that let
you work with individual services:

» For administering file and print services, select the File & Print tab to access modules.
» For administering mail and Web service, select the Internet tab to access modules.

» For administering IP Firewall, DHCP, NetBoot, DNS, and SLP DA services, select the
Network tab to access modules.

» To retrieve online information, use the Help menu. It provides help for server
administrators about Server Settings as well as other Mac OS X Server topics.

Server Settings is not compatible with versions of Mac OS X Server earlier than version 10.2.

You use Server Status to monitor the services running on Mac OS X Servers.

Server Status is installed in /Applications/Utilities/ when you install your server or set up an
administrative computer. To open Server Status, click the Server Status icon in the Dock of
Mac OS X Server or the Status icon in Workgroup Manager.

To select a server to monitor, click the Connect button in the Server Status toolbar. Enter the
[P address or DNS name of the server you want to monitor in the login window, or click
Browse to choose from a list of servers. Specify the user name and password for an
administrator, then click Connect.

Select items in the Devices & Services list to monitor specific servers and services running on
the servers:

» To review general status information for a particular server, select the server name.

» To review status information for a particular service running on a server, click the
disclosure triangle next to the server name to see a list of its services. Then select the
service of interest.

» Toadd a server to the Devices & Services list, click Connect in the toolbar and log in to
the server. The next time you open Server Status, any server you have added is displayed
in the Devices & Services list and can be monitored again by selecting a server in the list.

If a server in the list appears grey, double-click the server or click the Reconnect button in
the toolbar to log in again. Check the Add to Keychain option while you log in to enable
autoreconnect the next time you open Server Status.

» To remove a server from the Devices & Services list, select the server, click the Disconnect
button in the toolbar, and choose Remove From List from the Server menu.

» To control the way Server Status lists servers and services, how often status data is
refreshed, and other behaviors, choose Preferences from the Server Status menu. You can
also click the Refresh button to refresh status information for all the services for each
server listed in the Devices & Services list.



» To customize the Server Status toolbar, choose Customize Toolbar from the View menu.

» To retrieve online information, use the Help menu. It provides help for server
administrators about Server Status as well as other Mac OS X Server topics.

You use Macintosh Manager to administer client management for Mac OS 8 and 9 client
computers. You can use it locally (at the server) or remotely (from a Mac OS 9 or X computer
on the same network as your Mac OS X Server).

Open Macintosh Manager by clicking its icon in the Dock. Log in using a server, Macintosh
Manager, or workgroup administrator user name and password. As a server administrator,
you automatically have global administrator privileges for Macintosh Manager.

See Chapter 10, “Client Management: Mac OS 9 and OS 8,” for more information.

There are several applications you use to administer NetBoot:

= NetBoot Desktop Admin lets you modify Mac OS 9 images.

» Network Image Utility lets you create and modify Mac OS X images.

» The DHCP/NetBoot module of Server Settings lets you save NetBoot images.

See Chapter 12, “NetBoot,” for information about these tools.

You use PackageMaker to create Network Install packages.

See Chapter 13, “Network Install,” for information about this application.

You use Server Monitor to monitor Xserve hardware and trigger email notifications when
circumstances warrant attention. Server Monitor shows you information about the installed
operating system, drives, power supply, enclosure and processor temperature, cooling
blowers, security, and network.

Server Monitor is installed in /Applications/Utilities/ when you install your server or set up an
administrator computer. To open Server Monitor, click the Server Monitor icon in the Dock
or double-click /Applications/Utilities/Server Monitor. Use the application to monitor local or
remote Xserve servers:

» To specify the Xserve server to monitor, click Add Server, identify the server of interest,
and enter user name and password information for an administrator of the server.

» Use the “Update every” pop-up menu to specify how often you want to refresh data.
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» Use the Export Items and Import Items buttons to manage different lists of Xserve servers
you want to monitor. The Merge Items button lets you consolidate lists into one.

» The system identifier lights on the front and back of an Xserve server light when service is
required. Use Server Monitor to understand why the lights are on. You can also turn the
lights on to identify a particular Xserve server in a rack of servers by selecting the server
and clicking “system identifier light on” on the Info tab.

= You can set Server Monitor to notify you by email when an Xserve server’s status changes.
For each server, you set up the conditions that you want notification about. The email
message can come from Server Monitor or from the server.

» Server Monitor keeps logs of Server Monitor activity for each Xserve server. (The logs do
not include system activity on the server.) The log shows, for example, the times Server
Monitor attempted to contact the server, and whether a connection was successful. The
log also shows server status changes. You can also use Server Monitor to get an Apple
System Profiler report on a remote server.

To set up and manage QTSS, you use the Web-based Streaming Server Admin program.

Streaming Server Admin lets you easily create and serve playlists, customize general settings,
monitor connected users, view log files, manage user and bandwidth usage, and relay a
stream from one server to another for scalability.

To use Streaming Server Admin:
From Mac OS X Server, click the Streaming Server Admin icon in the Dock, then go to step 3.

Alternatively, from a server with QTSS installed, open a Web browser. You can also use a Web
browser from a remote Mac OS X computer.

Enter the URL for your Streaming Server Admin.
For example, http://myserver.com:1220.

Replace “myserver.com” with the name of your Streaming Server computer. The port number
is 1220.

The first time you run Streaming Server Admin, the Setup Assistant prompts you for your
QTSS user name and password.

To display onscreen help information about using Streaming Server Admin, setting up secure
administration (SSL), and setting up your server to stream hinted media, click the question
mark button in the application. Information about QTSS is also available at the QuickTime
Web site:

www.apple.com/quicktime/products/qtss/



Regardless of your server administration experience, you may want to take advantage of the
wide range of Apple customer training courses. To learn more, go to

train.apple.com

If you want to learn more about Mac OS X Server, see the Mac OS X Server Web site:
www.apple.com/macosx/server/

Online discussion groups can put you in touch with your peers. Many of the problems you
encounter may already have been solved by other server administrators. To find the lists
available through Apple, see the following site:

www.lists.apple.com

The AppleCare support site’s discussion boards are an additional source of information:
www.info.apple.com/

Consider obtaining some of these reference materials. They contain background information,
explanations of basic concepts, and ideas for getting the most out of your network.

n Teach Yourself Networking Visually, by Paul Whitehead and Ruth Maran (IDG Books
Worldwide, 1998).

n [nternet and Intranet Engineering, by Daniel Minoli (McGraw-Hill, 1997).
In addition, NetworkMagazine.com offers a number of online tutorials on its Web site:

www.networkmagazine.com

If you're already familiar with network administration and you've used Mac OS X Server,
Linux, UNIX; or a similar operating system, you may find these additional references useful.

= Avariety of books from O’Reilly & Associates cover topics applicable to Mac OS X Server,
such as Internet Core Protocols: The Definitive Reference, DNS and BIND, and TCP/IP
Network Administration. For more advanced information, see Apache: The Definitive
Guide, Writing Apache Modules with Perl and C, Web Performance Tuning, and Web
Security & Commerce, also published by O'Reilly and Associates. See the O'Reilly &
Associates Web site:

WWW.0ra.com
» Sece the Apache Web site for detailed information about Apache:
www.apache.org/
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Directory Services

Directory services provide a central repository for information about the systems,
applications, and users in an organization. In education and enterprise environments,
directory services are the ideal way to manage users and computing resources. Organizations
with as few as 10 people can benefit by deploying directory services.

Directory services can be doubly beneficial. They centralize system and network
administration, and they simplify a user’s experience on the network. With directory services,
information about all the users—such as their names, passwords, and preferences—as well as
printers and other resources on a network can be maintained in a single location rather than
on each computer on the network. Using directory services can reduce the system
administrator’s user management burden. In addition, users can log in to any authorized
computer on the network. Anywhere a user logs in, the user’s personal Desktop appears,
customized for the user’s individual preferences. The user always has access to personal files
and can easily locate and use authorized network resources.

Apple has built an open, extensible directory services architecture, called Open Directory,

into Mac OS X and Mac OS X Server. A Mac OS X Server or Mac OS X client computer can use

Open Directory to retrieve authoritative information about users and network resources

from a variety of sources:

» directory domains on the computer itself and on other Mac OS X Servers

n directory domains on other servers, including LDAP directory domains and Active
Directory domains on non-Apple servers

= BSD configuration files located on the computer itself

» network services, such as file servers, that make themselves known with the Rendezvous,
AppleTalk, SLP, or SMB service discovery protocols

Mac OS 9 and Mac OS 8 managed clients also use Open Directory to retrieve some user
information. For more information, see “How Macintosh Manager Works With Directory
Services” on page 444 in Chapter 10, “Client Management: Mac OS 9 and OS 8.”
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The Open Directory architecture also includes Open Directory Password Server. A Password
Server can securely store and validate the passwords of users who want to log in to client
computers on your network or use other network resources that require authentication. A
Password Server can also enforce such policies as password expiration and minimum length.

Significantly, a Password Server is the best means of authenticating Windows computer users
for file service, print service, and other Windows services in Mac OS X Server.

Even if you don'’t plan to offer Windows services or enforce password policies now, you
should set up a Password Server now. Having a Password Server already set up will simplify
deploying Windows services or enforcing password policies in the future. If you have more
than one Mac OS X Server, in most cases you need only set up a Password Server on one of
them—usually on the first one you set up. (Although you can set up a Password Server later,
doing so means resetting the passwords of all user accounts that have been created.
Resetting passwords can involve much time-consuming interaction with users.)

To understand the information in this chapter, you should be comfortable with Mac OS X.
You do not need advanced network administrator or UNIX experience to use directory
services provided by Mac OS X Servers. If you want to integrate LDAP directories from other
servers, you need to be familiar with LDAP. If you want to integrate Active Directory servers,
you need to be familiar with Active Directory and LDAP. You need to be comfortable with
UNIX if you want to integrate BSD configuration files.

Directory services act as an intermediary between directory domains, which store
information about users and resources, and the application and system software processes
that want to use the information. A directory domain stores information in a specialized
database that is optimized to handle a great many requests for information and to find and
retrieve information quickly. Information may be stored in one directory domain or in
several related directory domains.

Users
Groups \ — /
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Printers [ / — >
//' Directory \
Servers services
Mounts Directory Processes
domains



Processes running on Mac OS X computers can use directory services to save information in
a directory domain. For example, when you set up a user account, the application that you
use to do this has directory services store information about the user in a directory domain.

n  On a computer with Mac OS X version 10.2, you use the My Account pane or the
Accounts pane of System Preferences to set up user accounts that are valid only on the
one computer.

»  On a computer with Mac OS X Server version 10.2, you use the Accounts module of
Workgroup Manager to set up user accounts that are valid on all Mac OS X computers on
your network. You can specify additional user attributes in a network user account, such
as the location of the user’s home directory.

Whether you use Workgroup Manager or System Preferences to create a user account, the
user information is stored in a directory domain.

When someone attempts to log in to a Mac OS X computer, the login process uses Mac OS X
directory services—Open Directory—to validate the user name and password.

Directory
domain

gt

Accounts [~
Mac OSX
Directory D © @
' services a0

Accounts

Like Mac OS X, Open Directory has a UNIX heritage. Open Directory provides access to
administrative data that UNIX systems have generally kept in configuration files, which
require much painstaking work to maintain. (Some UNIX systems still rely on configuration
files.) Open Directory consolidates the data and distributes it for ease of access and
maintenance.
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For years, UNIX systems have stored administrative information in a collection of files located
in the /etc directory. This scheme requires each UNIX computer to have its own set of files,
and processes that are running on a UNIX computer read its files when they need
administrative information. If you're experienced with UNIX, you probably know about the
files in the /etc directory—group, hosts, hosts.eq, passwd, and so forth. For example, a UNIX
process that needs a user’s password consults the /etc/passwd file. The /etc/passwd file
contains a record for each user account. A UNIX process that needs group information
consults the /etc/group file.

/etc/

/etc/ group \
hosts

/Jetc/ -
passwd

UNIX processes

Open Directory consolidates administrative information, simplifying the interactions
between processes and the administrative data they create and use.

P

P

Directory \

services

Mac OS X processes

44  Chapter 2



Processes no longer need to know how and where administrative data is stored. Open
Directory gets the data for them. If a process needs the location of a user’s home directory,
the process simply has Open Directory retrieve the information. Open Directory finds the
requested information and then returns it, insulating the process from the details of how the
information is stored. If you set up Open Directory to access administrative data in several
directory domains, Open Directory automatically consults them as needed.

Directory
domain /
-
Directory / : \
Bomai Directory

services
Mac OS X processes

Some of the data stored in a directory domain is identical to data stored in UNIX
configuration files. For example, the authentication attributes, home directory location, real
name, user ID, and group ID—all stored in the user records of a directory domain—have
corresponding entries in the standard /etc/passwd file. However, a directory domain stores
much additional data to support functions that are unique to Mac OS X, such as support for
managed clients and Apple Filing Protocol (AFP) directories.

Another characteristic of UNIX configuration files is that the administrative data they contain
is available only to the computer on which they are stored. Each computer has its own UNIX
configuration files. With UNIX configuration files, each computer that someone wants to use
must have that person’s user account settings stored on it, and each computer must store
the account settings for every person who may want to use the computer. To set up a
computer’s network settings, the administrator needs to go to the computer and directly
enter the IP address and other information that identifies the computer on the network.

Similarly, when user or network information needs to be changed in UNIX configuration
files, the administrator must make the changes on the computer where the files reside. Some
changes, such as network settings, require the administrator to make the same changes on
multiple computers. This approach becomes unwieldy as networks grow in size and
complexity.
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Open Directory solves this problem by letting you store administrative data in a directory
domain that can be managed by a system administrator from one location. Open Directory
lets you distribute the information so that it is visible on a network to the computers that
need it and the administrator who manages it:

Directory
domain

© Directory \ 7
services

System 4
administrator

Users

Open Directory makes it possible to consolidate and maintain network information easily in
a directory domain, but this information has value only if application and system software
processes running on network computers actually access the information. The real power of
Open Directory is not that it provides directory services, but the fact that Mac OS X software
accesses data through Open Directory.

Here are some of the ways in which Mac OS X system and application software use directory
data:

» Authentication. As mentioned already, the Accounts module of Workgroup Manager
or the Accounts pane of System Preferences creates user records in a directory domain,
and these records are used to authenticate users who log in to Mac OS X computers.
When a user specifies a name and a password in the Mac OS X login window, the login
process asks Open Directory for the user record that corresponds to the name that the
user specified. Open Directory finds the user record in a directory domain and retrieves
the record.



n [Folder and file access. After logging in successfully, a user can access files and folders.
Mac OS X uses another data item from the user record—the user ID (UID)—to determine
the user’s access privileges for a file or folder that the user wants to access. When a user
accesses a folder or file, the file system compares this user’s UID to the UID assigned to
the folder or file. If the UIDs are the same, the file system grants owner privileges (usually
read and write privileges) to the user. If the UIDs are different, the user doesn’t get owner
privileges.

» Home directories. Each user record in a directory domain stores the location of the user’s
home directory, which is also known as the user’s home folder. This is where the user
keeps personal files, folders, and preferences. A user’s home directory can be located on
a particular computer that the user always uses or on a network file server.

» Automount share points. Share points can be configured to automount (appear
automatically) in the /Network folder (the Network globe) in the Finder windows of client
computers. Information about these automount share points is stored in a directory
domain. Share points are folders, disks, or disk partitions that you have made accessible
over the network.

» Mail account settings. Each user’s record in a directory domain specifies whether the
user has mail service, which mail protocols to use, how to present incoming mail,
whether to alert the user when mail arrives, and more.,

m Resource usage. Disk, print, and mail quotas can be stored in each user record of a
directory domain.

» Managed client information. A user’s personal preference settings, as well as preset
preferences that affect the user, are stored in a directory domain.

n  Group management. In addition to user records, a directory domain also stores group
records. Each group record affects all users who are in the group. Information in group
records specifies preferences settings for group members. Group records also determine
access to files, folders, and computers.

Information in a directory domain is organized into record types, which are specific
categories of records, such as users, computers, and mounts. For each record type, a
directory domain may contain any number of records. Each record is a collection of
attributes, and each attribute has one or more values. If you think of each record type as a
spreadsheet that contains a category of information, then records are like the rows of the
spreadsheet, attributes are like spreadsheet columns, and each spreadsheet cell contains one
or more values.
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For example, when you define a user by using the Accounts module of Workgroup Manager,
you are creating a user record (a record of the user’s record type). The settings that you
configure for the user—short name, full name, home directory location, and so on—become
values of attributes in the user record. The user record and the values of its attributes reside
in a directory domain.

Open Directory can provide more than administrative data from directories. Open Directory
can also provide information about services that are available on the network. For example,
Open Directory can provide information about file servers that are currently available.

File server
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Directory
services

File server

Information about file servers and other services tends to change much more frequently than
information about users. Therefore, information about network services typically isn’t stored
in directory domains. Instead, information about file servers and other network servers is
discovered as the need arises.

Open Directory can discover network services that make their existence and whereabouts
known. Services make themselves known by means of standard protocols. Open Directory
supports the following service discovery protocols:

= Rendezvous, the Apple protocol that uses multicast DNS

n AppleTalk, the legacy Mac OS protocol for file services

» Service Location Protocol (SLP), an open standard for discovering file and print services
» Server Message Block (SMBY), the protocol used by Microsoft Windows



In fact, Open Directory can provide information about network services both from service
discovery protocols and from directory domains. To accomplish this, Open Directory simply
asks all its sources of information for the type of information requested by a Mac OS X
process. The sources that have the requested type of information provide it to Open
Directory, which collects all the provided information and hands it over to the Mac OS X
process that requested it.

For example, if Open Directory requests information about file servers, the file servers on the
network respond via service discovery protocols with their information. A directory domain
that contains relatively static information about some file servers also responds to the
request. Open Directory collects the information from the service discovery protocols and
the directory domains.
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When Open Directory requests information about a user, service discovery protocols don’t
respond because they don’t have user information. (Theoretically, AppleTalk, Rendezvous,
SMB, and SLP could provide user information, but in practice they don’t have any user
information to provide.) The user information that Open Directory collects comes from
whatever sources have it—from directory domains.

Administrative data needed by directory services is stored on Mac OS X Servers in Open
Directory databases. An Open Directory database is one type of directory domain. Open
Directory can use either of two protocols to store and retrieve directory data:
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» Lightweight Directory Access Protocol (LDAP), an open standard commonly used in
mixed environments

» Netlnfo, the Apple directory services protocol for Mac OS X

The directory services of Mac OS X version 10.2—Open Directory—can also store and
retrieve administrative data that resides in existing directory domains on other servers. Open
Directory can read and write data in the following domains:

» Shared NetInfo domains on other Mac OS X computers (servers or clients)
»  OpenLDAP directories on various UNIX servers
» Active Directory domains on Windows servers

» Other LDAPv3-compliant directories that are configured to allow remote administration
and read and write access

In addition, Open Directory can retrieve but not store administrative data in the following
domains:

= BSD configuration files located on the Mac OS X Server
» LDAPv2 domains and read-only LDAPv3 domains on other servers

Where you store your server’s user information and other administrative data is determined
by whether the data needs to be shared.

Every Mac OS X computer has a local directory domain. A local domain’s administrative data
is visible only to applications and system software running on the computer where the
domain resides. It is the first domain consulted when a user logs in or performs some other
operation that requires data stored in a directory domain.

When the user logs in to a Mac OS X computer, Open Directory searches the computer’s
local directory domain for the user’s record. If the local directory domain contains the user’s
record (and the user typed the correct password), the login process proceeds and the user
gets access to the computer.

Log in to Local l Local

Mac OS X ———p= domain == p domain
o Connect to
Mac OS °
X Server




After login, the user may choose Connect To Server from the Go menu and connect to a file
server on a computer running Mac OS X Server. In this case, Open Directory on the server
searches for the user’s record in the server’s local directory domain. If the server’s local
directory domain has a record for the user (and the user types the correct password), the
server grants the user access to the file services.

When you first set up a Mac OS X computer, its local directory domain is automatically
created and populated with records. For example, a user record is created for the user who
performed the installation. It contains the user name and password entered during setup, as
well as other information, such as a unique ID for the user and the location of the user’s
home directory.

While Open Directory on any Mac OS X computer can store administrative data in the
computer’s local directory domain, the real power of Open Directory is that it lets multiple
Mac OS X computers share administrative data by storing the data in shared directory
domains. When a computer is configured to use a shared domain, any administrative data in
the shared domain is also visible to applications and system software running on that
computer.

If Open Directory does not find a user’s record in the local domain of a Mac OS X computer,
Open Directory automatically searches for the user’s record in any shared domains to which
the computer has access. In the following example, the user can access both computers
because the shared domain accessible from both computers contains a record for the user.

Shared
domain

Local l Local

Loginto |
Mac OS X ———p domain == p domain
v Connect to
Mac OS ©
X Server

Shared domains generally reside on Mac OS X Servers because servers are equipped with the
tools, such as Workgroup Manager and Server Settings, that facilitate managing network
resources and network users.
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Similarly, you can make network resources such as printers visible to certain computers by
setting up printer records in a shared domain accessed by those computers. For example,
graphic artists in a company might need to access color printers, while copy center personnel
need to use high-speed laser printers. Rather than configuring printer access for each
computer individually, you could use the Print module of Server Settings to add printers to
two shared domains: Graphics and Repro.

Graphics Repro
domain domain

AR AN

Graphic artists Copy center personnel

Printers visible in the Print Center of graphic artists’ computers would be those in the
Graphics domain, while printers in the Repro domain would be visible to computers used by
copy center personnel. Printers that have records in shared domains appear in the Directory
Services printer list in Print Center.



While some devices may need to be used only by specific departments, other resources, such
as personnel forms, may need to be shared by all employees. You could make a folder of
those forms available to everybody by setting up a share point for the folder in another
shared domain that all computers can access.
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domain
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domain domain

VAR

L . N

Graphic artists Copy center personnel

The shared domain at the top of a hierarchy of directory domains is sometimes called the
root domain.
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Some organizations—such as universities and worldwide corporations—maintain user
information and other administrative data in directory domains on UNIX or Windows servers.
Open Directory can be configured to search these non-Apple domains as well as shared
Open Directory domains of Mac OS X Servers.
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When a user logs in to a computer on your network, Open Directory still searches for the
user in the computer’s local domain and in shared domains on Mac OS X Servers. But if the
user is not found and Open Directory has been configured to search an LDAP domain on a
UNIX server, Open Directory consults the LDAP domain for information about the user.

Local and shared domains are organized into hierarchies, tree-like topologies that have a
shared domain at the top and local domains at the bottom of the tree. A hierarchy can be as
simple as a local domain and a shared domain, or it can contain more shared domains.
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The simplest hierarchy is a two-level hierarchy:

Shared
directory domain

Local directory
domain

Here’s a scenario in which a two-level hierarchy might be used:

Shared domain

Local domain on Local domain on Local domain on
English department’s Math department’s Science department’s
computer computer computer

Each department (English, Math, Science) has its own computer. The students in each
department are defined as users in the local domain of that department’s computer. All three
of these local domains have the same shared domain, in which all the instructors are defined.
Instructors, as members of the shared domain, can use services on all the departmental
computers. The members of each local domain can use only services on the server where
their local domain resides.
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While local domains reside on their respective servers, a shared domain can reside on any
Mac OS X Server accessible from the local domain’s computer. In this example, the shared
domain can reside on any server accessible from the departmental servers. It can reside

on one of the departmental servers or—as shown here—on an entirely different server on the
network:

Faculty Mac OS X Science department’s
Server computer
5 Local -
° domain 0 Local
domain
Shared
domain

{

© Local © Local

domain V domain

English department’s Math department’s
computer computer

When an instructor logs in to any of the three departmental servers and cannot be found in
the local domain, the server searches the shared domain. In this example, there is only one
shared domain, but in more complex hierarchies, there may be many shared domains.



Open Directory also supports multilevel domain hierarchies. Complex networks with large
numbers of users may find this kind of organization useful, although it’s much more complex
to administer.

Campus domain

N

Students Employees
domain domain
Undergraduates Graduates Faculty
domain domain domain

AN RN N

Local domains on Mac OS X clients or servers

In this scenario, an instructor defined in the Campus domain can use Mac OS X computers
on which any of the local domains reside. A student defined in the Students domain can log
in to any Mac OS X computers that are below the Graduates domain or Undergraduates
domain.

A directory domain hierarchy affects which Mac OS X computers can see particular
administrative data. The “subtrees” of the hierarchy essentially hide information from other
subtrees in the hierarchy. In the education example, computers using the subtree that
includes the Graduates domain do not have access to records in the Undergraduates domain.
But records in the Campus domain are visible to any computer.

Directory domain visibility depends on the computer, not the user. So when a user logs in to
a different computer, administrative data from different directory domains may be visible to
that computer. In the education scenario described here, an undergraduate can log in to a
graduate student’s computer if the undergraduate’s user record resides in the Students
domain. But the devices that are defined in the Undergraduates domain are not visible unless
they are also defined in the Graduates, Students, or Campus domain.
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You can affect an entire network or just a group of computers by choosing the domain in
which to publish administrative data. The higher the administrative data resides in a
directory domain hierarchy, the fewer places it needs to be changed as users and system
resources change. Probably the most important aspect of directory services for
administrators is planning directory domains and hierarchies. These should reflect the
resources you want to share, the users you want to share them among, and even the way you
want to manage your directory data.

Each Mac OS X computer has a search policy that specifies the order in which Open
Directory searches directory domains. A search policy, also known as a search path, is simply
a list of directory domains. On a Mac OS X computer, Open Directory goes down this list of
directory domains whenever an application or system software running on the computer
needs administrative data. The list of directory domains defines the computer’s search
policy. The search policy effectively establishes the computer’s place in the hierarchy.

A computer’s local directory domain is always first on the list. It may be followed by shared
Open Directory domains on Mac OS X Servers and LDAP domains on other servers. It may
also include a set of BSD configuration files that are on the computer.

For example, when someone tries to log in to a Mac OS X computer, Open Directory
searches the computer’s local domain for the user’s record. The local directory domain is
always first on a computer’s search policy.

Graduates
domain

Is the user

defined here? kggzlnohall



If the local domain does not contain the user’s record, Open Directory goes to the next
directory domain in the search policy.

Is the user Graduates
defined here? domain
No Local domain

If the second directory domain also does not contain the user’s record, Open Directory
searches the remaining directory domains in the search policy one by one until it searches
the last shared domain.

Is the user

defined here? Campus domain

No Students domain
No Graduates domain
No Local domain

Initially, every computer with Mac OS X version 10.2 is set to use an automatic search policy.
It consists of three parts, two of which are optional:

» local directory domain
= shared NetInfo domains (optional)
» shared LDAPv3 domains (optional)

A computer’s automatic search policy always begins with the computer’s local directory
domain.
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Next the automatic search policy looks at the binding of shared NetInfo domains. The
computer’s local domain may be bound to a shared NetInfo domain, which may in turn be
bound to another shared NetInfo domain, and so on. The NetInfo binding, if any, constitutes
the second part of the automatic search policy. See “Configuring NetInfo Binding” on

page 106 for additional information.

The third and final part of a computer’s automatic search policy consists of shared LDAPv3
domains. They are included only if the computer uses a DHCP service that’s configured to
supply the addresses of one or more LDAPv3 servers. The DHCP service of Mac OS X Server
can supply LDAPV3 servers. See “Setting the LDAP Server for DHCP Clients” on page 505 in
Chapter 11, “DHCP Service.”

A computer’s automatic search policy may change if the computer is moved to a part of the
network served by a different DHCP service. When the user logs in at the new location, the
computer connects to the new DHCP service. The new DHCP service may change the
NetInfo binding and may supply a list of LDAPv3 servers different from the list supplied by
the DHCP service at the former location.

If you don’t want a Mac OS X version 10.2 computer—server or client—to use the automatic
search policy supplied by DHCP, you can define a custom search policy for the computer.

Campus domain \
Students domain
S LDAP Server 1

Graduates domain

Local domain

In this scenario, a custom search policy specifies that LDAP Server 1 be consulted when a
user record or other administrative data cannot be found in the directory domains of the
automatic search policy. The custom search policy also specifies that if the user information
or other administrative data is not found on the LDAP server, a shared Open Directory
domain named “Campus” is searched.



Keeping information in shared directory domains gives you more control over your network,
allows more users access to the information, and makes maintaining the information easier
for you. But the amount of control and convenience depends on the effort you put into
planning your shared domains. The goal of directory domain planning is to design the
simplest hierarchy of shared domains that gives your Mac OS X users easy access to the
network resources they need and minimizes the time you spend maintaining user records
and other administrative data.

When planning directory domains, you need to consider which Mac OS Server will host a
Password Server. This topic is covered later, in “Open Directory Password Server” on page 63.

If you do not need to share user and resource information among multiple Mac OS X
computers, there is very little directory domain planning necessary. Everything can be
accessed from local directory domains. Just ensure that all individuals who need to use a
particular Mac OS X computer are defined as users in the local directory domain on the
computer.

Log in to Local 4 Local
Mac OS X ——— = domain p domain
. Connect to S
Mac OS °
X Server

If you want to share information among Mac OS X computers, you need to set up at least one
shared domain.

Shared
domain

Login to Local 4 Local
Mac OS X ———p domain p domain
o Connect to ‘
Mac OS ©
X Server

A hierarchy this simple may be completely adequate when all your network computer users
share the same resources, such as printers and share points for home directories,
applications, and so forth.
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Larger, more complex organizations can benefit from a deeper directory domain hierarchy.
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Hierarchies that contain several shared domains let you make directory information visible
only to subsets of a network’s computers. In the foregoing example hierarchy, the
administrator can tailor the users and resources visible to the community of Mac OS X
computers by distributing directory information among six shared domains.

If you want all computers to have access to certain administrative data, you store that data in
the shared domain at the top of your hierarchy, where all computers can access it. To make
some data accessible only to a subset of computers, you store it in a shared domain that only
those computers can access.

You might want to set up multiple shared directory domains to support computers used by
specific groups within an organization. For example, you might want to make share points
containing programming applications and files visible only to engineering computers. On the
other hand, you might give technical writers access to share points that store publishing
software and document files. If you want all employees to have access to one another’s home
directory, you store mount records for all home directories in the topmost shared domain.

If you need more than one shared directory domain, you should organize your hierarchy of
shared domains to minimize the number of places data has to change over time. You should
also devise a plan that addresses how you want to manage such ongoing events as

= new users joining and leaving your organization
n file servers being added, enhanced, or replaced

» printers being moved among locations



You'll want to try to make each directory domain applicable to all the computers that use it
so you don’t have to change or add information in multiple domains. In the education
hierarchy example, all students may have user records in the Students domain and all
employees may have accounts in the Employees domain. As undergraduate students leave or
become graduate students, or as employees are hired or retire, the administrator can make
adjustments to user information simply by editing one domain.

If you have a widespread or complex hierarchy of directory domains in a network that is

managed by several administrators, you need to devise strategies to minimize conflicts. For
example, you can predefine ranges of user IDs (UIDs) to avoid inadvertent file access. (For
more information, see “Defining User IDs” on page 141 in Chapter 3, “Users and Groups.”)

If you need more than one shared domain, you need to identify the computers on which
shared domains should reside. Shared domains affect many users, so they should reside on
Mac OS X Servers that have the following characteristics:

m restricted physical access
= limited network access

» equipped with high-availability technologies, such as uninterruptible power supplies

You should select computers that will not be replaced frequently and that have adequate
capacity for growing directory domains. While you can move a shared domain after it has
been set up, you may need to reconfigure the search policies of computers that bind to the
shared domain so that their login hierarchies remain intact.

Besides providing directory services on Mac OS X Servers and other Mac OS X computers,
Open Directory can also provide authentication services. An Open Directory Password Server
can store and validate user passwords for login and other network services that require
authentication. A Password Server supports basic authentication as well as authentication
methods that protect the privacy of a password during transmission on the network. A
Password Server lets you set up specific password policies for each user, such as automatic
password expiration and minimum password length.
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Authentication is part of the process by which your server determines whether it should
grant access to a user, computer, or program. Usually, access requires two tests:
authentication and authorization. For authentication, the requester must prove identity,
usually by providing a password. For authorization, the server determines what privileges the
authorized requester has to access a specific resource (for example, by determining whether
a user is the owner of a particular file).

Important A Password Server is the best means of authenticating Windows computer users
who want to access the Windows services of Mac OS X Server. You should set up a Password
Server when you first set up a Mac OS X Server on your network so that you are prepared to
start Windows services now or in the future. If you wait to set up a Password Server until after
you have created user accounts, you will have to reset the passwords of the user accounts.
Resetting passwords can be time consuming and can confuse users.

Your Mac OS X Server can host a Password Server, or it can get authentication services from a
Password Server hosted by another Mac OS X Server. If you have multiple Mac OS X Servers,

one of them can host a Password Server for all the others to use. In this case, you should set

up the Mac OS X Server that will host a Password Server and then set up the other Mac OS X
Servers to use the existing Password Server.

Each Open Directory domain can be associated with one Password Server or no Password
Server. This association happens automatically when the domain is set up with the Open
Directory Assistant application. An Open Directory domain and its associated Password
Server can be located on the same server, or the Password Server can be on a different server.
More than one Open Directory domain can be associated with a single Password Server.

When a user’s account is configured to use a Password Server, the user’s password is not
stored in a directory domain. Instead, the directory domain stores a unique password ID
assigned to the user by the Password Server. To authenticate a user, directory services pass
the user’s password ID to the Password Server. The Password Server uses the password ID to
find the user’s actual password and any associated password policy.

For example, the Password Server may locate a user’s password but discover that it has
expired. If the user is logging in, the login window asks the user to replace the expired
password. Then the Password Server can authenticate the user.

A Password Server can’t authenticate a user during login on a computer with Mac OS X
version 10.1 or earlier.

You'll find more information about configuring user accounts to use a Password Server in
“Understanding Password Validation” on page 193 of Chapter 3, “Users and Groups.”



A Password Server supports many different methods of authenticating users for login and
other network services, including CRAM-MD3, APOP, SMB-NT, SMB-LAN Manager, DHX, and
Digest-MD5. A Password Server is able to support a wide range of authentication methods
because it is based on the Simple Authentication and Security Layer (SASL) standard.

One reason Password Server supports many different authentication methods is that each
service that requires authentication uses some authentication methods but not others. File
service uses one set of authentication methods, Web service uses another set of methods,
mail service uses another set, and so on.

Some authentication methods are more secure than others. The more secure methods use
tougher algorithms to encode the authentication information that they transmit between
client and server. The more secure authentication methods also store passwords in a form
that can’t be recovered from the server.

You can enable or disable some authentication methods individually when you set up a
Password Server. Other authentication methods are always enabled.

The goal of your authentication settings should be to provide maximum convenience to
authorized users while keeping unauthorized users from gaining access to the server.

When deciding which authentication methods to enable, consider the following:
»  What balance do I want between ease of access and security?

»  What types of hardware and software will the server’s clients use?

» s myserver in a physically secure location?

Choosing the right authentication methods is very important. Choosing the wrong methods
can prevent authorized users from accessing the server, or even allow unauthorized access.
Basic information about each method is provided on the following pages. This information is
not a substitute for a thorough knowledge of authentication methods and how they affect
security and ease of access.

CRAM-MD5 is used by many email programs and by some LDAP software. It encodes
passwords when they are sent over the network, and stores them in a scrambled form on the
server. It offers good security during network transmission. A malicious user may be able to
obtain passwords by gaining access to the server and decoding the password file, although
doing this would be very difficult. If CRAM-MDS5 is disabled, some e-mail programs will
transmit passwords over the network in plain text format, which is a significant security risk.
If you use your server for SMTP or IMAP e-mail, you should probably enable CRAM-MDS5.
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APOP is used by many email programs. It encodes passwords when they are sent over the
network, and stores them in a recoverable form on the server. It offers good security during
network transmission. A malicious user may be able to obtain passwords by gaining access to
the server and decoding the password file, although doing this would be very difficult. If
APOP is disabled, some e-mail programs will transmit passwords over the network in plain
text format, which is a significant security risk. If you use your server for POP e-mail, you
should probably enable APOP.

SMB-NT authentication is required by default for some Microsoft Windows computers to
connect to the Mac OS X Server for Windows services. It is sometimes called Windows
Secure Password Exchange (NT). It encodes passwords when they are sent over the network,
and stores them in a scrambled form on the server. A malicious user may be able to obtain
passwords by gaining access to the server and decoding the password file, although doing
this would be very difficult. If SMB-NT authentication is disabled, each individual Windows
client system must be configured to work with the server. If you want Windows users to be
able to easily share files on your system, you should enable SMB-NT authentication.

SMB-LAN Manager authentication is required by default for some Microsoft Windows systems
to connect to the Mac OS X SMB Server. It is sometimes called Windows Secure Password
Exchange (LAN Manager). It encodes passwords when they are sent over the network, and
stores them in a scrambled form on the server. A malicious user may be able to obtain
passwords by gaining access to the server and decoding the password file, although doing
this would be very difficult. If SMB-LAN Manager authentication is disabled, each individual
Windows client system must be configured to work with the server. If you want Windows
users to be able to easily share files on your system, you should enable SMB-LAN Manager
authentication.

Diffie-Hellman Exchange (DHX) is used by Mac OS X Server file service and some other
Apple Filing Protocol (AFP) file servers. DHX strongly encodes passwords when they are sent
over the network. DHX is always enabled.

Mac OS 8.1-8.6 client computers must have their AppleShare Client software upgraded to
use DHX.

= Mac OS 8.1-8.6 client computers with a PowerPC processor should use AppleShare Client
version 3.8.8.

= Mac OS 8.1-8.5 clients with a 680X0 processor should use AppleShare Client version
3.8.7.



= Mac OS 8.1-8.6 client computers that have file server volumes mount automatically
during startup should use AppleShare Client version 3.8.3.

Digest-MD5 is used by the Mac OS X login window, many email programs, and some LDAP
software. This authentication method encodes passwords when they are sent over the
network, and stores them in a scrambled form on the server. It offers good security during
network transmission. Although very difficult, a malicious user may be able to obtain
passwords by gaining access to the server and decoding the password file. Digest-MD5 is
always enabled.

The Password Server maintains a record for each user that includes the following:

» Password ID, a 128-bit value assigned when the password is created. The value includes a
key for finding a user’s Password Services record.

» The password, stored in recoverable or hashed form. The form depends on the network
authentication methods enabled for the Password Server (using Open Directory
Assistant). If APOP is enabled, the Password Server stores a recoverable (encrypted)
password. If APOP is disabled, only hashes of the passwords are stored.

» The user’s short name, for use in Password Server log messages viewable in Server Status.

m Password policy data.

The Password Server stores passwords, but never allows passwords to be read. Passwords can
only be set and verified. Malicious users who want to gain access to your server must try to
log in over the network. Invalid password instances, logged by the Password Server, can alert
you to such attempts.

Using a Password Server offers flexible and secure password validation, but you need to make
sure that the server on which a Password Server runs is secure:

» Since the load on a Password Server is not particularly high, you can have several (or even
all) of your Open Directory server domains share a single Password Server.

n Set up IP firewall service so nothing is accepted from unknown ports. Password Server
uses TCP port 106.

»  Make sure that the Password Server’s computer is located in a physically secure location,
and don't connect a keyboard or monitor to it.

» Equip the server with an uninterruptible power supply.

» If possible, set up a Password Server on a server that is not used for any other activity.
This deployment is optimal but not required.
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The Password Server must remain available to provide authentication services. If the
Password Server goes down, password validation cannot occur. Therefore, backing up the
Password Server is important.

The following applications help you set up and manage directory domains and Password
Servers.

n Open Directory Assistant. Use to create and configure shared or standalone Open
Directory domains (NetInfo or LDAPv3) and to set up Open Directory Password Servers.
Located in /Applications/Utilities.

» Directory Access. Use to enable or disable individual directory service protocols; define
a search policy; configure connections to existing LDAPv3, LDAPv2, and NetInfo
domains; and configure data mapping for LDAPv3 and LDAPv2 domains. Located in
/Applications/Utilities.

n Server Status. Use to monitor directory services and view directory services logs. Located
in /Applications/Utilities.

Experts can also use the following applications to manage directory domains:

n Property List Editor. Use to add BSD configuration files that you want Open Directory to
access for administrative data, and change the mapping of the data in each BSD
configuration file to specific Mac OS X record types and attributes. Located in /Developer/
Applications if you have installed the Developer Tools software. Also located on the
Mac OS X Server installation disc named ‘“Administration Tools” at path “NetBoot, Network
Install/Image Manipulation.”

n Netlnfo Manager. Use to view and change records, attributes, and values in an Open
Directory domain (LDAPV3 or NetInfo) or in a NetInfo domain; manage a NetInfo
hierarchy; and back up and restore a NetInfo domain. Located in /Applications/Utilities.

» Terminal. Open to use UNIX command-line tools that manage NetInfo domains. Located
in /Applications/Utilities.

Here is a summary of the major tasks you perform to set up and maintain directory services.
See the pages indicated for detailed information about each task.

Step 1:

See “Before You Begin” on page 70 for a list of items to think about before you start
configuring directory domains and a Password Server.



Step 2:

Create shared directory domains on the Mac OS X Servers that you want to host them, and
set up an Open Directory Password Server on a Mac OS X Server that hosts a shared
directory domain. If you will be setting up more than one Mac OS X Server, start by setting
up the Mac OS X Server that will have the Password Server. Next, set up other Mac OS X
Servers that will host shared directory domains. Then set up any Mac OS X Servers that will
not host shared directory domains. For instructions, see “Setting Up an Open Directory
Domain and Password Server” on page 71

Step 3:

If some of your user information and other administrative data will not reside in Open
Directory domains, you must make sure your Mac OS X Servers and Mac OS X client
computers are able to access the other directory domains. For instructions, see the following
sections of this chapter:

= “Configuring Access to Existing LDAPv3 Servers” on page 91

» “Using an Active Directory Server” on page 98

m “Accessing an Existing LDAPv2 Directory” on page 100

» “Using NetInfo Domains” on page 105

» “Using Berkeley Software Distribution (BSD) Configuration Files” on page 110

Step 4:

Set up search policies so that all Mac OS X client computers have access to the shared
directory domains they need. Note that if all computers have Mac OS X version 10.2 and can
use the automatic search policy, there is nothing to set up. Otherwise, see “Setting Up Search
Policies” on page 87 for instructions.

If your network includes computers with Mac OS X versions earlier than 10.2, configure the
local domain on each of them so that it binds to a shared NetInfo domain. For instructions,
see “Using NetInfo Domains” on page 105.

Step 5:

You may want to disable some of the protocols that Open Directory uses to access directory
domains and to discover network services. For instructions, see “Configuring Open Directory
Service Protocols” on page 86.
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Before setting up directory services for the first time:

Understand why clients need directory data, as discussed in the first several sections of
this chapter.

Assess your server access requirements.
Identify which users need to access your Mac OS X Servers.

Users whose information can be managed most easily on a server should be defined in a
shared Open Directory domain on a Mac OS X Server. Some of these users may instead be
defined in Active Directory domains or LDAP domains on other servers.

These concepts are discussed in “Local and Shared Directory Domains” on page 50 and
“Directory Domain Hierarchies” on page 54.

Understand search policies, as described in “Search Policies for Directory Domain
Hierarchies” on page 38.

Design the hierarchy of shared directory domains.

Determine whether user information should be stored in a local directory domain or in a
directory domain that can be shared among servers. Design your directory domain
hierarchy, identifying the shared and local domains you want to use, the servers on which
the shared domains should reside, and the relationships between shared domains. In
general, try to limit the number of users associated with any directory domain to no more
than 10,000.

“Directory Domain Planning” on page 61 provides some guidelines that will help you
decide what your directory domain hierarchy should look like.

Assess your authentication needs.

Decide whether to use an Open Directory Password Server. Keep in mind that you must
have a Password Server to enforce password policies or to authenticate Windows
computer users for Windows services in a Mac OS X Server. Decide which Mac OS X
Server will host the Password Server. These concepts are discussed in “Open Directory
Password Server” on page 63.

Consider the best equipment and location for your servers.
Choose computers and locations that are reliable and accessible.
If possible, use a dedicated Mac OS X Server for directory services.

Make the server physically secure. It shouldn’t have a keyboard or monitor, especially if it
hosts a Password Server.

Pick server administrators very carefully. Give only trusted people administrator
passwords.

Have as few administrators as possible. Don’t delegate administrator access for minor
tasks, such as changing settings in a user record.



Always remember: directory information is authoritative. It vitally affects everyone whose
computers use it.

You must thoughtfully decide how to set up Open Directory domains and a Password Server
before you set up user accounts and have your Mac OS X Server provide services to users. To
decide how to set up Open Directory domains and a Password Server, ask yourself the
following questions.

Q: Do you want your network users to be able to log in from more than one computer? Do
you want to manage user and group accounts centrally? Do you want to manage user and
group preference settings centrally?

A: Ifyou answer yes to any of these questions, you must use a shared directory domain. If
no, then user and groups accounts will have to be managed separately on each network
computer.

Q: Will your network have more than one server?

A: Ifyes, you almost certainly need a shared directory domain. Set up the server that will
host the shared domain before setting up the other servers, which will use the shared
domain hosted by the first server.

Q: Will Windows computer users need to connect to any Mac OS X Server on your network,
either now or in the future? Will you want to enforce policies such as password expiration or
minimum password length? Will you need multiple authentication methods?

A: Unless you can answer emphatically and irrevocably no to all these questions, you need to
set up a Password Server. If your network will have more than one Mac OS X Server, you can
set up a Password Server on the first Mac OS X Server. Then you can configure the other
Mac OS X Servers to use the one Password Server.

You can use the Open Directory Assistant application to set up how a Mac OS X Server works
with directory information and a Password Server. Open Directory Assistant runs
automatically as part of the installation and setup process of Mac OS X Server. Subsequently
you can open Open Directory Assistant from the Finder.

If you create user accounts without a Password Server and later reconfigure to host or use a
Password Server, you will have to reset the user passwords to use the Password Server.

Important If you are discontinuing use of a Password Server, first change the password
validation strategy of the Password Server administrator to basic so that the administrator can
continue to log in to Mac OS X Server. You should also make the same change to any
ordinary users whose passwords are validated using the Password Server. For instructions,
see “Resetting Passwords Before Discontinuing Use of a Password Server” on page 203 of
Chapter 3, “Users and Groups.”
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To configure how your server works with directory information and a Password
Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.
For User Name, enter the user name of an administrator on the server.
For Password, enter the password for the user name you entered.

Follow the self-guided steps for configuring the server’s use of a directory domain and a
Password Server.

For detailed instructions on using Open Directory Assistant to set up specific directory
domain and Password Server configurations, see the next nine topics.

Using the Open Directory Assistant application, you can set up a Mac OS X Server to get
directory information and authentication information from an existing system. The Mac OS X
Server gets directory information from a shared Open Directory domain hosted by another
server. This other server’s configuration determines the source of authentication
information. This other server may provide authentication information from a Password
Server, get authentication information from yet another system’s Password Server, or use
passwords from user records in the shared Open Directory domain.

Important If you are changing a Mac OS X Server to no longer use or host a Password
Server, first change the password validation strategy of the Password Server administrator to
basic. You should also make the same change to any ordinary users whose passwords are
validated using the Password Server. Doing so ensures that these users can continue to log in
to Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to get directory services from an existing system

Open the Open Directory Assistant application.

It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.

For User Name, enter the user name of an administrator on the server.



For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

If a server is in a temporary location, you can’t configure the server to get directory services
from another server.

Advance to the Directory Use step, and then select the option “The server will get directory
information from an existing system.”

Go to the Configure step, where you specify how to access another Mac OS X Server’s
directory domain.

If you choose to access the directory using NetInfo, you must select one or more protocols
that your server can use to find another server’s NetInfo domain.

If you select Broadcast, your server scans your network for NetInfo servers. (With the
broadcast protocol, your server and the NetInfo server must be on the same subnet or on
a network that is configured for IP broadcast forwarding. In addition, the NetInfo Server
Tag must be “network” and the NetInfo server must have a machine record for your
server. For more information, see “Adding a Machine Record to a Parent NetInfo Domain”
on page 107.)

If you select DHCP, your server gets the address and tag of a NetInfo server from DHCP
service. (DHCP service must be configured to supply a NetInfo server’s address and tag.
For instructions, see “Setting NetInfo Options for a Subnet” on page 508 in Chapter 11,
“DHCP Service.”)

If you select Static IP Address, you must enter the IP address and tag of the server whose
NetInfo domain you want your server to use.

If you select more than one access protocol, your server attempts to find a NetInfo server
by using the selected protocols in this order: static, DHCP, broadcast. Don't select the
static or broadcast protocol if it isn't supported on the network, or the server may pause
while trying to use the unsupported protocol to find a NetInfo server.

If you choose to access the directory using Apple LDAP, you must specify how your server
finds an LDAP server.

If you select DHCP, your server gets the connection information for an LDAP server from
DHCP service. (DHCP service must be configured to supply an LDAP server’s address. For
instructions, see “Setting the LDAP Server for DHCP Clients” on page 505.)
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If you select Static IP Address, you must enter the IP address or DNS name of the

Mac OS X Server whose LDAP domain you want your server to use. You must also enter a
search base, which is a set of text items that tell your server where to look for directory
information on the LDAP server. Regardless of these settings, you can also specify whether
your server connects securely to the LDAP server by using a Secure Sockets Layer (SSL)
connection, and whether to use a custom or standard networking port for the LDAP
connection.

Note: If you choose Apple LDAP but specify connection information for a non-Apple
LDAP server, the mapping information for this LDAP server must be stored on the LDAP
server and the server must supply the mappings to its clients. All Apple LDAP servers
store their mappings and supply the mappings to their clients. Instructions for
configuring other LDAP servers to do this are included in “Configuring LDAPv3 Search
Bases and Mappings” on page 94.

If you choose to access the directory using Advanced Method, you must use the Directory
Access application to configure access to another server’s directory domain. For instructions,
see “Configuring Access to Existing LDAPv3 Servers” on page 91, “Using an Active Directory
Server” on page 98, or “Accessing an Existing LDAPv2 Directory” on page 100.

Advance to the Finish Up step, review its configuration summary, and click Go Ahead to
apply the displayed settings.

If you want to change any of the settings in the configuration summary, click the left arrow.
Keep clicking the left arrow until you get back to the step where you can make the desired
change. After changing the setting, click the right arrow until you get to the Finish Up step
again.

Click Restart or Directory Access, whichever button appears after Open Directory Assistant
changes the server’s directory services configuration.

The Restart button appears if you chose Apple LDAP or NetInfo in step 5.

The Directory Access button appears if you chose Advanced Method in step 5. Clicking this
button quits Open Directory Assistant and opens the Directory Access application, which you
must now use to configure access to another server’s directory domain. For instructions, see
“Configuring Access to Existing LDAPV3 Servers” on page 91, “Using an Active Directory
Server” on page 98, or “Accessing an Existing LDAPv2 Directory” on page 100.



Using the Open Directory Assistant application, you can set up a Mac OS X Server to provide
directory information and authentication information to other systems. The Mac OS X Server
provides directory information by hosting a shared Open Directory domain. In addition, the
server provides authentication information by hosting a Password Server. Other computers,
including Mac OS X Servers and Mac OS X clients, can be set up to access the shared
directory domain via LDAP and NetInfo. (LDAP access is optional.) Other Mac OS X Servers
can also be set up to use the Password Server.

If your Mac OS X Server currently gets directory information from another server and you
change to providing directory information to other computers, user records and other
information that is stored in the other server’s shared directory domain will no longer be
available. The user records and other information will still exist in the other shared directory
domain, but your Mac OS X Server will not access it.

Important If you are changing a Mac OS X Server to no longer use an existing Password
Server, first change the password validation strategy of the Password Server administrator to
basic. You should also make the same change to any ordinary users whose passwords are
validated using the Password Server. Doing so ensures that these users can continue to log in
to Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to host a shared Open Directory domain with a Password
Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.

For User Name, enter the user name of an administrator on the server. This user account will
become an administrator of the Password Server.

For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

If a server is in a temporary location, you can’t configure the server to provide directory
services to other computers.

Advance to the Directory Use step, and then select the option “The server will provide
directory information to other computers.”
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Go to the Configure step, where you specify how other computers can access the server’s
shared Open Directory domain.

Other computers can always access the server’s shared domain via NetInfo.

Select “Enable LDAP support on this server” if you want other computers to be able to access
the server’s shared domain via LDAP as well.

Advance to the first Security step and select “Password and authentication information will be
provided to other systems.”

Advance to the next Security step.

Open Directory Assistant displays the short name of the user account that will become an
administrator of the Password Server. This user account is the one you used to authenticate
when you started Open Directory Assistant. You can make additional Password Server
administrators by selecting the option “User can administer this directory domain” in the
Basic pane of Workgroup Manager. For instructions, see “Assigning Administrator Rights for a
Directory Domain” on page 142 of Chapter 3, “Users and Groups.”

Go to the next Security step and select the authentication methods that you want the
Password Server to support.

SMB-NT is required for some Windows computers to get Windows services in Mac OS X
Server.

SMB-LAN Manager is required for some Windows computers to get Windows services in
Mac OS X Server.

CRAM-MDS5 can be used for IMAP mail service by Mac OS X Server and users’ mail client
software. CRAM-MD3 is also used by some LDAP software.

APOP can be used for POP mail service by Mac OS X Server and users’” mail client software.

In addition to the listed authentication methods, Password Server always supports the
following methods: DHX and Digest-MD5.

You'll find more information about the different authentication methods in “Password Server
Authentication Methods” on page 65.

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

After configuring a Mac OS X Server to host an Open Directory domain, you can configure
other Mac OS X computers to access the domain. Use the Directory Access application on
each other Mac OS X computer or use Directory Access on the server to configure other
Mac OS X computers remotely. For instructions, see “Setting Up Search Policies” on page 87
through “Configuring Directory Access on a Remote Computer” on page 114.



Using the Open Directory Assistant application, you can set up a Mac OS X Server to provide
directory information to other systems while it obtains authentication information from
another system. The Mac OS X Server provides directory information by hosting a shared
Open Directory domain. This server obtains authentication information from another
server’s Password Server.

Other computers, including Mac OS X Servers and Mac OS X clients, can access the shared
directory domain via LDAP and NetInfo. (LDAP access is optional.)

If your Mac OS X Server currently gets directory services from another server and you change
to providing directory services to other computers, user records and other information that
is stored in the other server’s shared directory domain will no longer be available. The user
records and other information will still exist in the other shared directory domain, but your
Mac OS X Server will not access it.

Important If you are changing a Mac OS X Server to no longer host a Password Server, first
change the password validation strategy of the Password Server administrator to basic. You
should also make the same change to any ordinary users whose passwords are validated
using the Password Server. Doing so ensures that these users can continue to log in to

Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to host a shared Open Directory domain and use an
existing Password Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.

For User Name, enter the user name of an administrator on the server. This user account will
become an administrator of the existing Password Server.

For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

If a server is in a temporary location, you can't configure the server to provide directory
services to other computers.

Advance to the Directory Use step, and then select the option “The server will provide
directory information to other computers.”
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Go to the Configure step, where you specify how other computers can access the server’s
shared Open Directory domain.

Other computers can always access the server’s shared domain via NetInfo.

Select “Enable LDAP support on this server” if you want other computers to be able to access
the server’s shared domain via LDAP as well.

Advance to the first Security step and select “Password and authentication information will be
obtained from another system.”

Go to the next Security step and enter the connection and authentication information for the
Password Server host.

For Address, enter the DNS name or IP address of the Mac OS X Server whose Password
Server server you want to use.

For User Name, enter the user name of an administrator of the Password Server. This
administrator is 2 domain administrator for the directory domain with which the Password
Server is associated, and the administrator’s password is validated using that Password
Server. For more information on Password Server administrators, see ‘Assigning
Administrator Rights for a Password Server” on page 201 of Chapter 3, “Users and Groups.”

For Password, enter the password for the user name you entered.

In the next Security step, Open Directory Assistant displays the short name of the user
account that will become an administrator of the Password Server.

This user account is the one you used to authenticate when you started Open Directory
Assistant. You can make additional Password Server administrators by selecting the option
“User can administer this directory domain” in the Basic pane of Workgroup Manager. For
instructions, see “Assigning Administrator Rights for a Directory Domain” on page 142 of
Chapter 3, “Users and Groups.”

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

Using the Open Directory Assistant application, you can set up a Mac OS X Server to provide
directory information to other computers while it stores and accesses authentication
information locally in user records. The Mac OS X Server provides directory services by
hosting a shared Open Directory domain. This server obtains authentication information
directly from user records, without using a Password Server.

Other computers, including Mac OS X Servers and Mac OS X clients, can access the shared
directory domain via LDAP and NetInfo. (LDAP access is optional.)



If you create user accounts without a Password Server and later reconfigure your Mac OS X
Server to host or use a Password Server, you will have to reset the user passwords to use the
Password Server.

If your Mac OS X Server currently gets directory services from another server and you change
to providing directory services to other computers, user records and other information that
is stored in the other server’s shared directory domain will no longer be available. The user
records and other information will still exist in the other shared directory domain, but your
Mac OS X Server will not access it.

Important If you are changing a Mac OS X Server to no longer use or host a Password
Server, first change the password validation strategy of the Password Server administrator to
basic. You should also make the same change to any ordinary users whose passwords are
validated using the Password Server. Doing so ensures that these users can continue to log in
to Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to host a shared Open Directory domain with no
Password Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.
For User Name, enter the user name of an administrator on the server.
For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

If a server is in a temporary location, you can’t configure the server to provide directory
services to other computers.

Advance to the Directory Use step, and then select the option “The server will provide
directory information to other computers.”

Go to the Configure step, where you specify how other computers can access the server’s
shared Open Directory domain.

Other computers can always access the server’s shared domain via NetInfo.

Select “Enable LDAP support on this server” if you want other computers to be able to access
the server’s shared domain via LDAP as well.
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Advance to the Security step and select “Password and authentication information will be
stored and accessed locally in user records.”

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

Using the Open Directory Assistant application, you can set up a Mac OS X Server to use only
its local directory domain, while the server provides authentication information to other
systems. The Mac OS X Server provides authentication information by hosting a Password
Server. The server does not provide directory information to other computers or get
directory information from an existing system. (The local directory domain cannot be
shared.)

If your Mac OS X Server currently gets directory information from another server and you
change to getting directory information only from the local directory domain, user records
and other information that is stored in the other server’s shared directory domain will no
longer be available. The user records and other information will still exist in the other shared
directory domain, but your Mac OS X Server will not access them.

Important If you are changing a Mac OS X Server to no longer use an existing Password
Server, first change the password validation strategy of the Password Server administrator to
basic. You should also make the same change to any ordinary users whose passwords are
validated using the Password Server. Doing so ensures that these users can continue to log in
to Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to use only its own non-shared local directory domain
with a Password Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.

For User Name, enter the user name of an administrator on the server. This user account will
become an administrator of the Password Server.

For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

Ifa server is in a temporary location, you can’t configure the server to provide authentication
information to other systems.



Advance to the Directory Use step, and then select the option “The server will use a non-
shared local directory.”

Go to the first Security step and select “Password and authentication information will be
provided to other systems.”

Advance to the next Security step.

Open Directory Assistant displays the short name of the user account that will become an
administrator of the Password Server. This user account is the one you used to authenticate
when you started Open Directory Assistant. You can make additional Password Server
administrators by selecting the option “User can administer this directory domain” in the
Basic pane of Workgroup Manager. For instructions, see “Assigning Administrator Rights for a
Directory Domain” on page 142 of Chapter 3, “Users and Groups.”

Go to the next Security step and select the authentication methods that you want the
Password Server to support.

SMB-NT is required for some Windows computers to get Windows services in Mac OS X
Server.

SMB-LAN Manager is required for some Windows computers to get Windows services in
Mac OS X Server.

CRAM-MDS5 can be used for IMAP mail service by Mac OS X Server and users’ mail client
software. CRAM-MDS5 is also used by some LDAP software.

APOP can be used for POP mail service by Mac OS X Server and users’ mail client software.

In addition to the listed authentication methods, Password Server always supports the
following methods: DHX and Digest-MD5.

You'll find more information about the different authentication methods in “Password Server
Authentication Methods” on page 65.

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

Using the Open Directory Assistant application, you can set up a Mac OS X Server to use only
its local directory domain, while it obtains authentication information from another system.
This server obtains authentication information from another server’s Password Server. The
server does not provide directory information to other computers or get directory
information from an existing system. (The local directory domain cannot be shared.)
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If your Mac OS X Server currently gets directory information from another server and you
change to getting directory information only from the local directory domain, user records
and other information that is stored in the other server’s shared directory domain will no
longer be available. The user records and other information will still exist in the other shared
directory domain, but your Mac OS X Server will not access them.

Important If you are changing a Mac OS X Server to no longer host a Password Server, first
change the password validation strategy of the Password Server administrator to basic. You
should also make the same change to any ordinary users whose passwords are validated
using the Password Server. Doing so ensures that these users can continue to log in to

Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”

To configure a server to use only its own non-shared local directory domain
with a Password Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.

For User Name, enter the user name of an administrator on the server. This user account will
become an administrator of the existing Password Server.

For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

If a server is in a temporary location, you can’t configure the server to get authentication
information from an existing Password Server.

Advance to the Directory Use step, and then select the option “The server will use a non-
shared local directory.”

Advance to the first Security step and select “Password and authentication information will be
obtained from another system.”

Go to the next Security step and enter the connection and authentication information for the
Password Server host.

For Address, enter the DNS name or IP address of the Mac OS X Server whose Password
Server server you want to use.



For User Name, enter the user name of an administrator of the Password Server. This
administrator is a domain administrator for the directory domain with which the Password
Server is associated, and the administrator’s password is validated using that Password
Server. For more information on Password Server administrators, see ‘Assigning
Administrator Rights for a Password Server” on page 201 of Chapter 3, “Users and Groups.”

For Password, enter the password for the user name you entered.

In the next Security step, Open Directory Assistant displays the short name of the user
account that will become an administrator of the Password Server.

This user account is the one you used to authenticate when you started Open Directory
Assistant. You can make additional Password Server administrators by selecting the option
“User can administer this directory domain” in the Basic pane of Workgroup Manager. For
instructions, see “Assigning Administrator Rights for a Directory Domain” on page 142 of
Chapter 3, “Users and Groups.”

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

Using the Open Directory Assistant application, you can set up a Mac OS X Server to use only
its local directory domain while it stores and accesses authentication information locally in
user records. This server obtains authentication information directly from user records,
without using a Password Server. The server does not provide directory information to other
computers or get directory information from an existing system. (The local directory domain
cannot be shared.)

If you create user accounts without a Password Server and later reconfigure your Mac OS X
Server to host or use a Password Server, you will have to reset the user passwords to use the
Password Server.

If your Mac OS X Server currently gets directory information from another server and you
change to getting directory information only from the local directory domain, user records
and other information that is stored in the other server’s shared directory domain will no
longer be available. The user records and other information will still exist in the other shared
directory domain, but your Mac OS X Server will not access them.

Important If you are changing a Mac OS X Server to no longer use or host a Password
Server, first change the password validation strategy of the Password Server administrator to
basic. You should also make the same change to any ordinary users whose passwords are
validated using the Password Server. Doing so ensures that these users can continue to log in
to Mac OS X Server. For instructions, see “Resetting Passwords Before Discontinuing Use of a
Password Server” on page 203 of Chapter 3, “Users and Groups.”
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To configure a server to use only its own non-shared local directory domain
with no Password Server:

Open the Open Directory Assistant application.
It is located in the /Applications/Utilities folder.

Enter the connection and authentication information for the Mac OS X Server that you want
to configure, then click Connect.

For Address, enter the DNS name or IP address of the server that you want to configure.
For User Name, enter the user name of an administrator on the server.
For Password, enter the password for the user name you entered.

Click the right arrow to get to the Location step and select the setting that describes the
server’s current IP address and subnet.

A server can use its non-shared local directory domain with no Password Server whether the
server is using a permanent or a temporary IP address and subnet.

Click the right arrow and go to step 7 if you specified that the server is using a temporary IP
address and subnet, or continue with the next step if you specified that the server is using a
permanent IP address and subnet.

Advance to the Directory Use step, and then select the option “The server will use a non-
shared local directory.”

Advance to the Security step and select “Password and authentication information will be
stored and accessed locally in user records.”

In the onscreen Finish Up step, click Go Ahead to configure the server with the displayed
settings.

Deleting a shared Open Directory domain should be a last resort, and should be done only
after setting up a replacement directory domain on another server. All servers and client
computers that are configured to use the directory domain being deleted must be
reconfigured to use another directory domain.

Instead of deleting a shared Open Directory domain, you can reconfigure a server to use
only its non-shared local directory domain or get directory information from another server.
Either of these changes will stop the server from using the shared directory domain, but the
shared directory domain and the information it contains will remain on the server. The
decommissioned directory domain can be reactivated by using the Directory Access
application to bind the server’s local, non-shared directory domain to the decommissioned
directory domain. For instructions, see “Configuring NetInfo Binding” on page 106.



After making sure that no servers or client computers are using a shared Open Directory
domain, you can delete it by using Open Directory Assistant.

When you delete a directory domain, all user account information and other
administrative data that it contains is lost.

To delete a shared directory domain hosted by a Mac OS X Server:

As a replacement for the directory domain to be deleted, set up a shared Open Directory
domain on another Mac OS X Server.

Create or import user and group accounts, set up share points, and set managed preferences
in the replacement Open Directory domain.

For instructions, see Chapter 3, “Users and Groups,” Chapter 4, “Sharing,” and Chapter 6,
“Client Management: Mac OS X.”

Reconfigure servers and client computers to use the replacement directory domain.

Make sure servers and clients are not using NetInfo binding with the old directory domain.
For instructions, see “Using NetInfo Domains” on page 105.

If the old directory domain is part of an automatic search policy supplied by DHCP, change
the DHCP service to supply another directory domain instead. For instructions, see “Setting
the LDAP Server for DHCP Clients” on page 505 and “Setting NetInfo Options for a Subnet”
on page 508 in Chapter 11, “DHCP Service.”

Migrate users to their accounts in the replacement directory domain.

When you are certain that the old directory domain is not being used in any way and you will
never need the information it contains, you can delete it.

Start Open Directory Assistant.

Enter the connection and authentication information for the Mac OS X Server that hosts the
shared domain you want to delete, then click Connect.

For Address, enter the DNS name or IP address of the server.

For User Name, enter the user name of an administrator on the server.
For Password, enter the password for the user name you entered.
Choose Delete Hosted Domain from the Domain menu.

Go through Open Directory Assistant to configure the server to use another server’s shared
directory domain or to use only the server’s local, non-shared directory domain.

For instructions, see “Using Another Server’s Shared Directory Domain” on page 72; “Using a
Non-Shared Local Directory Domain With a Password Server” on page 80; “Using a Non-
Shared Local Directory Domain and an Existing Password Server” on page 81; or “Using a
Non-Shared Local Directory Domain With No Password Server” on page 83.
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Open Directory uses many protocols to access administrative data in directory domains and
discover services on the network. You can enable or disable each of the protocols individually
by using the Directory Access application. The protocols include

n AppleTalk, the legacy Mac OS protocol for file and print services. AppleTalk is configured
automatically.

= BSD Configuration Files, the original method still used by some organizations for
accessing administrative data on UNIX computers. For instructions on configuring it, see
“Using Berkeley Software Distribution (BSD) Configuration Files” on page 110.

n Lightweight Directory Access Protocol version 2 (LDAPv2), an open standard that Open
Directory can use to access (read-only) directory domains on a variety of servers. For
instructions on configuring it, see “Accessing an Existing LDAPv2 Directory” on page 100.

» LDAPv3, a newer version of the popular directory services protocol, which Open
Directory uses to access (read and write) data in Open Directory domains on computers
and servers with Mac OS X version 10.2, Active Directory domains on Windows servers,
and directory domains on various other servers. For instructions on configuring it, see
“Changing Basic LDAPv3 Settings” on page 90, “Configuring Access to Existing LDAPv3
Servers” on page 91, and “Using an Active Directory Server” on page 98.

= Netlnfo, an Apple directory services protocol that Open Directory can use to access (read

and write) data in directory domains on all Mac OS X computers. For instructions on
configuring it, see “Using NetInfo Domains” on page 105.

» Rendezvous, an Apple protocol for discovering file, print, and other services on Internet
Protocol (IP) networks. Rendezvous is configured automatically.

= Service Location Protocol (SLP), an open standard for discovering file and print services
on IP networks. SLP is configured automatically.

» Server Message Block (SMB), a protocol used by Microsoft Windows for file and print
services. For instructions on configuring it, see “Configuring SMB Service Discovery” on
page 87.

If you disable a protocol on a computer, Open Directory does not use it for directory access
or service discovery on the computer. Other network services may still use the protocol,
however. For example, if you disable the AppleTalk protocol, Open Directory does not use it
to discover file servers, but you can still connect to an AppleTalk file server if you know its
URL.

To enable or disable protocols used by Open Directory:
In Directory Access, click the Services tab.
If the lock icon is locked, click it and type the name and password of a server administrator.

Click the checkbox next to the protocol that you want to enable or disable.



Click Apply.

You can configure how Mac OS X uses the Server Message Block (SMB) protocol to discover
Windows file servers on the network. You can use the Directory Access application to specify
the following:

» the Windows workgroup that the Macintosh is in

» 2 Windows Internet Name Service (WINS) server on the network

To configure discovery of Windows SMB file servers:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select SMB in the list of services, then click Configure.

In the Workgroup field, type a workgroup name or select one from the drop-down list.

The drop-down list includes the names of Windows workgroups that other computers on the
network belong to.

Enter the DNS name or IP address of a WINS server that provides NetBIOS name resolution
for the network.

A WINS Server resolves Windows computer names to IP addresses on a network with routers
and multiple subnets.

If the network does not have a WINS server, leave the WINS Server field blank.
Click OK.

This section describes how to configure the search policy that Open Directory uses when it
retrieves authentication information and other administrative data from directory domains.
The search policy can also include protocols for discovering services on the network, such as
file and print services.

A Mac OS X computer—server or client—actually has more than one search policy. The
authentication search policy is used to find authentication information and most other
administrative data. The contacts search policy is used by mail, address book, personal
information manager, and similar applications to locate name, address, and other contact
information.
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You can configure the authentication search policy for a Mac OS X Server or other Mac OS X
computer by using the Directory Access application. You can use the same application to
configure the computer’s contacts search policy. (The Open Directory Assistant application
also configures the authentication search policy of a Mac OS X Server, but does not offer as
many options as Directory Access.)

You can configure the search policy of the computer on which you are running Directory
Assistant as follows:

» Use the automatic search policy—shared NetInfo domains, list of LDAP servers supplied
by DHCP, or both.

= Define a custom search policy for the computer if it needs to search additional directory
servers, BSD configuration files, or service discovery protocols.

» Use only the computer’s local directory domain.

You can configure a Mac OS X computer to use the automatic search policy. This is the
default configuration. You can configure a computer to use the automatic search policy by
using the Directory Access application on the computer.

The automatic search policy always includes the local directory domain. The automatic
search policy also includes shared NetInfo domains to which the computer is bound and
shared LDAPv3 domains supplied by DHCP. The shared NetInfo domains are optional, as are
the shared LDAPv3 domains. For more information, see “Using NetInfo Domains” on

page 105 and “Setting the LDAP Server for DHCP Clients” on page 505.

To use the automatic search policy supplied by DHCP:
In Directory Access, click the Authentication tab or the Contacts tab.

Click Authentication to configure the search policy used for authentication and most other
administrative data.

Click Contacts to configure the search policy used for contact information in some mail,
address book, and personal information manager applications.

If the lock icon is locked, click it and type the name and password of a server administrator.

Choose Automatic from the Search pop-up menu, then click Apply.

You can configure a Mac OS X computer to search specific Open Directory servers, LDAP
servers, Netnfo domains, BSD configuration files, or directory service protocols in addition
to the servers in the automatic search policy. You define a custom search policy with the
Directory Access application on the computer that you want to configure.



Note: Make sure the computer has been configured to access the LDAP servers, Active
Directory servers, NetInfo domains, and BSD configuration files that you want to add to the
search policy. For instructions, see the subsequent sections of this chapter.

To define a custom search policy for the computer:
In Directory Access, click the Authentication tab or the Contacts tab.

Click Authentication to configure the search policy used for authentication and most other
administrative data.

Click Contacts to configure the search policy used for contact information in some mail,
address book, and personal information manager applications.

If the lock icon is locked, click it and type the name and password of a server administrator.
Choose “Custom path” from the Search pop-up menu.

Click Add.

Select from the list of available directories and click Add.

To add multiple directories, select more than one and click Add.

Change the order of the listed directory domains as needed, and remove listed directory
domains that you don’t want in the search policy.

Move a listed directory domain by dragging it up or down.
Remove a listed directory domain by selecting it and clicking Remove.
Click Apply.

If you want to limit the access that a computer has to authentication information and other
administrative data, you can restrict the computer’s authentication search policy to the local
directory domain. If you do this, users without local accounts on the computer will be unable
to log in or authenticate for any services it provides. You can configure a computer to use
only its local directory domain by using the Directory Access application on the computer.

To restrict a computer to its local directory domain:
In Directory Access, click the Authentication tab or the Contacts tab.

Click Authentication to configure the search policy used for authentication and most other
administrative data.

Click Contacts to configure the search policy used for contact information in some mail,
address book, and personal information manager applications.

If the lock icon is locked, click it and type the name and password of a server administrator.

Choose “Local directory” from the Search pop-up menu, then click Apply.

Directory Services 89



90

Chapter 2

You can use the Directory Access application to change basic settings for accessing LDAPv3
servers, including the shared Open Directory domains of Mac OS X Servers:

» Enable or disable use of LDAPv3 servers supplied by DHCP.
= Reveal an intermediate level of LDAPv3 information and options.

The Open Directory Assistant application also configures use of LDAPY3 servers supplied by
DHCP, but does not offer as many options as Directory Access.

Your Mac OS X computer can automatically access LDAPv3 servers via DHCP. This automatic
access requires that the DHCP service be configured to supply an LDAPv3 server on request.

You can enable or disable this method of accessing an LDAPv3 server for each network
location that is defined in the Network pane of System Preferences.

To enable or disable automatic access to an LDAPv3 server:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

From the Location pop-up menu, choose the network location that you want to affect, or
use Automatic.

Click the checkbox to enable or disable use of the LDAPV3 server supplied by DHCP.

If you disable this setting, this computer doesn’t use any LDAPv3 servers supplied by DHCP.
However, the computer may automatically access shared NetInfo domains. See “Using
NetInfo Domains” on page 105 for more information.

If you enable this setting, the DHCP service should be configured to supply one or more
LDAPv3 server addresses. For instructions, see “Setting the LDAP Server for DHCP Clients”
on page 505 in Chapter 11, “DHCP Service.”

You can show or hide a list of available LDAPV3 server configurations. When you show the
list, you see and can change some settings for each LDAPv3 configuration.

To show or hide the available LDAPv3 configurations:
In Directory Access, click the Services tab.
If the lock icon is locked, click it and type the name and password of a server administrator.

Select LDAPY3 in the list of services, then click Configure.



From the Location pop-up menu, choose the network location that you want to see, or
use Automatic.

Click Show Options or Hide Options.

On a Mac OS X computer that is not configured to access an LDAPv3 server automatically via
DHCP, you can manually configure access to one or more LDAPV3 servers. You can do the
following:

» Create server configurations and enable or disable them individually. For instructions, see
“Creating an LDAPv3 Configuration” on page 91.

= Edit the settings of a server configuration. For instructions, see “Editing an LDAPY3
Configuration” on page 92.

» Duplicate a configuration. For instructions, see “Duplicating an LDAPv3 Configuration” on
page 93.

» Delete a configuration. For instructions, see “Deleting an LDAPv3 Configuration” on
page 93.

» Change the connection settings for an LDAPv3 configuration. For instructions, see
“Changing an LDAPv3 Configuration’s Connection Settings” on page 94.

= Define custom mappings of Mac OS X record types and attributes to LDAPY3 record types,
search bases, and attributes. For instructions, see “Configuring LDAPv3 Search Bases and
Mappings” on page 94; “Mapping Config Record Attributes for LDAPV3 Directory
Domains” on page 97; and “Editing RFC 2307 Mapping to Enable Creating Users” on
page 97.

» Populate LDAPv3 directory domains with records and data. For instructions, see
“Populating LDAPv3 Domains With Data for Mac OS X” on page 98.

You can use Directory Access to create a configuration for an LDAPv3 server.

To create an LDAPv3 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Click New and enter a name for the configuration.

Press Tab and enter the LDAPv3 server’s DNS name or IP address.
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Click the pop-up menu next to the DNS name or IP address and choose a mapping template
or choose From Server.

Before you can use Workgroup Manager to create users on a non-Apple LDAPv3 server that
uses RFC 2307 (UNIX) mappings, you must edit the mapping of the Users record type. For
instructions, see “Editing RFC 2307 Mapping to Enable Creating Users” on page 97.

Enter the search base for your LDAPv3 server and click OK.

If you chose a template in step 7, you must enter a search base, or the LDAPv3 server will
not function.

If you chose From Server in step 7, you may be able to leave the search base blank and have
the LDAPv3 server function. In this case, Open Directory will look for the search base at the
first level of the LDAPV3 server.

Select the SSL checkbox if you want Open Directory to use Secure Sockets Layer (SSL) for
connections with the LDAPV3 server.

After creating a new server configuration, you should add the server to an automatic search
policy supplied by a DHCP server or to a custom search policy. A computer can access an
LDAP server only if the server is included in the computer’s search policy, either automatic
or custom. For more information, see “Setting Up Search Policies” on page 87 and “Setting
the LDAP Server for DHCP Clients” on page 505 of Chapter 11, “DHCP Service.”

You can use Directory Access to change the settings of an LDAPv3 server configuration.
To edit an LDAPv3 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Change any of the settings displayed in the list of server configurations.

Click an Enable checkbox to activate or deactivate a server.

To change a configuration name, double-click it in the list.

To change a server name or IP address, double-click it in the list.

Choose a mapping template from the pop-up menu.

Click the SSL checkbox to enable or disable Secure Sockets Layer (SSL) connections.



You can use Directory Access to duplicate an LDAPv3 server configuration. After duplicating a
configuration, you can change its settings.

To duplicate an LDAPv3 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Select a server configuration in the list, then click Duplicate.

Change any of the duplicate configuration’s settings.

Click an Enable checkbox to activate or deactivate a server.

To change a configuration name, double-click it in the list.

To change a server name or IP address, double-click it in the list.

Choose a mapping template from the pop-up menu.

Click the SSL checkbox to enable or disable Secure Sockets Layer (SSL) connections.

After duplicating a server configuration, you should add the duplicate to an automatic search
policy supplied by a DHCP server or to a custom search policy. A computer can access an
LDAP server only if the server is included in the computer’s search policy, either automatic
or custom. For more information, see “Setting Up Search Policies” on page 87 and “Setting
the LDAP Server for DHCP Clients” on page 505 of Chapter 11, “DHCP Service.”

You can use Directory Access to delete an LDAPY3 server configuration.

To delete an LDAPv3 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Select a server configuration in the list, then click Delete.
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You can use Directory Access to change the connection settings for an LDAPV3 server
configuration.

To change the connection settings of an LDAPv3 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Select a server configuration in the list, then click Edit.

Click the Connection tab and change any of the settings.

Configuration Name identifies this configuration in the list of LDAPv3 configurations. (You
can also change the name directly in the list of LDAPv3 configurations.)

Server Name or IP Address specifies the server’s DNS name or its IP address. (You can also
change this directly in the list of LDAPv3 configurations.)

“Open/close times out in” specifies the number of seconds that Open Directory waits before
cancelling an attempt to connect to the LDAPv3 server.

“Connection times out in” specifies the number of seconds that Open Directory allows an
idle or unresponsive connection to remain open.

“Use authentication when connecting” determines whether Open Directory authenticates
itself as a user of the LDAPY3 server by supplying the Distinguished Name and Password
when connecting to the server.

“Encrypt using SSL” determines whether Open Directory encrypts communications with the
LDAPv3 server by using Secure Sockets Layer (SSL) connection. (You can also change this
setting directly in the list of LDAPv3 configurations.)

“Use custom port” specifies a port number other than the standard port for LDAPv3
connections (389 without SSL or 636 with SSL).

Each LDAPv3 configuration that you create specifies where data needed by Mac OS X resides
on the LDAPv3 server. You can edit the LDAPv3 search base for each Mac OS X record type.
You can edit the mapping of each Mac OS X record type to one or more LDAPv3 object
classes. For each record type, you can also edit the mapping of Mac OS X data types, or
attributes, to LDAPv3 attributes. You edit search bases and mappings with the Directory
Access application.



Note: The mapping of Mac OS X attributes can be different for each record type. Mac OS X
has separate LDAPv3 mappings for each record type.

Important When mapping Mac OS X user attributes to a read/write LDAPv3 directory
domain (an LDAPv3 domain that is not read-only), the LDAPv3 attribute mapped to
RealName must not be the same as the first attribute in a list of LDAPv3 attributes mapped to
RecordName. For example, the cn attribute must not be the first attribute mapped to
RecordName if cn is also mapped to RealName. If the LDAPv3 attribute mapped to RealName
is the same as the first attribute mapped RecordName, problems will occur when you try to
edit the full (long) name or the first short name in Workgroup Manager.

For detailed specifications of record types and attributes required by Mac OS X, see
Appendix A, “Data Requirements of Mac OS X Directory Services.”

To edit the search bases and mappings for an LDAPv3 server:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Select a server configuration in the list, then click Edit.

Click the Search & Mappings tab.

Select the mappings that you want to use as a starting point, if any.

Click “Read from Server” to edit the mappings currently stored in the LDAPV3 server whose
configuration you are editing.

Click the “Access this LDAPV3 server using” pop-up menu, choose a mapping template to use
its mappings as a starting point, or choose Custom to begin with no predefined mappings.
Add record types and change their search bases as needed.

To add record types, click the Add button below the Record Types and Attributes list. In the

sheet that appears, select Record Types, select one or more record types from the list, and
then click OK.

To change the search base of a record type, select it in the Record Types and Attributes List.
Then click the “Search base” field and edit the search base.

To remove a record type, select it in the Record Types and Attributes List and click Delete.

To add a mapping for a record type, select the record type in the Record Types and Attributes
List. Then click the Add button below “Map to __items in list” and enter the name of an
object class from the LDAPv3 domain. To add another LDAPv3 object class, you can press
Return and enter the name of the object class. Specify whether to use all or any of the listed
LDAPV3 object classes by using the pop-up menu above the list.
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To change a mapping for a record type, select the record type in the Record Types and
Attributes List. Then double-click the LDAPv3 object class that you want to change in the
“Map to __items in list” and edit it. Specify whether to use all or any of the listed LDAPv3
object classes by using the pop-up menu above the list.

To remove a mapping for a record type, select the record type in the Record Types and
Attributes List. Then click the LDAPv3 object class that you want to remove from the “Map to
__items in list” and click the Delete button below “Map to __items in list.”

Add attributes and change their mappings as needed.

To add attributes to a record type, select the record type in the Record Types and Attributes
List. Then click the Add button below the Record Types and Attributes list. In the sheet that
appears, select Attribute Types, select one or more attribute types, and then click OK.

To add a mapping for an attribute, select the attribute in the Record Types and Attributes List.
Then click the Add button below “Map to __items in list” and enter the name of an attribute
type from the LDAPv3 domain. To add another LDAPv3 attribute type, you can press Return
and enter the name of the attribute type.

To change a mapping for an attribute, select the attribute in the Record Types and Attributes
List. Then double-click the item that you want to change in the “Map to ___items in list” and
edit the item name.

To remove a mapping for an attribute, select the attribute in the Record Types and Attributes
List. Then click the item that you want to remove from the “Map to __items in list” and click
the Delete button below “Map to __ items in list.”

To change the order of attributes displayed in the list on the right, remove all of the listed
attributes and then add them again in the order that you want them listed.

Click Write to Server if you want to store the mappings on the LDAPv3 server so that it can
supply them automatically to its clients.

You must enter a search base to store the mappings, a distinguished name of an
administrator (for example, cn=admin,dc=example,dc=com) and a password. If you are
writing mappings to an Open Directory LDAP server, the correct search base is “cn=config,
<suffix>" (where <suffix> is the server’s search base suffix, such as
“dc=example,dc=com”).

The LDAPv3 server supplies its mappings to clients that are configured to use an automatic
search policy. For instructions on configuring the client search policy, see “Setting Up Search
Policies” on page 87.

The LDAPv3 server also supplies its mappings to clients that have been configured manually
to get mappings from the server. For instructions on configuring client access to the server,
see “Creating an LDAPv3 Configuration” on page 91 through “Changing an LDAPv3
Configuration’s Connection Settings” on page 94.



If you want to store information for managed Mac OS X users in an LDAPv3 directory
domain, make sure you map the following attributes of the Config record type: RealName
and DataStamp. If you do not map these attributes, the following error message will be
displayed when you use Workgroup Manager to change a user record that resides in the
LDAPv3 directory domain:

The attribute with name “dsRecTypeStandard:config” is not mapped.

You can ignore this message if you are not using Mac OS X client management, which
depends on the Config record type’s RealName and DataStamp attributes for a cache.

Before you can use Workgroup Manager to create users on a non-Apple LDAPY3 server that
uses RFC 2307 (UNIX) mappings, you must edit the mapping of the Users record type. You
do this with the Directory Access application.

To enable creating user records on an LDAPv3 server with RFC 2307 mappings:
In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Select the RFC 2307 server configuration in the list, then click Edit.

Click the Search & Mappings tab.

Select Users in the list on the left.

By default, “Map to __items in list” is set to Any and the list on the right includes
posixAccount, inetOrgPerson, and shadowAccount.

Change “Map to __items in list” to All and change the list on the right to the exact set of
LDAPV3 object classes to which you want the Users record type mapped.

For example, you may want to delete shadowAccount from the list so that Users maps to only
posixAccount and inetOrgPerson. Or you may want Users to map to account, posixAccount,
and shadowAccount.

To change an item on the list, double-click it.
To add an item to the list, click Add.
To delete the selected item from the list, click Delete.

To change the order of listed items, drag items up or down in the list.
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You can find out the object classes of existing user records on the LDAPv3 server by using the
UNIX tool Idapsearch in a Terminal window. The following example would display the object
classes for a user record whose cn attribute is “Leonardo da Vinci:”

| dapsearch -x -h | dapserver. exanpl e. com-b "dc=exanpl e, dc=cont
' cn=Leonardo da Vinci' objectd ass

The output displayed for this example command could be something similar to the
following:

# Leonardo da Vinci, exanple.com

dn: cn=Leonardo da Vinci, dc=exanple, dc=com
obj ect d ass: i net O gPerson

obj ect d ass: posi xAccount

After configuring LDAPV3 directory domains and setting up their data mapping, you can
populate them with records and data for Mac OS X. For directory domains that allow remote
administration (read/write access), use the Workgroup Manager application as follows:

» Identify share points and shared domains that you want to mount automatically in a
user’s /Network directory (the Network globe in Finder windows). Use the Sharing
module of Workgroup Manager. For instructions, see Chapter 4, “Sharing.”

= Define user records and group records and configure their settings. Use the Accounts
module of Workgroup Manager. For instructions, see Chapter 3, “Users and Groups.”

= Define lists of computers that have the same preference settings and are available to the
same users and groups. Use the Computers module of Workgroup Manager. For
instructions, see Chapter 6, “Client Management: Mac OS X.”

In all cases, use the At pop-up menu in Workgroup Manager to choose the LDAPv3 directory
domain. If the LDAPv3 domain is not listed in the At pop-up menu, choose Other from this
menu to select the LDAPY3 domain.

Note: To add records and data to a read-only LDAPv3 domain, you must use tools on the
server that hosts the LDAPv3 domain.

Your Mac OS X Server, like any computer with Mac OS X version 10.2, can use Open
Directory to access an Active Directory domain hosted by a Microsoft Windows server. This
section explains how to configure your Mac OS X Server and client Mac OS X computers to
access an Active Directory server. This section also explains how to use your Mac OS X Server
to populate the Active Directory domain with records and data.



In addition, you can edit, duplicate, or delete an Active Directory server configuration. You
can also change the connection settings and customize the mappings of an Active Directory
server configuration. The procedures for all these tasks are the same for Active Directory
servers as for LDAPV3 servers. For instructions, see “Configuring Access to Existing LDAPv3
Servers” on page 91.

Important Open Directory uses the LDAPv3 protocol, not Microsoft’s proprietary Active
Directory Services Interface (ADSI), to connect to Microsoft’s Active Directory. This chapter
does not explain how to configure Active Directory on a Windows server for LDAPv3 read/
write access. If you need assistance, consult an individual with Windows and Active Directory
expertise, refer to the documentation for these products, or go to the product support
center for your Windows server at the Microsoft Web site:

www.microsoft.com/support/

You can use Directory Access to create a configuration for an Active Directory server.

To create an Active Directory server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY3 in the list of services, then click Configure.

If the list of server configurations is hidden, click Show Options.

Click New and enter a name for the configuration.

Press Tab and enter the Active Directory server’s DNS name or IP address.

Click the pop-up menu next to the DNS name or IP address and choose Active Directory.
Enter the search base for your Active Directory server, then click OK.

Select the SSL checkbox if you want Open Directory to use Secure Sockets Layer (SSL) for
connections with the Active Directory server.

After creating a new Active Directory server configuration, you should add the server to an
automatic search policy supplied by a DHCP server or to a custom search policy. A computer
can access an Active Directory server only if the server is included in the computer’s search
policy, either automatic or custom. For more information, see “Setting Up Search Policies” on
page 87 and “Setting the LDAP Server for DHCP Clients” on page 505 of Chapter 11, “DHCP
Service.”
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If you want a Mac OS X computer to get administrative data from an Active Directory server,
the data must exist on the Active Directory server in the format required by Mac OS X. You
may need to add, modify, or reorganize data on the Active Directory server. You must make
the necessary modifications by using tools on the Active Directory server.

To set up an Active Directory server for Mac OS X directory services:

Go to the Active Directory server and configure it to support LDAPv3-based authentication
and password checking.

Modify the Active Directory object classes and attributes as necessary to provide the data
needed by Mac OS X.

Appendix B, “Integrating Mac OS X Directory Services With Active Directory,” describes two
scenarios for using an Active Directory domain with Mac OS X Server.

For detailed specifications of the data required by Mac OS X directory services, see
Appendix A, “Data Requirements of Mac OS X Directory Services.”

After creating an Active Directory server configuration and setting it up for Mac OS X
directory services, you can populate it with records and data for Mac OS X. If the Active
Directory server allows remote administration (read/write access), use the Workgroup
Manager application and the Server Settings applications as follows:

» Identify share points and shared domains that you want to mount automatically in a
user’s /Network directory (the Network globe in Finder windows). Use the Sharing
module of Workgroup Manager. For instructions, see Chapter 4, “Sharing.”

= Define user records and group records and configure their settings. Use the Accounts
module of Workgroup Manager. For instructions, see Chapter 3, “Users and Groups.”

» Define lists of computers that have the same preference settings and are available to the
same users and groups. Use the Computers module of Workgroup Manager. For
instructions, see Chapter 6, “Client Management: Mac OS X.”

Note: To add records and data to a read-only Active Directory server, you must use tools on
the Windows server.

You can configure a Mac OS X computer to retrieve administrative data from one or more
LDAPv2 servers. For each LDAPv2 server that you want the computer to access, you generally
do the following:

m Prepare the LDAPV2 server data. For instructions, see “Setting Up an LDAPv2 Server” on
page 101



» Create an LDAPv2 server configuration. For instructions, see “Creating an LDAPv2 Server
Configuration” on page 101.

» Change LDAPV2 server access settings as needed. For instructions, see “Changing LDAPv2
Server Access Settings” on page 102.

» Edit LDAPV2 search bases and data mappings as needed. For instructions, see “Editing
LDAPv2 Search Bases and Data Mappings” on page 103.

» Make sure the LDAPv2 server is included in a custom search policy. For more information,
see “Setting Up Search Policies” on page 87.

If you want a Mac OS X computer to get administrative data from an LDAPV2 server, the data
must exist on the LDAPv2 server in the format required by Mac OS X. You may need to add,
modify, or reorganize data on the LDAPv2 server. Mac OS X cannot write data to an LDAPv2
directory, so you must make the necessary modifications by using tools on the server that
hosts the LDAPv2 directory.

To set up an LDAPv2 server for Mac OS X:

Go to the LDAPV2 server and configure it to support LDAPv2-based authentication and
password checking.

Modify LDAPV2 server object classes and attributes as necessary to provide the data needed
by Mac OS X.

For detailed specifications of the data required by Mac OS X directory services, see
Appendix A, “Data Requirements of Mac OS X Directory Services.”

You need to create a configuration for an LDAPV2 server from which you want your computer
to get administrative data. Use the Directory Access application to create an LDAPv2
configuration.

To create an LDAPv2 server configuration:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPY2 in the list of services, then click Configure.

Create a new configuration or duplicate an existing configuration.

Click New to create a new configuration.

Click Duplicate to create a copy of the currently selected configuration.

Click the Identity tab, then enter a configuration name and server address.
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In the Name field, enter a descriptive name for the LDAPv2 server.

In the Address field, enter the LDAPv2 server’s DNS name or IP address.

Click the Access tab, then change the access settings as needed.

For detailed instructions, see “Changing LDAPv2 Server Access Settings” on page 102.

Click the Records tab and for any Mac OS X record type listed on the left, edit the LDAPv2
search base as needed on the right.

For detailed instructions, see “Editing LDAPv2 Search Bases and Data Mappings” on page 103.

Click the Data tab and for any Mac OS X data type listed on the left, edit the corresponding
LDAPv2 attributes on the right.

For detailed instructions, see “Editing LDAPv2 Search Bases and Data Mappings” on page 103.
Click OK.

Select the Enable checkbox to make the LDAPv2 server you just configured available for use
by directory services, then close the window and click Save.

After creating a new LDAPV2 server configuration, you should add the server to a custom
search policy. A computer can access an LDAPv2 server only if the server is included in the
computer’s custom search policy. For more information, see “Setting Up Search Policies” on
page 87 and “Setting the LDAP Server for DHCP Clients” on page 505 of Chapter 11, “DHCP
Service.”

You can change settings that determine how your computer accesses an LDAPV2 server. Use
the Directory Access application to change the settings.

To change access settings for an LDAPv2 server:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPv2 in the list of services, then click Configure.

Select a server configuration in the list, then click Edit.

Click the Access tab, then change the access settings as needed.

Select “Use anonymous access” if Open Directory should connect to the LDAPv2 server
without using a name and password.



Select “Use the username and password below” if Open Directory should not connect
anonymously. Enter the distinguished name (for example, cn=admin, cn=users,
dc=example, dc=com) and password that Open Directory should use to establish an
LDAPv2 server connection. Ensure that the LDAPv2 server is configured to accept any name
and password you specify.

Enter the number of seconds for “Open & close timeout,” which defines the maximum time
to wait before cancelling an attempt to connect to the LDAPv2 server. The default is 120
seconds.

Enter the number of seconds for “Search timeout,” which defines the maximum time to
spend searching for data on the LDAPv2 server. The default is 120 seconds.

Identify the port that should be used for the connection. The default is port 389. Ensure that
any number you specify is actually used by the LDAPv2 server.

Click OK, then close the window and click Save.

Each LDAPv2 configuration that you create specifies where data needed by Mac OS X resides
on the LDAPv2 server. You can edit the LDAPV2 search base for each Mac OS X record type.
You can also edit the mapping of Mac OS X data types, or attributes, to LDAPV2 attributes.
You edit search bases and data mappings with the Data Access application.

Note: The mapping of Mac OS X data types to LDAPv2 attributes is the same for all record
types. Mac OS X cannot have different LDAPv2 mappings for different record types.

For detailed specifications of record types and attributes required by Mac OS X see
Appendix A, “Data Requirements of Mac OS X Directory Services.”

To edit the search bases and data mappings for an LDAPv2 server:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select LDAPv2 in the list of services, then click Configure.

Select a server configuration in the list, then click Edit.

Click the Records tab and for any Mac OS X record type listed on the left, edit the LDAPv2
search base as needed on the right.

Select an item in the Record Type list, and then edit the “Maps to” value to specify a search
base on the LDAPv2 server that provides appropriate information.

Select Users in the Record Type list. Then edit the “Maps to” value to specify a search base on
the LDAPv2 server that provides user information. The default search base for the Users
record type is ou=people, 0=company name.
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Select Groups in the Record Type list. Then edit the “Maps to” value to specify a search base
on the LDAPv2 server that provides group information. The default search base for the
Groups record type is ou=groups, 0=company name.

As needed, select other items in the Record Types list and edit their “Maps to” values to
specify a search base on the LDAPv2 server that specifies the appropriate information.

Click the Data tab and for any Mac OS X data type listed on the left, edit the corresponding
LDAPv2 attributes on the right.

Select RecordName in the Data Type column. Then edit the “Maps to” value to identify one
or more LDAPv2 attributes that store the names a user can be known by, including the user’s
short name. This same mapping identifies the LDAPV2 attributes that store a group name for
the Groups record type.

Select UniquelD in the Data Type column. Then edit the “Maps to” value to identify the
LDAPv2 attribute that uniquely identifies a user. This same mapping identifies the LDAPv2
attribute that uniquely identifies a group in the Groups record type.

Select RealName in the Data Type column. Then edit the “Maps to” value to identify the
LDAPv2 attribute that stores the full user name.

Select MailAttribute in the Data Type column if users will be using mail service on the server.
Then edit the “Maps to” value to identify the LDAPv2 attribute that stores the user’s mail
settings in the required format.

Select EMailAddress in the Data Type column. Then edit the “Maps to” value to identify the
LDAPV2 attributes that store the forwarding address. This attribute is used for users without a
mail attribute.

Select Password in the Data Type column only if the LDAPv2 server stores user passwords in
UNIX crypt format. Then edit the “Maps to” value to identify the LDAPy2 attribute that stores
the password.

Select PrimaryGroupID in the Data Type column. Then edit the “Maps to” value to identify
the LDAPv2 attribute that stores the ID number for the user’s primary group.

Select HomeDirectory in the Data Type column. Then edit the “Maps to” value to identify the
LDAPv2 attributes that store the home directory information in the required format.

Select UserShell in the Data Type column. Then edit the “Maps to” value to identify the
LDAPv2 attribute that stores the path and filename of the user login shell. This is the default
shell used for command-line interactions with the server. Enter “None” to prevent users who
are defined in this directory from accessing the server remotely via a command line.

Select GroupMembership in the Data Type column. Then edit the “Maps to” value to identify
the LDAPv2 attribute that stores a list of users associated with the group. Users should be
identified using their short names.



If other items in the Data Type column will be retrieved from the LDAPV2 server, select them
one by one. When you select an item, edit the “Maps to” value to identify one or more
LDAPv2 attributes that store the appropriate information.

Click OK, then close the window and click Save.

Your Mac OS X Server can be part of a hierarchy of shared NetInfo domains. If you create a
shared directory domain on your server, other Mac OS X computers can access it via the
NetInfo protocol (as well as the LDAPv3 protocol). This makes your server a NetInfo parent,
and the other computers that bind to it are NetInfo children. Instructions for creating a
shared NetInfo domain are next.

You can also configure your Mac OS X Server to bind to a shared NetInfo domain on another
Mac OS X Server. This makes your server a NetInfo child of a NetInfo parent. For instructions,
see “Configuring NetInfo Binding” on page 106.

Expert system administrators can manage NetInfo domains as follows:

» Create machine records for broadcast binding to a shared NetInfo domain. For
instructions, see “Adding a Machine Record to a Parent NetInfo Domain” on page 107.

= Configure a shared NetInfo domain to use a particular port number instead of a
dynamically assigned port number. For instructions, see “Configuring Static Ports for
Shared NetInfo Domains” on page 108.

» View the contents of any NetInfo domain. For instructions, see “Viewing and Changing
NetInfo Data” on page 109.

» Perform other operations by using the Terminal application. For more information, see
“Using UNIX Utilities for NetInfo” on page 109.

Your Mac OS X Server can host a shared NetInfo domain. Then other Mac OS computers can
access the shared NetInfo domain for information about users and resources. The server that
hosts a shared NetInfo domain is called a parent, and a computer that accesses it is known as
achild.

The shared domain is actually a shared Open Directory domain that other computers access
using the NetInfo protocol. You set it up with the Open Directory Assistant application.

To create a shared Netinfo domain:
Open the Open Directory Assistant application.

Enter the connection and authentication information for the Mac OS X Server on which you
want to create the shared NetInfo domain, then click Connect.
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Click the right arrow to get to the Location step, and then select the setting that indicates the
server is at its permanent network location.

You cannot set up a shared NetInfo domain on a server that is in a temporary location.

Advance to the Directory Use step, and then select the option to provide directory
information to other servers.

Go to the Configure step, where you may select the option to enable LDAP support.
The shared directory automatically supports the NetInfo protocol. LDAP support is optional.
Go through the steps for configuring a Password Server.

As you go through each step, Open Directory Assistant displays the current Password Server
settings of the Mac OS X Server that you are configuring.

If you want the Password Server configuration to remain as-is, do not change any settings as
you go through these steps.

When you reach the Finish Up step, review its configuration summary and click Go Ahead to
apply the settings.

If you want to change any of the settings in the configuration summary, click the left arrow.
Keep clicking the left arrow until you get back to the step where you can make the desired
change. After changing the setting, click the right arrow until you get to the Finish Up step
again.

When a Mac OS X computer starts up, it can bind its local directory domain to a shared
NetInfo domain. The shared NetInfo domain can bind to another shared NetInfo domain.
The binding process creates a hierarchy of NetInfo domains.

A Netlnfo hierarchy has a branched structure. Local domains at the bottom of the hierarchy
bind to shared domains, which may in turn bind to other shared domains, and so on. Each
domain binds to only one shared domain, but a shared domain can have any number of
domains bind to it. A shared domain is called a parent domain, and each domain that binds
to it is a child domain. At the top of the hierarchy is one shared domain that doesn’t bind to
another domain; this is the root domain.

A Mac OS X computer can bind to a shared NetInfo domain by using any combination of
three protocols: static, broadcast, or DHCP.
» With static binding, you specify the address and NetInfo tag of the shared NetInfo

domain. This is most commonly used when the shared domain’s computer is not on the
same IP subnet as the computer that needs to access it.



= With DHCP binding, a DHCP server automatically supplies the address and NetInfo tag of
the shared NetInfo domain. To use DHCP binding, the DHCP server must be configured
to supply a NetInfo parent’s address and tag. For instructions, see “Setting NetInfo
Options for a Subnet” on page 508 in Chapter 11, “DHCP Service.”

»  With broadcast binding, the computer locates a shared NetInfo domain by sending out an
IP broadcast request. The computer hosting the shared domain responds with its address
and tag.

For broadcast binding, both computers must be on the same IP subnet or on a network
that is configured for IP broadcast forwarding.

The parent domain must have the NetInfo tag “network.”

The parent domain must have a machine record for each of its child domains. See “Adding
a Machine Record to a Parent NetInfo Domain” on page 107 for more information.

If you configure a computer to use multiple binding protocols and a parent is not located
with one protocol, another one is used. The protocols are used in this order: static, DHCP,
broadcast.

You can configure NetInfo binding by using the Directory Access application.

To bind a Mac OS X computer to a shared Netinfo domain:

In Directory Access, click the Services tab.

If the lock icon is locked, click it and type the name and password of a server administrator.
Select NetInfo in the list of services, then click Configure.

Select the binding protocols that you want the computer to use.

For broadcast binding, select “Attempt to connect using Broadcast protocol.”

For DHCP binding, select “Attempt to connect using DHCP protocol.”

For static binding, select “Attempt to connect to a specific NetInfo server.” Then enter the IP
address of the parent domain’s computer in the Server Address field and the parent domain’s
Netlnfo tag in the Server Tag field.

Click OK; then click Apply.

Restart the computer.

Mac OS X computers can bind their directory domains to a parent NetInfo domain by
using broadcast binding. The parent NetInfo domain must have a machine record for each
Mac OS X computer that can bind to it with broadcast binding. You can create a machine
record with the NetInfo Manager application.
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To add a machine record to a parent Netinfo domain:

Open NetInfo Manager on the computer where the parent domain resides, then open the
domain.

Click the lock and authenticate using the name and password of an administrator for the
directory domain.

To authenticate in NetInfo Manager, you must use an administrator account with a basic
password. NetInfo Manager can't authenticate an administrator account that uses Password
Server.

Select the machines directory in the Directory Browser list.

Choose New Subdirectory from the Directory menu,.

Double-click new_directory in the lower list and enter the DNS name of the child computer.
Choose New Property from the Directory menu.

In the lower list, change new_property to ip_address and change new_value to the IP
address of the child computer.

Choose New Property from the Directory menu.

Change new_ property to “serves” and then change new_value to the name and NetInfo tag
of the child’s local domain, using a “/” to separate them.

For example, you would change new_value to marketing.demoy/local for the local domain of
the computer named marketing.demo.

Choose Save Changes from the Domain menu, then click Update This Copy.

By default, Mac OS X dynamically selects a port in the range 600 through 1023 when it
accesses a shared NetInfo domain. You can configure a shared domain for NetInfo access
over specific ports. Use the NetInfo Manager application to do this.

To configure specific ports for Netinfo access to shared domains:

Open NetInfo Manager on the computer where the shared domain resides, then open the
domain.

Click the lock and authenticate using the name and password of an administrator for the
directory domain.

To authenticate in NetInfo Manager, you must use an administrator account with a basic
password. NetInfo Manager can’t authenticate an administrator account that uses Password
Server.

Select the “/” directory in the Directory Browser list.



To change the value of an existing port property, double-click the value in the Value(s)
column and make the change.

To delete a port property, select it and choose Delete from the Edit menu.
To add a property, choose New Property from the Directory menu and proceed as follows.

If you want to use one port for both TCP and UDP packets, double-click new_ property and
change it to “port.” Then change new_value to the port number you want to use.

If you want separate TCP and UDP ports, double-click new _ property and change it to
tep_port. Then change new_value to the TCP port number you want to use. Next double-
click new_property and change it to udp_port. This time, change new_value to the UDP
port number you want to use.

Information in a NetInfo database is organized into directories, which are specific categories
of NetInfo records, such as users, machines, and mounts. For example, the users directory
contains a record for each user defined in the domain.

Each record is a collection of properties. Each property has a key (listed in the Property
column) and one or more values (shown in the Value(s) column). The key is used by
processes to retrieve values.

The user named “root” in a domain can change any of its properties or add new ones.
Properties with the prefix “ writers " list the short names of other users authorized to
change the value of a particular property. For example, _writers passwd is the short name of
the user who can change this user’s password.

You can use NetInfo Manager, located in /Applications/Utilities, on any Mac OS X computer to
view the administrative data in a NetInfo domain.

Several UNIX command-line utilities that interact with NetInfo are available through the
Terminal application. To find out more about these utilities, view their man pages.

niload Loads data from UNIX configuration files (such as /etc/passwd) into a NetInfo
database.

nidump Converts data from a NetInfo database to a UNIX configuration file.

niutil Reads from a Netlnfo database and writes to one.
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nigrep Searches all NetInfo domains for all instances of a string you specify.

nicl Creates, reads, or manages NetInfo data.

Historically, UNIX computers have stored administrative data in configuration files such as
/etc/passwd

/fetc/group

/etc/hosts

Mac OS X is based on a BSD version of UNIX, but normally gets administrative data from
directory domains for the reasons discussed at the beginning of this chapter.

In Mac OS X version 10.2 and later (including Mac OS X Server version 10.2 and later), Open
Directory can retrieve administrative data from BSD configuration files. This capability
enables organizations that already have BSD configuration files to use copies of the existing
files on Mac OS X computers. BSD configuration files can be used alone or in conjunction
with other directory domains.

To use BSD configuration files, you must do the following:

= Specify which BSD configuration files to use, and map their contents to Mac OS X record
types and attributes. Instructions for doing this are next.

= Set up each BSD configuration file with the data required by Mac OS X directory services.
See “Setting Up Data in BSD Configuration Files” on page 114 for instructions.

» Create a custom search policy that includes the BSD configuration files domain. For
instructions, see “Defining a Custom Search Policy” on page 88.

A computer with Mac OS X version 10.2 or later can get information about users and
resources from BSD configuration files. Mac OS X determines which BSD configuration files
to use by inspecting the file DSFFPlugin.plist (located in /Library/Preferences/
DirectoryService). This file identifies each BSD configuration file that contains administrative
data. In addition, DSFFPlugin.plist maps the data in each BSD configuration file to specific
Mac OS X record types and attributes. In other words, DSFFPlugin.plist tells Mac OS X how to
extract particular data items from BSD configuration files.

The DSFFPlugin.plist file initially specifies four BSD configuration files that contain
administrative data:



/etc/master.passwd
/etc/group
/etc/hosts
/etc/fstab

You can specify different BSD configuration files by editing the DSFFPlugin.plist file. This file
contains structured text in XML format and is known as a property list or plist. You can edit
this file with a text editor, but the Property List Editor application makes the job easier.
Property List Editor is specifically designed to work with plist files.

You may not have Property List Editor on your computer, because it is not part of a standard
installation of Mac OS X. However, Property List Editor is included if you install the Mac OS X
Developer Tools software. Then Property List Editor is located in the folder “/Developer/
Applications” on your computer. The Developer Tools software is available from the Apple
Developer Web site at

www.apple.com/developer/

If you have the Mac OS X Server Administration Tools disc, you can also install Property List
Editor from it. First you need to create the “Developers/Applications” folder on your
computer’s hard drive. Then drag Property List Editor from the Server Administration Tools
disc, where it is in the folder “/NetBoot, Network Install/Image Manipulation,” to the
“/Developers/Applications” folder on your hard drive.

You can use Directory Access to initiate opening the DSFFPlugin.plist file on your computer.
Directory Access doesn’t open DSFFPlugin.plist itself; it has Property List Editor open the file.
For information about remotely editing the DSFFPlugin.plist file of another computer, see
“Editing BSD Configuration Files of Remote Computers” on page 115.

Note: To use the files specified by DSFFPlugin.plist, a computer must have a custom search
policy that includes the BSD configuration files domain. An automatic search policy does not
include the BSD configuration files domain. See “Defining a Custom Search Policy” on

page 88 for instructions.

To map BSD configuration files to Mac OS X record types and attributes:
In Directory Access, click the Services tab.
If the lock icon is locked, click it and type the name and password of a server administrator.

Select BSD Configuration Files in the list of services, make sure it is enabled, then click
Configure,

Directory Access tells Property List Editor to open /Library/Preferences/DirectoryService/
DSFFPlugin.plist.
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If Directory Access displays an error message saying “Plug-in configuration application /
Developer/Applications/Property List Editor.app is missing,” then you need to install the
Property List Editor application in the folder “/Developer/Applications” on your computer’s
hard drive.

If BSD Configuration Files has never been enabled when you click Configure, then Directory
Access displays the message: “Plug-in configuration file /Library/Preferences/
DirectoryService/DSFFPlugin.plist is missing.”

With DSFFPlugin.plist open in Property List Editor, click disclosure triangles in the Property
List column to see the contents of FileTypeArray.

FileTypeArray contains dictionary items. Each dictionary identifies one BSD configuration file
and maps its contents. Each dictionary is identified by a number. Initially, dictionary 0 maps
data in the /etc/hosts file; dictionary 1 maps data in the /etc/group file; dictionary 2 maps
data in the /etc/master.passwd file, and dictionary 3 maps to data in the /etc/fstab file.

To include another BSD configuration file, add a new dictionary under FileTypeArray and add
fields under the new dictionary to specify the file name and path, record type, attributes, and
S0 on.

Add a dictionary for another BSD configuration file by selecting FileTypeArray and clicking
New Child. Then click the class of the new dictionary and choose Dictionary from the pop-up
menu.

Add a field under a dictionary by selecting the dictionary, clicking its disclosure triangle so
it points down, and clicking New Child. Type a name for the field. Then click the class of the
field and select the appropriate class from the pop-up menu. Next, change the field’s value
as needed.

The dictionary that defines a BSD configuration file has the fields specified in the table
below. You can see examples of these fields in the preconfigured dictionaries for /etc/hosts,
/etc/group, /etc/master.passwd, and /etc/fstab. For detailed specifications of the data
required by Mac OS X directory services, see Appendix A, “Data Requirements of Mac OS X
Directory Services.”

If necessary, you can delete any line, including a dictionary line, by selecting the line and
clicking Delete.

If you delete a line by mistake, immediately choose Undo from the Edit menu.



When you finish, save and close the file.

AlternateRecordNamelndex

(optional)

CommentChar
(optional)

FieldDelimiter

FieldNamesAndPositions

FilePath
NumberOfFields

PasswordArrayIndex
(optional)

RecordDelimiter

RecordNamelndex
RecordType

ValueDelimiter
(optional)

An index that can be used as a second field to be searched as the
record name

A string that contains the hexadecimal ASCII code of a character to
be used to denote comment lines. This character must appear at
the beginning of any line that is to be interpreted as a comment.
Typically this character is # (hexadecimal 23).

A string that contains the hexadecimal ASCII code of a character to
be used to delimit each field within a record. Typically this character
is a colon (hexadecimal 3A).

An array of dictionaries. Each dictionary is one field within the
record. Each dictionary contains the FieldName and its position
(zero based) within the record. The field names must be Mac OS X
directory services attributes such as
dsAttrTypeStandard:RecordName

The path to the BSD configuration file
Specifies how many fields are in each record

Specifies which field in each record contains the password

Specifies the hexadecimal ASCII codes of up to eight characters
used to delimit the end of a record. Typically this is the newline
character (hexadecimal 0A).

An index of the field to be used as the record name
The directory services record type of this record

A string that contains the hexadecimal ASCII code of a character to
be used to delimit values within a multivalued field. Typically this is
a comma (hexadecimal 2C).
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If you want a Mac OS X computer to get administrative data from BSD configuration files, the
data must exist in the files and must be in the format required by Mac OS X. You may need to
add, modify, or reorganize data in the files. Mac OS X cannot write data to BSD configuration
files, so you must make the necessary modifications by using a text editor or other tools.

For detailed specifications of the data required by Mac OS X directory services, see
Appendix A, “Data Requirements of Mac OS X Directory Services.”

You can use the Directory Access application on your computer to configure another
computer that uses Mac OS X version 10.2 or later. Remote configuration is initially disabled
on Mac OS X client computers and is initially enabled on Mac OS X Servers.

Note: Apple recommends that remote configuration never be disabled on a Mac OS X
Server.

To configure directory access on a remote computer:
Make sure the remote computer has remote access enabled.

On the remote computer, open Directory Access. If its Server menu includes Enable Remote
Configuration, choose this item.

In Directory Access on your computer, choose Connect from the Server menu.

Enter the connection and authentication information for the computer that you want to
configure, then click Connect.

For Address, enter the DNS name or IP address of the computer that you want to configure.
For User Name, enter the user name of an administrator on the computer.

For Password, enter the password for the user name you entered.

Click the Services, Authentication, and Contacts tabs and change settings as needed.

All the changes you make affect the remote computer to which you connected in the
foregoing steps.

When you finish configuring the remote computer, choose Disconnect from the Server menu
On your computer.



You can’t use the Directory Access application on your computer to connect to another
computer and then edit its BSD configuration files remotely. Instead, you must go to the
remote computer and edit its BSD configuration files locally.

After using Directory Access to connect to a remote computer, you can click the Services tab,
select BSD Configuration Files, and click Configure. Despite the remote computer
connection, Directory Access tries to have the Property List Editor application open a local
BSD configuration file so that you can edit your computer’s BSD configuration. If Property
List Editor is missing (it is not at /Developer/Applications/Property List Editor.app), Directory
Access advises you to edit a specific configuration file. To edit the specified file on the
remote computer, you must go to the computer and edit it there.

You can use the Server Status application to view status information and logs for directory
services and Password Server. The following logs are available:

= Directory services server log
» Directory services error log

= Lookup log

n LDAPlog

= Netlnfo log

n Password service server log

» Password service error log

To see directory services status or logs:

In Server Status, select Directory Servers in the Devices & Services list.
Click the Overview tab to see status information.

Click the Logs tab and choose a log from the Show pop-up menu.

Directory Services 115



116

Chapter 2

You can back up the following directory services data:

» Open Directory domain data: Information associated with Open Directory domains is
stored in files that reside in /var/db/netinfo/. Back up the entire directory.

n Authentication Manager for Windows data: 1f you upgraded your Mac OS X Server from
an earlier version and enabled the Authentication Manager for Windows clients before
upgrading, a file containing the encrypted password for each NetInfo domain on the
server is stored in /var/db/netinfo/. If the NetInfo database name is MyDomain, the
encryption key file is MyDomain.tim. After restoring the domain, restore the
corresponding .tim file to ensure proper authentication for Windows users who are
configured to use Authentication Manager.

» Directory services configuration: Configurations set up using the Directory Access
application are stored in /Library/Preferences/DirectoryService/. Back up the entire
directory.

Before backing up this data, quit Directory Access.

You can also back up a Password Server, as described in Chapter 3, “Users and Groups.”



Users and Groups

User and group accounts play a fundamental role in a server’s day-to-day operations:

A user account stores data Mac OS X Server needs to validate a user’s identity and
provide services for the user, such as access to particular files on the server and
preferences that various services use.

A group account offers a simple way to manage a collection of users with similar needs. A
group account stores the identities of users who belong to the group as well as
information that lets you customize the working environment for members of a group.

This chapter begins by highlighting the main characteristics of user and group accounts, then
goes on to summarize the aspects of account administration and tell you how to

manage user accounts

manage home directories

manage group accounts

find user and group accounts defined on your network

use Workgroup Manager shortcuts for defining users and groups
import user and group accounts from a file

set up a password validation scheme for each user

Most of the information in this chapter does not require extensive server administration or
UNIX experience, but here are several suggestions for server administrators:

An understanding of Mac OS X Server’s directory service options is very useful for
working with user and group accounts in different kinds of directory domains and for
creating and using Password Servers. Chapter 2, “Directory Services,” provides conceptual
information as well as directory domain and Password Server setup instructions.

The dsimportexport tool information may be easier to understand if you have experience
with command-line tools.

Kerberos information presumes a working familiarity with Kerberos.
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When you define a user’s account, you specify the information needed to prove the user’s
identity: user name, password, and user ID. Other information in a user’s account is needed
by various services—to determine what the user is authorized to do and perhaps to
personalize the user’s environment.

Before a user can log in to or connect with a Mac OS X computer, he or she must enter a
name and password associated with a user account that the computer can find.

A Mac OS X computer can find user accounts that are stored in a directory domain of the
computer’s search policy.

» Adirectory domain stores information about users and resources. It is like a database
that a computer is configured to access in order to retrieve configuration information.

» Asearch policy is a list of directory domains the computer searches when it needs
configuration information, starting with the local directory domain on the user’s
computer.

Chapter 2, “Directory Services,” describes the different kinds of directory domains and tells
you how to configure search policies on any Mac OS X computer.

In the following picture, for example, a user logs in to a Mac OS X computer that can locate
the user’s account in a directory domain of its search policy.

Login to
Mac OS X

\/

Directory domains
in search policy
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After login, the user can connect to a remote Mac OS X computer if the user’s account can be
located within the search policy of the remote computer.

Connect to
Mac OS X Server

.
-

Directory domains
in search policy

If Mac OS X finds a user account containing the name entered by the user, it attempts to
validate the password associated with the account. If the password can be validated, the user
is authenticated and the login or connection process is completed.

After logging in to a Mac OS X computer, a user has access to all the resources, such as
printers and share points, defined in directory domains of the search policy set up for the
user’s computer. A share point is a hard disk (or hard disk partition), CD-ROM disc, or folder
that contains files you want users to share. The user can access his home directory by
clicking Home in a Finder window or choosing it from the Finder’s Go menu.

A user does not have to log in to a server to gain access to resources on a network, however.
For example, when a user connects to a Mac OS X computer, the user can access files he or
she is authorized to access on the computer, although the file system may prompt the user
to enter a user name and password first. When a user accesses a server’s resources without
logging in to the server, the search policy of the user’s computer is still in force, not the
search policy of the computer the user has connected with.

When authenticating a user, Mac OS X first locates the user’s account and then uses the
password strategy designated in the user’s account to validate the user’s password. There are
several password strategies from which to choose:

n The password a user provides can be validated using a value stored in the user’s account.
The account can be stored in a server-resident directory domain or in a directory domain
that resides on a non-Apple directory server, such as an LDAP or Active Directory server.

» The password a user provides can be validated using a value stored in an Open Directory
Password Server.

» A Kerberos server can be used to validate the password.
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= A non-Apple LDAP server can be used to validate the password.

Directory .
services o
I Password Server
User -t
account o
gl Kerberos server
Password can also
Password provided be validated using
can be validated value stored on
using value stored another server on
in account. the network.

Directory server

All directories (folders) and files on Mac OS X computers have access privileges for the file’s
owner, a group, and everyone else.

MyDoc

Owner 127 can: Read & Write
Group 2017 can: Read only
Everyone else can: None

Mac OS X uses a particular data item in a user’s account—the UID—to keep track of directory
and file access privileges.

When a directory or file is created, the file system stores the UID of the user who created it.
When a user with that UID accesses the directory or file, he or she has read and write
privileges to it by default. In addition, any process started by the creator has read and write
privileges to any files associated with the creator’s UID.

If you change a user’s UID, the user may no longer be able to modify or even access files and
directories he or she created. Likewise, if the user logs in as a user whose UID is different
from the UID he or she used to create the files and directories, the user will no longer have
owner access privileges for them.
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The UID, in conjunction with a group ID, is also used to control access by users who are
members of particular groups.

Every user belongs to a primary group. The primary group ID for a user is stored in his user

account. When a user accesses a directory or file and the user is not the owner, the file

system checks the file’s group privileges.

» Ifthe user’s primary group ID matches the ID of the group associated with the file, the
user inherits group access privileges.

n Ifthe user’s primary group ID does not match the file’s group ID, Mac OS X searches for
the group account that does have access privileges. The group account contains a list of
the short names of users who are members of the group. The file system maps each short
name in the group account to a UID, and if the user’s UID matches a UID of a group
member, the user is granted group access privileges for the directory or file.

A user’s administrator privileges are stored in the user’s account. Administrator privileges
determine the extent to which the user can view information about or change the settings of
a particular Mac OS X Server or a particular directory domain residing on Mac OS X Server.

Server administration privileges control the powers a user has when logged in to a particular
Mac OS X Server. For example:

= Aserver administrator can use Server Status and can make changes to a server’s search
policy using Directory Access.
= A server administrator can see @/l the AFP directories on the server, not just share points.

When you assign server administration privileges to a user, the user is added to the group
named “admin” in the local directory domain of the server. Many Mac OS X applications—
such as Server Status, Directory Access, and System Preferences—use the admin group to
determine whether a particular user can perform certain activities with the application.

Any user who belongs to the group “admin” in the local directory domain of any Mac OS X
computer has administrator rights on that computer.

When you want certain users to be able to use Workgroup Manager to manage only certain
user, group, and computer accounts residing in Apple’s directory domains, you can make
them directory domain administrators. For example, you may want to make a network
administrator the server administrator for all your classroom servers, but give individual
teachers the privileges to manage student accounts in particular directory domains.
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Any user who has a user account in a directory domain can be made an administrator of
that domain.

You can control the extent to which a directory domain administrator can change account
data stored in a domain. For example, you may want to set up directory domain privileges so
that your network administrator can add and remove user accounts, but other users can
change the information for particular users. Or you may want different users to be able to
manage different groups.

When you assign directory domain administration privileges to a user, the user is added to
the admin group of the server on which the directory domain resides.

An administrator must be a Password Server administrator before he or she can manage
Password Server settings for users.

A Password Server administrator is a directory domain administrator for the directory
domain whose users have passwords managed by a Password Server. In addition, the
Password Server administrator’s password must be managed using that Password Server.

The location of a user’s home directory is stored in the user account. A home directory is a
folder where a user’s files and preferences are stored. Other users can see a user’s home
directory and read files in its Public folder, but they can’t (by default) access anything else in
that directory.

When you create a user in a directory domain on the network, you specify the location of the
user’s home directory on the network, and the location is stored in the user account and
used by various services, including the login window and Mac OS X managed user services.
Here are several examples of activities that use the location of the home directory:

= Auser’s home directory is displayed when the user clicks Home in a Finder window or
chooses Home from the Finder’s Go menu.

= Home directories that are set up for mounting automatically in a network location, such
as /Network/Servers, appear in the Finder on the computer where the user logs in.

= System preferences and managed user settings for Mac OS X users are retrieved from
their home directories and used to set up their working environments when they log in.

You can create a Mac OS X Server mail service account for a user by setting up mail settings
in the user’s account. To use the mail account, the user simply configures a mail client using
the user name, password, mail service, and mail protocol you specify in the mail settings.



Mail account settings let you enable and disable the user’s access to mail services running on
a particular Mac OS X Server. You can also manage such account characteristics as how to
handle automatic message arrival notification.

Settings for Mac OS X mail service are configured using Server Settings, as Chapter 9, “Mail
Service,” describes.

Disk, print, and mail quotas can be stored in a user account.
Mail and disk quotas limit the number of megabytes available for a user’s mail or files.

Print quotas limit the number of pages a user can print using Mac OS X Server print services.
Print quotas also can be used to disable a user’s print service access altogether. User print
settings work in conjunction with print server settings, which are explained in “Enforcing
Quotas for a Print Queue” on page 342.

Any preferences you define for a Mac OS X user are stored in the user’s account. Preferences
you define for Mac OS 8 and 9 users are stored using Macintosh Manager. See Chapter 6,
“Client Management: Mac OS X,” and Chapter 10, “Client Management: Mac OS 9 and OS 8,”
for information about user preferences.

A group is simply a collection of users who have similar needs. For example, you can add all
English teachers to one group and give the group access privileges to certain files or folders
on Mac OS X Server.

Groups simplify the administration of shared resources. Instead of granting access to various
resources to each individual who needs them, you can simply add the users to a group and
grant access to the group.

Information in group accounts is used to help control user access to directories and files. See
“Directory and File Access by Other Users” on page 121 for a description of how this works.

When you define a group, you can also specify a folder for storing files you want group
members to share. The location of the folder is stored in the group account.
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You can grant administration privileges for a group folder to a user. A group folder
administrator has owner privileges for the group folder and can use the Finder to change
group folder attributes.

When you define preferences for a group it is known as a workgroup. A workgroup provides
you with a way to manage the working environment of group members.

Any preferences you define for a Mac OS X workgroup are stored in the group account.
Preferences for Mac OS 8 and 9 workgroups are stored using Macintosh Manager. See
Chapter 6, “Client Management: Mac OS X,” and Chapter 10, “Client Management: Mac OS 9
and OS 8,” for a description of workgroup preferences.

You can set up computer accounts, which let you restrict access to particular computers by
members of specific groups. See Chapter 6, “Client Management: Mac OS X,” and Chapter 10,
“Client Management: Mac OS 9 and OS 8,” for a description of how to set up computer
accounts and specify preferences for them.

Mac OS X Server uses several different kinds of users and groups. Most of these are user-
defined—user and group accounts that you create. There are also some predefined user and
group accounts, which are reserved for use by Mac OS X.

Depending on how you have your server and your user accounts set up, users can log in
using Mac OS 8, 9, and X computers; Windows computers; or UNIX computers—stationary
or portable—and be supported by Mac OS X Server in their work.

Most users have an individual account, which is used to authenticate them and control their
access to services. When you want to personalize a user’s environment, you define user,
group, and/or computer preferences for the user. The term “managed client” or “managed
user” is used for a user who has preferences associated with his account. “Managed client” is
also used to refer to computer accounts that have preferences defined for them.

When a managed user logs in, the preferences that take effect are a combination of his user
preferences and preferences set up for any workgroup or computer list he or she belongs to.
See Chapter 6, “Client Management: Mac OS X,” and Chapter 10, “Client Management:

Mac OS 9 and OS 8,” for managed user information.



As noted earlier, when you define preferences for a group, the group is known as a
workgroup.

A primary group is the user’s default group. As “Directory and File Access by Other Users”
on page 121 describes, primary groups can expedite the checking done by the Mac OS X file
system when a user accesses a file.

Users with server, directory domain, or Password Server administration privileges are known
as administrators. Administrators are always members of the predefined “admin” group.

Sometimes you want to provide services for individuals who are anonymous—that is, they
can't be authenticated because they don’t have a valid user name or password. These users
are known as guest users.

Some services, such as AFP, let you indicate whether you want to let guest users access files.
If you enable guest access, users who connect anonymously are restricted to files and folders
with privileges set to Everyone.

Another kind of guest user is a managed user that you can define to allow easy setup of
public computers or kiosk computers. See Chapter 10, “Client Management: Mac OS 9 and
0S 8,” for more about these kinds of users.
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The following table describes the user accounts that are created automatically when you
install Mac OS X Server (unless otherwise indicated).

Anonymous FTP User ftp 98 The user name given to anyone using
FTP as an anonymous user. This user is
created the first time the FTP server is
accessed if the FTP server is turned on,
if anonymous FTP access is enabled, and
if the anonymous ftp user does not
already exist.

Macintosh Manager User mmuser -17 The user created by Macintosh
Management Server when the
application s first started on a particular
server. This user has no home directory,
and the password is changed
periodically.

My SQL Server mysgl 74 The user that the MySQL database
server uses for its processes that handle
requests.

Sendmail User smmsp 25 The user that sendmail runs as.

sshd Privilege separation sshd 75 The user for the sshd child processes

that process network data.

System Administrator root 0 The most powerful user.
System Services daemon 1 Alegacy UNIX user.
Unknown User unknown 99 The user that is used when the system

doesn’'t know about the hard disk.
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Short
Predefined user name name uUIiD Use

Unprivileged User nobody 2 This user was originally created so that
system services don’t have to run as
System Administrator. Now, however,
service-specific users, such as World
Wide Web Server, are often used for this
purpose.

World Wide Web Server WWW 70 The nonprivileged user that Apache
uses for its processes that handle
requests.

The following table characterizes the group accounts that are created automatically when you
install Mac OS X Server.

Predefined

group nhame Group ID Use

admin 80 The group to which users with administrator privileges
belong.

bin 7 A group that owns all binary files.

daemon 1 A group used by system services.

dialer 68 A group for controlling access to modems on a server.

guest 31

kmem 2 Alegacy group used to control access to reading kernel
memory.

mail 6 The group historically used for access to local UNIX mail.

mysql 74 The group that the MySQL database server uses for its
processes that handle requests.

network 69 This group has no specific meaning.

nobody -2 A group used by system services.

nogroup -1 A group used by system services.

operator 5 This group has no specific meaning,.

smmsp 25 The group used by sendmail.
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sshd

staff

SYs

tty

unknown

utmp

uucp

wheel

75

20

99

45

06

70

The group for the sshd child processes that process
network data.

The default group into which UNIX users are traditionally
placed.

This group has no specific meaning.

A group that owns special files, such as the device file
associated with an SSH or telnet user.

The group used when the system doesn’'t know about the
hard disk.

The group that controls what can update the system’s list of
logged-in users.

The group used to control access to UUCP spool files.

Another group (in addition to the admin group) to which
users with administrator privileges belong.

The nonprivileged group that Apache uses for its processes
that handle requests.

These are the major user and group administration activities:

m Stepl:
m Step 2
m Step 3:
m Step 4:
m Step 5:
= Step 6:
m Step7:
m Step &
m Step9:

Before you begin, do some planning.

Set up directory domains in which user and group accounts will reside.

Conlfigure server search policies so servers can find user and group accounts.

Create users.
Create groups.
Set up client computers.

Review user and group account information as needed.

Update users and groups as needed.

Perform ongoing user and group account maintenance.

Following is a summary of each of these activities. See the pages indicated for detailed
information.



Step 1:

See “Before You Begin” on page 132 for a list of items to think about before you start creating
a large number of users and groups.

Step 2:

Make sure you have created any directory domain in which you've decided to store user and
group accounts. See Chapter 2, “Directory Services,” for instructions on creating shared, or
network-visible, domains.

Make sure that any user who will be using Workgroup Manager to add and change users and
groups has directory domain administration privileges in the domains for which the user is
responsible. You can use Workgroup Manager to add and change user and group accounts
that reside in NetInfo or LDAPv3 directory domains.

If you will be using LDAPv2, read-only LDAPv3, BSD configuration file, or other read-only
directory domains, make sure the domains are configured to support Mac OS X Server access
and that they provide the data you need for user and group accounts. It may be necessary to
add, modify, or reorganize information in a directory to provide the information in the
format needed:

» Chapter 2, “Directory Services,” describes how to configure Mac OS X Server to access
remote servers on which these domains reside to retrieve information.

» Appendix A, “Data Requirements of Mac OS X Directory Services,” describes the user and
group account data formats that Mac OS X expects. When you configure your Mac OS X
Server directory services to use directory domains that do not reside on Mac OS X Server,
you may need to refer to this appendix to determine the data mapping requirements for
particular kinds of directory domains.

» Appendix B, “Integrating Mac OS X Directory Services With Active Directory,” describes
how you can use the information stored in Microsoft’s Active Directory to authenticate
Macintosh users and provide services for them on Mac OS X Server.

Step 3:

If you will be using Open Directory Password Server to validate passwords for users in any
directory domain, set up the Password Server as soon as you can. When you switch from a
different password validation strategy to Password Server validation, you must reset the
passwords for all users affected.

See “Open Directory Password Server” on page 63 and “Setting Up an Open Directory
Domain and Password Server” on page 71 for setup instructions.

Users and Groups 129



130

Chapter 3

Step 4:

Make sure that the search policy of any server that needs to access user and group
information to provide services for particular users is configured to do so. Chapter 2,
“Directory Services,” tells you how to set up search policies.

Step 5:

You can use Workgroup Manager to create user accounts in directory domains that reside on
Mac OS X Server and in non-Apple LDAPv3 directory domains that have been configured for
write access. See these sections for instructions:

= “Creating User Accounts in Directory Domains on Mac OS X Server” on page 134 and
“Creating Read-Write LDAPv3 User Accounts” on page 135

n “Shortcuts for Working With Users and Groups” on page 178

» “Using Presets” on page 179

» “Importing and Exporting User and Group Information” on page 181

For working with read-only user accounts, see “Working With Read-Only User Accounts” on
page 136.

For details about all the settings for a user account, see “Working With Basic Settings for
Users” on page 136 through “Working With Managed Users” on page 151.

For details about setting up managed users, see Chapter 6, “Client Management: Mac OS X,”
and Chapter 10, “Client Management: Mac OS 9 and OS 8.” When you use managed users,
creating users in a network directory domain is optional. All users can be locally defined on
client computers.

Step 6:

You can use Workgroup Manager to create group accounts in directory domains that reside
on Mac OS X Server and in non-Apple LDAPv3 directory domains that have been configured
for write access. See these sections for instructions:

= “Creating Group Accounts in a Directory Domain on Mac OS X Server” on page 167 and
“Creating Read-Write LDAPv3 Group Accounts” on page 168

» “Shortcuts for Working With Users and Groups” on page 178
» “Using Presets” on page 179
= “Importing and Exporting User and Group Information” on page 181

For working with read-only group accounts, see “Working With Read-Only Group Accounts”
on page 169.



For details about all the settings for a group account, see “Working With Member Settings for
Groups” on page 169 through “Working With Group and Computer Preferences” on
page 175.

Step 7:

Make sure that the directory services of Mac OS X computers are set up so they can access
user accounts at login. See “Supporting Client Computers” on page 210 for details about how
to configure Mac OS X computers as well as other client computers so that users can be
authenticated and access the services you want them to.

Step 8:

Workgroup Manager makes it easy for you to review and optionally update information for
users and groups. See the sections starting with “Finding User and Group Accounts” on
page 176 for details.

Step 9:
As users come and go and the requirements for your servers change, keep user and group
records up to date. Information in these sections will be useful:

» “Working With Basic Settings for Users” on page 136 through “Working With Print Settings
for Users” on page 149 describe all the user account settings you may need to change.

= “Defining a Guest User” on page 151 through “Disabling a User Account” on page 152
describe common user account maintenance activities.

= “Working With Member Settings for Groups” on page 169 describes the group account
settings you may need to change.

= “Adding Users to a Group” on page 169, “Removing Users From a Group” on page 170,
and “Deleting a Group Account” on page 175 describe some group maintenance activities.

Step 10:

Information in these sections will help you with your day-to-day account maintenance
activities:

= “Monitoring a Password Server” on page 204

= “Solving Problems” on page 210

» “Backing Up and Restoring Files” on page 209
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Before setting up user and group accounts for the first time:

» Identify the directory domains in which you will store user and group account

information.

If you have an Active Directory or LDAP server already set up, you might be able to take
advantage of existing records. See Chapter 2, “Directory Services,” and Appendix B,
“Integrating Mac OS X Directory Services With Active Directory,” for details about the
directory domain options available to you.

If you have an earlier version of an Apple server, you might be able to migrate existing
records. See Upgrading to Mac OS X Server for available options.

Create new directory domains as required to store user records. See Chapter 2,
“Directory Services,” for instructions.

Note: If all the domains have not been finalized when you are ready to start adding
accounts, simply add the accounts to any domain that already exists on your server. (You
can use the local directory domain—it’s always available.) You can move users and groups
to another directory domain later by using your server’s export and import capabilities,
described in “Importing and Exporting User and Group Information” on page 181.

Determine which password verification policy or policies you will use. See
“Understanding Password Validation” on page 193 for information about the options.

If you will be using Open Directory Password Server to validate passwords for users in any
directory domain, you set up the Password Server as soon as you can. See “Open
Directory Password Server” on page 63 and “Setting Up an Open Directory Domain and
Password Server” on page 71 for instructions.

Determine which users you want to make managed users. See Chapter 6, “Client
Management: Mac OS X,” and Chapter 10, “Client Management: Mac OS 9 and OS 8,” for
planning guidelines.

Devise a home directory strategy.

Determine which users need home directories and identify the computers on which you
want user home directories to reside. For performance reasons, avoid using network
home directories over network connections slower than 100 Mbps. A user’s network
home directory does not need to be stored on the same server as the directory domain
containing the user’s account. In fact, distributing directory domains and home
directories among various servers can help you balance your network workload.
“Distributing Home Directories Across Multiple Servers” on page 154 and Appendix B,
“Integrating Mac OS X Directory Services With Active Directory,” on page 639 describe
several such scenarios.



You may want to store home directories for users with last names from A to F on one
computer, G to J on another, and so on. Or you may want to store home directories on a
Mac OS X Server but store user and group accounts on an Active Directory or LDAP
server, Pick a strategy before creating users. You can move home directories, but if you
do, you may need to change a large number of user records.

Determine the access protocol to use for the home directories. Most of the time you will
use AFP, but if you support a large number of UNIX clients with your server, you may want
to use NFS for them.

Once you have decided how many and which computers you want to use for home
directories, plan the domain name or IP address of each computer. Also determine the
names and any share points on computers that will be used for home directories.

Determine the groups and workgroups you will need.
Users with similar server requirements should be placed in the same group.

Workgroups are useful when you want to set up group preferences. See Chapter 6, “Client
Management: Mac OS X,” and Chapter 10, “Client Management: Mac OS 9 and OS 8,” for
guidelines on using workgroups.

Determine where you want to store group folders.

Decide who you want to be able to administer users and groups and make sure they have
administrator privileges. “Administration Privileges” on page 121 describes administrator
privileges.

When you use Server Assistant to initially configure your server, you specify a password
for the owner/administrator. The password you specify also becomes the root password
for your server. Use Workgroup Manager to create an administrator user with a password
that is different from the root password. Server administrators do not need root
privileges.

The root password should be used with extreme caution and stored in a secure location.
The root user has full access to the system, including system files. If you need to, you can
use Workgroup Manager to change the root password.

Decide how you want to configure client computers so that the users you want to support
can effortlessly log in and work with your server. Chapter 2, “Directory Services,” provides
some information about this topic.
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This section describes how to administer user accounts stored in various kinds of directory
domains.

User accounts, as well as group accounts and computer accounts, can be stored in any Open
Directory domain accessible from the Mac OS X computer that needs to access the account.
A directory domain can reside on a Mac OS X computer (for example, a NetInfo or LDAPV3
domain) or it can reside on a non-Apple server (for example, an LDAP or Active Directory
server).

You can use Workgroup Manager to work with accounts in all kinds of directory domains, but
you can update only NetInfo and LDAPv3 directory domains using Workgroup Manager.

See Chapter 2, “Directory Services,” for complete information about the different kinds of
Open Directory domains.

You need administrator privileges for a directory domain to create a new user account in it.

To create a user account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the domain of interest. See Chapter 2, “Directory Services,” for instructions.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the domain in which you want the user’s account to reside.
For example, Local, /NetInfo/root/<host name >, and /NetInfo/DefaultLocalNode all refer to
the local directory domain. /NetInfo/root refers to a shared NetInfo domain if the server is
set up to access one; otherwise, /NetInfo/root is the local domain.

Click the lock to be authenticated as a directory domain administrator.
From the Server menu, choose New User.

Specify settings for the user in the tabs provided. See “Working With Basic Settings for Users”
on page 136 through “Working With Print Settings for Users” on page 149 for details.

You can also use a preset or an import file to create a new user. See “Using Presets” on
page 179 and “Importing and Exporting User and Group Information” on page 181 for
details.



You can create a user account on a non-Apple LDAPv3 server if it has been configured for
write access.
To create an LDAPv3 user account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to use the LDAP server for user accounts. See Chapter 2, “Directory Services,” for details
about how to use Directory Access to configure an LDAP connection and Appendix A, “Data
Requirements of Mac OS X Directory Services,” for information about the user account
elements that may need to be mapped.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the LDAPv3 domain in which you want the user’s account
to reside.

Click the lock to be authenticated.
From the Server menu, choose New User.

Specify settings for the user in the tabs provided. See “Working With Basic Settings for Users”
on page 136 through “Working With Print Settings for Users” on page 149 for details.

You can also use a preset or an import file to create a new user. See “Using Presets” on
page 179 and “Importing and Exporting User and Group Information” on page 181 for
details.

You can use Workgroup Manager to change a user account that resides in a Mac OS X or non-
Apple LDAPv3 directory domain.

To make changes to a user account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the directory domain of interest. See Chapter 2, “Directory Services,” for
instructions.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the domain in which the user’s account resides.
Click the lock to be authenticated.

Click the User tab to select the user you want to work with.

Edit settings for the user in the tabs provided. See “Working With Basic Settings for Users” on
page 136 through “Working With Print Settings for Users” on page 149 for details.
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You can use Workgroup Manager to review information for user accounts stored in read-only
directory domains. Read-only directory domains include LDAPv2 domains, LDAPv3 domains
not configured for write access, and BSD configuration files.

To work with a read-only user account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the directory domain in which the account resides. See Chapter 2, “Directory
Services,” for information about using Directory Access to configure server connections and
Appendix A, “Data Requirements of Mac OS X Directory Services,” for information about the
user account elements that need to be mapped.

In Workgroup Manager, click the Accounts button.
Use the At pop-up menu to open the directory domain in which the user’s account resides.

Use the tabs provided to review the user’s account settings. See “Working With Basic Settings
for Users” on page 136 through “Working With Print Settings for Users” on page 149 for
details.

Basic settings are a collection of attributes that must be defined for all users.

In Workgroup Manager, use the Basic tab in the user account window to work with basic
settings.

The user name is the full name for a user. Sometimes the user name is referred to as the
“long name” or the “real” name. Users can log in using the user name or a short name
associated with their accounts.

Long user names are case sensitive in the login window; so if an account has the user name
Mary Smith, login fails if MAry Smith is entered in the login window. However, user names
are not case sensitive when used to authenticate a user for file server access or to log in from
Macintosh Manager 8 and 9 clients.

Along user name can contain no more than 255 bytes. Since long user names support
various character sets, the maximum number of characters for long user names can range
from 255 Roman characters to as few as 85 characters (for character sets in which characters
occupy up to 3 bytes).

For example, Dr. Arnold T. Smith.



You can use Workgroup Manager to edit the user name of an account stored in a directory
domain residing on Mac OS X Server or in a non-Apple LDAPv3 directory domain, or to
review the user name in any directory domain accessible from the server you are using.

To work with the user name using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To change the name, click the lock to be
authenticated. Select the user in the user list.

In the Name field on the Basic tab, review or edit the user name. Initially, the value of user
name is “Untitled <some-number>." After changing the name, Workgroup Manager does
not check to verify that the user name is unique.

Avoid assigning the same name to more than one user. Workgroup Manager doesn't let you
assign the same name to different users in any particular domain or in any domain in the
search path of the server you're using, but has no way of detecting whether duplicates might
exist in other domains.

A short name is an abbreviated name for a user. Users can log in using the short name or the
user name associated with their accounts. The short name is used by Mac OS X for home
directories and groups:

»  When Mac OS X automatically creates a user’s local or network AFP home directory, it
names the directory after the user’s short name. See “Administering Home Directories”
on page 152 for more information about home directories.

= When Mac OS X checks to see whether a user belongs to a group authorized to access a
particular file, it uses short names to find UIDs of group members. See “Avoiding
Duplicate Short Names” on page 140 for an example.

You can have as many as 16 short names associated with a user account. The first short name
is the name used for home directories and group membership lists.

A short user name can contain as many as 255 Roman characters. However, for clients using
Mac OS X version 10.1.5 and earlier, the first short user name must be 8 characters or fewer.

Use only these characters for the first short user name (subsequent short names can contain
any Roman character):

» athroughz
n AthroughZ
n ( through 9
= _ (underscore)

n - (hyphen)
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Typically, short names contain eight or fewer characters.

You can use Workgroup Manager to edit the short name of an account stored in a directory
domain on Mac OS X Server or a non-Apple LDAPv3 directory domain or to review the short
name in any directory domain accessible from the server you are using.

To work with a user’s short names using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To change the short name, click the lock
to be authenticated. Select the user in the user list.

In the Short Names field on the Basic tab, review or edit the short names. Initially, the value
of the short name is “untitled <some-number>." If you specify multiple short names, each
should be on its own line.

Avoid assigning the same short name to more than one user. Workgroup Manager doesn't let
you assign the same short name to different users in any particular domain or in any domain
in the search path of the server you're using, but has no way of detecting whether duplicates
might exist in other domains.

After the user’s account has been saved, you cannot change the first short name, but you can
change others in a list of short names.

When you create groups, Mac OS X identifies users in them by their first short name, which
can't be changed.

If a short name change is unavoidable, you can create a new account for the user (in the
same directory domain) that contains the new short name, but retains all other information
(UID, primary group, home directory, and so forth). Then disable login for the old user
account. Now the user can log in using the changed name, yet have the same access to files
and other network resources as before. (See “Disabling a User Account” on page 152 for
information on disabling use of an account for login.)

If separate user accounts have the same name (user name or short name) and password, a
Mac OS X computer may authenticate a user different from the one you want it to
authenticate. Or it may mask the user record that should be used for authentication.



Consider an example that consists of three shared directory domains. Tony Smith has an
account in the Students domain, and Tom Smith has an account in the root domain. Both
accounts contain the short name “tsmith” and the password “smitty.”

/ Tom Smith (tsmith,smitty)

SN

Tony Smith (tsmith,smitty) Students Faculty

e .

Tony’s computer Tom'’s computer

When Tony logs in to his computer with a user name “tsmith” and the password “smitty,” he
is authenticated using the record in the Students domain. Similarly, Tom can use the same
login entries at his computer and be authenticated using his record in the root domain. If
Tony and Tom ever logged in to each other’s computers using tsmith and smitty, they would
both be authenticated, but not with the desired results. Tony could access Tom’s files, and
vice versa.

Now let’s say that Tony and Tom have the same short name, but different passwords.

/ Tom Smith (tsmith, smitty)

SN

Tony Smith (tsmith, tony) ' Students Faculty

3
‘,/ Y

Tony’s computer Tom’s computer

If Tom attempts to log in to Tony’s computer using the short name “tsmith” and his password
(smitty), his user record is masked by Tony’s user record in the Students domain. Mac OS X
finds “tsmith” in Students, but its password does not match the one Tom used to log in. Tom
is denied access to Tony’s computer, and his record in the root domain is never found.
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If Tony has a user record in his local directory domain that has the same names and password
as his record in the Students domain, the Students domain’s record for Tony would be
masked. Tony’s local domain should offer a name/password combination that distinguishes it
from the Students domain’s record. If the Students domain is not accessible (when Tony
works at home, for example), he can log in using the local name and continue using his
computer. Tony can still access local files created when he logged in using the Students
domain if the UID in both records is the same.

Duplicate short names also have undesirable effects in group records, described in the next
section.

Since short names are used to find UIDs of group members, duplicate short names can result
in file access being granted to users you hadn’t intended to give access.

Return to the example of Tony and Tom Smith, who have duplicate short names. Assume that
the administrator has created a group in the root domain to which all students belong. The
group—AllStudents—has a GID of 2017.

Tom Smith (tsmith, smitty, UID 2000)
/ AllStudents (tsmith, GID 2017)

Tony Smith

(tsmith, smitty, UID 3000) Students Faculty

Tony’s computer Tom’s computer

Owner 127 can: Read & Write
Group 2017 can: Read only
Everyone else can: None

Now suppose that a file, MyDoc, resides on a computer accessible to both Tony and Tom.
The file is owned by a user with the UID 127. It has read-only access privileges for
AllStudents. Tom is not a member of AllStudents, but the short name in his user record,
“tsmith,” is the same as Tony’s, who s in AllStudents.



When Tom attempts to access MyDoc, Mac OS X searches the login hierarchy for user
records with short names that match those associated with AllStudents. Tom’s user record is
found because it resides in the login hierarchy, and the UID in the record is compared with
Tom’s login UID. They match, so Tom is allowed to read MyDoc, even though he’s not
actually a member of AllStudents.

Auser ID (UID) is a number that uniquely identifies a user. Mac OS X computers use the UID
to keep track of a user’s directory and file ownership. When a user creates a directory or file,
the UID is stored as the creator ID. A user with that UID has read and write privileges to the
directory or file by default.

The UID should be a unique string of digits from 500 through 2,147,483,048. Assigning the
same UID to different users is risky, since two users with the same UID have identical
directory and file access privileges.

The UID 0 is reserved for the root user. UIDs below 100 are reserved for system use; users
with these UIDs can’t be deleted and shouldn’t be modified except to change the password
of the root user.

You can use Workgroup Manager to edit the UID of an account stored in a NetInfo or LDAPY3
directory domain or to review the UID in any directory domain accessible from the server
you are using.

To work with the UID using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To change the UID, click the lock to be
authenticated. Select the user in the user list.

If you specify a value in the User ID field on the Basic tab, make sure it will be unique in the
search policy of computers the user will log in to. When creating new user accounts in any
shared directory domain, UIDs are automatically assigned; the value assigned is an unused
UID (1025 or greater) in the server’s search path. (New users created using the Accounts
Preferences pane on Mac OS X Desktop computers are assigned UIDs starting at 501.)

In general, once UIDs have been assigned and users start creating files and directories
throughout a network, you shouldn’t change UIDs. One possible scenario in which you may
need to change a UID is when merging users created on different servers into one new
server or cluster of servers. The same UID may have been associated with a different user on
the previous server.
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See “Understanding Password Validation” on page 193 for details about setting up and
managing passwords.

A user who has server administration privileges can control most of the server’s
configuration settings and use applications, such as Server Status, that require a user to be a
member of the server’s admin group.

You can use Workgroup Manager to assign server administrator privileges to an account
stored in a NetInfo or LDAPv3 directory domain or to review the server administrator
privileges in any directory domain accessible from the server you are using.

To work with server administrator privileges in Workgroup Manager:

Log in to Workgroup Manager by specifying the name or IP address of the server for which
you want to grant administrator privileges.

Click the Accounts button.
Use the At pop-up menu to open the directory domain in which the user’s account resides.
To change the privileges, click the lock to be authenticated.

In the Basic tab, select the “User can administer the server” option to grant server
administrator privileges.

A user who has administration privileges for an Apple directory domain is able to make
changes to user, group, and computer accounts stored in that domain using Workgroup
Manager. The changes the user can make are limited to those you specify.

You can use Workgroup Manager to assign directory domain administrator privileges for an
account stored in a NetInfo or LDAPv3 directory domain or to review these privileges in any
directory domain accessible from the server you are using.

To work with directory domain administrator privileges in Workgroup Manager:
Make sure the user has an account in the directory domain.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the directory domain in which the user’s account resides.
To edit privileges, click the lock to be authenticated.

In the Basic tab, select the “User can administer this directory domain” option to grant
privileges.



Click Privileges to specify what the user should be able to administer in the domain. By
default, the user has no directory domain privileges.

To work with privileges to change user, group, or computer accounts, click the Users,
Groups, or Computers tab, respectively.

Select a checkbox to indicate whether you want the user to be able to change account and/or
preference settings. If a box is not checked, the user can view the account or preference
information in Workgroup Manager, but not change it.

Select “For all ...” to allow the user to change information for all users, groups, or computers
in the directory domain.

Select “For ... below” to limit the items a user can change to the list on the right. To add an
item to the list, drag it to the “Available” list. To remove an item from the list, press the Delete
key on the keyboard.

To give the user the ability to add and delete users, groups, or computer accounts, check the
“Edit ... accounts” box and select “For all ...”.

If a directory domain has associated with it a Password Server, you can make the domain
administrator a Password Server administrator. See ‘Assigning Administrator Rights for a
Password Server” on page 201 for instructions.

Advanced settings include login settings, password validation policy, and a comment.

In Workgroup Manager, use the Advanced tab in the user account window to work with
advanced settings.

By specifying user login settings, you can
= Control whether the user can be authenticated using the account.

» Allow a managed user to simultaneously log in to more than one managed computer at a
time or prevent the user from doing so.

= Indicate whether a user of a managed computer can or must select a workgroup during
login or whether you want to avoid showing workgroups when the user logs in.

» Identify the default shell the user will use for command-line interactions with Mac OS X,
such as /bin/csh or /bin/tcsh. The default shell is used by the Terminal application on the
computer the user is logged in to, but Terminal has a preference that lets you override the
default shell. The default shell is used by SSH (Secure Shell) or Telnet when the user logs
in to a remote Mac OS X computer.
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You can use Workgroup Manager to define login settings of an account stored in a NetInfo or
LDAPv3 directory domain or to review login settings in any directory domain accessible from
the server you are using.

To work with login settings using Workgroup Manager:

In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit settings, click the lock to be
authenticated. Select the user in the user list.

Click the Advanced tab.

Select “Allow simultaneous login” to let a user log in to more than one managed computer at
atime.

Choose a shell from the Login Shell pop-up menu to specify the default shell for the user
when logging in to a Mac OS X computer. Click Custom if you want to enter a shell that does
not appear on the list. To make sure a user cannot access the server remotely using a
command line, use the option None.

For details about setting up and managing passwords, see “Understanding Password
Validation” on page 193.

You can save a comment in a user’s account to provide whatever documentation might help
with administering the user. A comment can be as long as 32,676 characters.

You can use Workgroup Manager to define the comment of an account stored in a NetInfo or
LDAPv3 directory domain or to review the comment in any directory domain accessible from
the server you are using.

To work with a comment using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit a comment, click the lock to be
authenticated. Select the user in the user list.

Click the Advanced tab.

Edit or review the contents of the Comment field.



Group settings identify the groups a user is a member of.
In Workgroup Manager, use the Groups tab in the user account window to work with group
settings.

See “Administering Group Accounts” on page 167 for information on administering groups.

A primary group is the group to which a user belongs by default.

The ID of the primary group is used by the file system when the user accesses a file he or she
does not own. The file system checks the file’s group privileges, and if the primary group ID
of the user matches the ID of the group associated with the file, the user inherits group
access privileges. The primary group offers the fastest way to determine whether a user has
group privileges for a file.

The primary group ID should be a unique string of digits. By default, it is 20 (which identifies
the group named “staft”), but you can change it. The maximum value is 2,147,483,648.

You can use Workgroup Manager to define the primary group ID of an account stored in a
NetInfo or LDAPV3 directory domain or to review the primary group information in any
directory domain accessible from the server you are using.

To work with a primary group ID using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the primary group, click the lock
to be authenticated. Select the user in the user list.

Click the Groups tab.

Edit or review the contents of the Primary Group ID field. Workgroup Manager displays the
full and short names of the group after you enter a primary group ID if the group exists and
is accessible in the search path of the server you are logged into.

Add a user to a group when you want multiple users to have the same file access privileges or
when you want to manage their Mac OS X preferences using workgroups or computer lists.

You can use Workgroup Manager to add a user to a group if the user and group accounts are
in a NetInfo or LDAPv3 directory domain.

To add a user to a group using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.
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To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Groups tab.

Click Add to open a drawer listing the groups defined in the directory domain you are
working with. (To include system groups in the list, choose Preferences on the Workgroup
Manager menu, then select “Show system users and groups.”)

Select the group, then drag it into the Other Groups list on the Groups tab.

You can use Workgroup Manager to remove a user from a group if the user and group
accounts reside in a NetInfo or LDAPV3 directory domain.

To remove a user from a group using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Groups tab.

Select the group or groups from which you want to remove the user, then click Remove.

You can use Workgroup Manager to review the groups a user belongs to if the user account
resides in a directory domain accessible from the server you are using.

To review group memberships using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Select the user in the user list.

Click the Groups tab. The primary group to which the user belongs is displayed, and other
groups the user belongs to are listed in the Other Groups list.



Home settings describe a user’s home directory attributes. See “Administering Home
Directories” on page 152 for information about using and setting up home directories.

You can create a Mac OS X Server mail service account for a user by specifying mail settings
for the user in the user’s account. To use the account, the user simply configures a mail client
to identify the user name, password, mail service, and mail protocol you specify in the mail
settings.

In Workgroup Manager, use the Mail tab in the user account window to work with a user’s
mail service settings.

See Chapter 9, “Mail Service,” for information about how to set up and manage Mac OS X
Server mail service.

You can use Workgroup Manager to disable mail service for a user whose account is stored in
a NetInfo or LDAPv3 directory domain.

To disable a user’s mail service using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Mail tab.

Select None.

You can use Workgroup Manager to enable mail service and set mail options for a user
account stored in a NetInfo or LDAPv3 directory domain or to review the mail settings of
accounts stored in any directory domain accessible from the server you are using.

To work with a user’s mail account options using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.
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To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Mail tab.
Selecting the Enabled button enables the user to use mail service.

The Mail Server field contains the DNS name or IP address of the server to which the user’s
mail should be routed. Be sure you enter a valid mail server name or address. Workgroup
Manager does not verify this information.

The Mail Quota field specifies the maximum number of megabytes for the user’s mailbox. A 0
or empty value means no quota is used. When the user’s message space approaches or
surpasses the mail quota you specify, mail service displays a message prompting the user to
delete unwanted messages to free up space.

The Mail Access selection identifies the protocol used for the user’s mail account: Post
Office Protocol (POP) and/or Internet Message Access Protocol (IMAP).

The Options setting determines inbox characteristics for mail accounts that access email
using both POP and IMAP.

“Use separate inboxes for POP and IMAP” creates an inbox for POP mail and a separate inbox
for IMAP mail. “Show POP Mailbox in IMAP folder list” shows an IMAP folder named POP
Inbox.

“Enable NotifyMail” lets you automatically notify the user’s mail application when new mail
arrives. The IP address to which the notification is sent can be either the last IP address from
which the user logged in or an address you specify.

You can use Workgroup Manager to set up email forwarding for a user whose account is
stored in a NetInfo or LDAPv3 directory domain.

To forward a user’s mail using Workgroup Manager:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Mail tab.

Select Forward and enter the forwarding email address in the Forward To field. Be sure you
enter the correct address. Workgroup Manager does not verify that the address exists.



Print settings associated with a user’s account define the ability of a user to print to
accessible Mac OS X Server print queues for which print service enforces print quotas.
“Enforcing Quotas for a Print Queue” on page 342 tells you how to set up quota-enforcing
print queues.

In Workgroup Manager, use the Print tab in the user account window to work with a user’s
print quotas:

= Select None (the default) to disable a user’s access to print queues enforcing print quotas.
» Select All Queues to let a user print to all accessible print queues that enforce quotas.

» Select Per Queue to let a user print to specific print queues that support quotas.

You can use Workgroup Manager to prevent a user from printing to any accessible Mac OS X
print queue that enforces quotas. To use Workgroup Manager, the user’s account must be
stored in a NetInfo or LDAPv3 directory domain.

To disable a user’s access to print queues enforcing quotas:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Print tab.

Select None.

You can use Workgroup Manager to allow a user to print to all or only some accessible

Mac OS X print queues that enforce quotas. To use Workgroup Manager, the user’s account
must be stored in a NetInfo or LDAPv3 directory domain.

To set a user’s print quota for print queues enforcing quotas:

In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Print tab.

Users and Groups 149



150

Chapter 3

To set up a quota that applies to all queues, go to step 3. Alternatively, to set up quotas for
specific print queues, go to step 4.

Click “All Queues,” then specify the maximum number of pages the user should be able to
print in a certain number of days for any print queue enforcing quotas.

Click “Per Queue,” then use the Queue Name pop-up menu to select the print queue for
which you want to define a user quota. If the print queue you want to specify is not on the
Queue Name pop-up menu, click Add to enter the queue name and specify, in the Print
Server field, the IP address or DNS name of the server where the queue is defined.

To give the user unlimited printing rights to the queue, click “Unlimited printing.” Otherwise,
specify the maximum number of pages the user should be able to print in a certain number
of days. Then click Save.

To delete a user’s print quota using Workgroup Manager:
In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Print tab.

Use the Queue Name pop-up menu and the Print Server field to identify the print queue to
which you want to disable a user’s access.

Click Delete.

To restart a user’s print quota using Workgroup Manager:
In Workgroup Manager, open the user account you want to work with if it is not already
open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Click the Print tab.

If the user is set up for printing to all print queues supporting quotas, click Restart Print
Quota.

If the user’s print quotas are print queue—specific, use the Queue Name pop-up menu and
the Print Server field to identify a print queue, then click Restart Print Quota.



See Chapter 6, “Client Management: Mac OS X,” and Chapter 10, “Client Management:
Mac OS 9 and OS 8,” for information about how you can make a user a managed uset, which
lets you set up preferences for the user.

You can set up some services to support “anonymous” users, who can't be authenticated

because they do not have a valid user name or password. The following services can be set

up this way:

= Windows services (see “Windows Services” on page 248 for information about configuring
guest access)

= Apple file service (see “Apple File Service” on page 236 for information about configuring
guest access)

» FTP service (see “File Transfer Protocol (FTP) Service” on page 256 for information about
configuring guest access)

» Web service (see Chapter 8, “Web Service,” for information about configuring guest
access)

Users who connect to a server anonymously are restricted to files, folders, and Web sites with
privileges set to Everyone.

Another kind of guest user is a managed user that you can define to allow easy setup of
public computers or kiosk computers. See Chapter 6, “Client Management: Mac OS X,” and
Chapter 10, “Client Management: Mac OS 9 and OS 8,” for more about these kinds of users.

You can use Workgroup Manager to delete a user account stored in a NetInfo or LDAPv3
directory domain.

To delete a user account using Workgroup Manager:
In Workgroup Manager, open the user account you want to delete if it is not already open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
user in the user list.

Choose Delete Selected User from the Server menu.
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To disable a user account, you can
n delete the account (see “Deleting a User Account” on page 151)
» change the user’s password to an unknown value (see “Defining Passwords” on page 142)

A home directory is a folder for a user’s personal use. Mac OS X also uses the home
directory, for example, to store system preferences and managed user settings for Mac OS X
users.

You can set up home directories so they can be accessed using either AFP or NFS:

n The preferred protocol is AFP, because it provides authentication-level access security. A
user has to log in with a valid name and password to access files.

» NFS file access is based not on user authentication, but on client IP address, so it is
generally less secure than AFP. Use NFS only if you need to provide home directories for a
large number of users who use UNIX workstations.

To set up 2 home directory for a user in Workgroup Manager use the Home tab in the user
account window:

» Select No Home to avoid creating a home directory.

= Select Local to specify home directory settings for a user in a server’s local directory
domain. The home directory resides on the same server.

» Select Network to specify home directory settings for a user in a shared domain. The
home directory can reside on the server where the user account resides or on a different
server.

» Select Advanced when you need to customize the name and location of a user’s home
directory.

“Types of Home Directories” on page 153 contrasts these home directory options and tells
you where to find details about how to use them.

You can also import user home directory settings from a file. “Importing and Exporting User
and Group Information” on page 181 explains how to work with import files.

A user’s home directory does not need to be stored on the same server as the directory
domain containing the user’s account. In fact, distributing directory domains and home
directories among various servers can help you balance your workload among several
servers. “Distributing Home Directories Across Multiple Servers” on page 154 and
Appendix B, “Integrating Mac OS X Directory Services With Active Directory,” on page 639
describe several such scenarios.



The following table contrasts local, network, and advanced home directories and tells you
where to find out more about how to set them up.

For users with
accounts in

Users access home
directory

Home directory
access protocol

Home directory
name

Home directory
resides

Home directory
share point

Home directory is
created

For setup
instructions, see

Alocal directory
domain

Local login or
remote Connect To
Server

Not applicable;
accessed directly
through file system

The same as the
user’s first short
name

Immediately under a
share point on the
server where the
user’s account
resides

Does not need to be
automountable

When user uses
Connect To Server to
access the server or
when administrator
runs createhomedir

page 155

A shared directory
domain

Login locally or
remotely

AFP or NFS

The same as the user’s

first short name

Immediately under a
share point on the

server where the user’s
account resides or on a

remote server

Must be automounted
in /Network/Servers

and published in user’s

account domain

If AFP, when user
restarts the client
computer and logs in
remotely or when
administrator runs
createhomedir.

If NFS, when
administrator runs
createhomedir.

page 156 for AFP
page 158 for NFS

A shared directory
domain

Login locally or
remotely

AFP or NFS

Administrator-defined

Anywhere under a
share point on the
server where the user’s
account resides or on a
remote server

Must be automounted
in /Network/Servers
and published in user’s
account domain

If AFP, when user
restarts the client
computer and logs in
remotely or when
administrator runs
createhomedir.

If NFS, when
administrator runs
createhomedir.

page 163 for AFP
page 163 for NFS
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The following illustration depicts using one Mac OS X Server for storing user accounts and
two other Mac OS X Servers for storing AFP home directories.

© \

Mac OS X Servers
/ User accounts
/ 0 Q \

Home directories A thru M Home directories N thru Z

When a user logs in, he or she is authenticated using an account stored in a shared directory
domain on the accounts server. The location of the user’s home directory, stored in the
account, is used to mount the home directory, which resides physically on one of the two
home directory servers.

Here are the steps you could use to set up this scenario for AFP home directories:

Create a shared domain for the user accounts on the accounts server. See “Setting Up an
Open Directory Domain and Password Server” on page 71 for how to create a shared
domain.

Set up an automountable share point for the home directories on each home directory
server. See “Defining a Network Home Directory for AFP Access” on page 156 for
instructions.

Create the user accounts in the shared domain on the accounts server. Set up the accounts
so the home directories reside in one or the other of the automountable share points.

See instructions in “Creating User Accounts in Directory Domains on Mac OS X Server” on
page 134 for how to set user account attributes and “Defining a Network Home Directory for
AFP Access” on page 156 for details specific to home directory setup.

Set up the directory services of the client computers so their search policy includes the
shared directory domain on the accounts server. See “Setting Up Search Policies” on page 87
for information about setting up a Mac OS X client’s search policy.



When a user restarts his or her computer and logs in using the account in the shared
domain, the home directory is created automatically on the appropriate server and is visible
on the user’s computer.

You can use Workgroup Manager to avoid creating a home directory for a user whose
account is stored in a NetInfo or LDAPv3 directory domain. By default, new users have no
home directory.

To define no home directory:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
local directory domain. To edit the home directory information, click the lock to be
authenticated, then select the user in the user list.

Click the Home tab.

Select No Home.

You can use Workgroup Manager to define a home directory for a user whose account is
stored in the local directory domain on the server you are logged in to. You might want to
use local user accounts on standalone servers (servers not accessible from a network) and for
administrator accounts on a server.

Home directories for local users should reside in AFP share points on the server where the
users’ accounts reside; these share points do not have to be automountable. The home
directories are named using user short names.

To create a home directory for a local user account:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
local directory domain. To edit the home directory information, click the lock to be
authenticated, then select the user in the user list.

Make sure that a share point for the home directory exists on the server where the account
resides.

You can use the predefined /Users share point or any other AFP share point that has been
defined on the server. Alternatively, you can define your own share point. To use an existing
share point, skip to step 6. To define a new share point, conduct steps 3 through 5 first.
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Because of the way home directory disk quotas work, you may want to set up home
directory share points on a partition different from other share points. See “Setting Disk
Quotas” on page 166 for more information.

Using the Finder, create the folder you want to use as the share point if required.

In Workgroup Manager, click Sharing to set up the folder as an AFP share point.

Use the All tab to select the folder.

Use the General tab to set up sharing settings. Click “Share this item and its contents.”

Specify the share point owner and group names by typing names into those fields or by
dragging names from the drawer that opens when you click Users & Groups.

Use the pop-up menus next to the fields to specify privileges. For the owner, select Read &
Write. For Group and Everyone, select Read Only.

Click Save.
Click Accounts, then select the user in the user list.
Click the Home tab.

Select Local, then choose from the Share Point pop-up menu the share point in which you
want the home directory to reside.

Turn on AFP if required. Open Server Settings, click the File & Print tab, click Apple, and
select Start Apple File Service.

The home directory is created immediately under the share point when
m The user uses the Connect To Server command to access the server.

» The server administrator runs the createhomedir command-line tool. (See “Using
createhomedir to Create Home Directories” on page 165 for details.)

The home directory name is the same as the short name of the user (the user’s first short
name if there are multiple short names).

In Workgroup Manager, you can set up a network AFP home directory for users defined in
shared directory domains.

The home directory resides immediately under an automountable AFP share point. An
automountable share point ensures that the home directory is visible in /Network/Servers
automatically when the user logs in to a Mac OS X computer configured to access the shared
domain. It also lets other users access the home directory using the ~ <home directory
name> shortcut.



You can use Workgroup Manager to define a network home directory for a user whose
account is stored in a NetInfo or LDAPv3 directory domain or to review home directory
information in any directory domain accessible from the server you are using.

To create an AFP network home directory using Workgroup Manager:

In Workgroup Manager, open the account in the shared directory domain you want to work
with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the home directory information,
click the lock to be authenticated, then select the user in the user list.

Make sure that an automountable share point for the home directory is published in the
shared domain where the user’s account resides. To set up such a share point, conduct steps
3 through 7. To use a share point that is already correctly set up, skip to step 8.

If you want network home directories for admin users, put them on a separate drive or
partition, and make that drive or partition a share point. Regular users see share points that
administrators set up, but administrators see only volumes as share points.

Because of the way home directory disk quotas work, you may want to set up home
directory share points on a partition different from other share points. See “Setting Disk
Quotas” on page 166 for more information.

On the server where you want the home directory to reside, create a folder to use as the
share point if required.

In Workgroup Manager, connect to the server where the folder resides, and click Sharing to
set up the folder as an AFP share point.

Use the All tab to select the folder.
Use the General tab to set up sharing settings. Click “Share this item and its contents.”

Specify the share point owner and group names by typing names into those fields or by
dragging names from the drawer that opens when you click Users & Groups.

Use the pop-up menus next to the fields to specify privileges. For the owner, select Read &
Write. For Group and Everyone, select Read Only.

Click Save.

Set up guest access to the share point so that users with home directories on different
servers are able to access the home directory using the ~ <home-directory-name >
shortcut.

In Server Settings, connect to the home directory server to enable guest access for AFP. On
the File & Print tab, click Apple and select Configure Apple File Service. On the Access tab,
make sure that there is a check in the “Enable Guest access” box. Also make sure that AFP is
running.

Users and Groups 157



158

Chapter 3

Use Workgroup Manager to enable guest access for the share point. Click the Protocols tab
and make sure that “Apple File Settings, ” “Share this item using AFP,” and “Allow AFP guest
access” are selected.

Define the share point’s automounting settings.
Click the Automount tab.

On the pop-up menu, select the shared domain in which the user’s record resides, then click
the lock to log in as domain administrator.

Select “Automount this item to clients in domain.”

Select “Mount dynamically in /Network/Servers/” and “Use AFP.” Click Save.
Click Accounts, then select the user in the user list.

Click the Home tab, then select Network.

Select an AFP share point from the list, which displays all the automountable network-visible
share points in the search path of the server you are connected to. Then click Save.

Make sure that the user restarts his or her client computer so that the share point is visible
onit.

The home directory is created immediately under the share point when
» The user restarts the client computer and logs in remotely.

» The server administrator runs the createhomedir command-line tool. (See “Using
createhomedir to Create Home Directories” on page 165 for details.)

The home directory name is the same as the short name of the user (the user’s first short
name if there are multiple short names).

Note that when the user logs in using SSH to obtain command-line access to the server, the
user’s home directory isn't mounted, and the user has only guest access to it.

If you want more control over where the user’s home directory resides within a share point
or what it is named, use the Advanced option on the Home tab. See “Defining an Advanced
Home Directory for NFS Access” on page 163 for instructions.

Although AFP is the preferred protocol for accessing home directories because of the
security it offers, you can use Workgroup Manager to set up network NFS home directories
for users defined in shared directory domains. The home directories reside immediately
under an automountable NFS share point.

You can use Workgroup Manager to define a network home directory for a user whose
account is stored in a NetInfo or LDAPv3 directory domain or to review home directory
information in any directory domain accessible from the server you are using.



To create an NFS network home directory using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the home directory information,
click the lock to be authenticated, then select the user in the user list.

Make sure that the share point for the home directory is published in the shared domain
where the user’s account resides. To set up such a share point, conduct steps 3 through 7. To
use a share point that is already correctly set up, skip to step 8.

If you want network home directories for admin users, put them on a separate drive or
partition, and make that drive or partition a share point. Regular users see share points that
administrators set up, but administrators see only volumes as share points.

Because of the way home directory disk quotas work, you may want to set up home
directory share points on a partition different from other share points. See “Setting Disk
Quotas” on page 166 for more information.

On the server where you want the home directory to reside, create a folder to use as the
share point if required.

In Workgroup Manager, connect to the server where the folder resides, and click Sharing to
set up the folder as an automountable NFS share point.

Use the All tab to select the folder.
Use the General tab to set up sharing settings. Click “Share this item and its contents.”

Specify the share point owner and group names by typing names into those fields or by
dragging names from the drawer that opens when you click Users & Groups.

Use the pop-up menus next to the fields to specify privileges. For the owner, select Read &
Write. For Group and Everyone, select Read Only.

Click Save.
Set up access to the share point.
Click the Protocols tab, then select “NFS Export Settings” from the pop-up list.

Check the “Export this item and its contents to” box, and make sure that Client is selected
from the pop-up menu below it.

Click Add to specify clients you want to be able to access the share point. In the text box that
appears, type the IP address or host name to add the client to the Computer list on the
Protocols tab.

Set up share point privileges. Put a check in the “Map Root user to nobody” box, and remove
any checks in the remaining boxes.

Click Save.
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Define the share point’s automounting settings.
Click the Automount tab.

On the pop-up menu, select the shared domain in which the user’s record resides, then click
the lock to log in as domain administrator.

Select “Automount this item to clients in domain.”

Select “Mount dynamically in /Network/Servers/” and “Use NFS Protocol.” Click Save.
Click Accounts, then select the user in the user list.

Click the Home tab, then select Network.

Select an NFS share point from the list, which displays all the automountable network-visible
share points in the search path of the server you are connected to. Click Save.

Make sure that the user restarts his or her client computer so that the share point is visible
onit.

The home directory is created when you run the createhomedir command-line tool. See
“Using createhomedir to Create Home Directories” on page 165 for details. The home
directory is created immediately under the share point using the short name of the user (the
user’s first short name if there are multiple short names).

If you want more control over where the user’s home directory resides within a share point
or what it is named, use the Advanced option on the Home tab. See “Defining an Advanced
Home Directory for NFS Access” on page 163 for instructions.

In Workgroup Manager, you can customize a user’s AFP home directory settings using the
Advanced home directory option. You'll want to customize home directory settings when

= You want the user’s home directory to reside in directories not immediately below the
home directory share point. For example, you may want to organize home directories into
several subdirectories within a share point. If Homes is the home directory share point,
you may want to place teacher home directories in Homes/Teachers and student home
directories in Homes/Students.

= You want to specify a home directory name different from the user’s short name.
You can use Workgroup Manager to define an advanced home directory for a user whose

account is stored in a NetInfo or LDAPv3 directory domain or to review home directory
information in any directory domain accessible from the server you are using.



To create an advanced AFP home directory using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the home directory information,
click the lock to be authenticated, then select the user in the user list.

Make sure that share point for the home directory exists. To set up the share point, conduct
steps 3 through 7. To use a share point that is already correctly set up, skip to step 8.

If you want network home directories for admin users, put them on a separate drive or
partition, and make that drive or partition a share point. Regular users see share points that
administrators set up, but administrators see only volumes as share points.

Because of the way home directory disk quotas work, you may want to set up home
directory share points on a partition different from other share points. See “Setting Disk
Quotas” on page 166 for more information.

On the server where you want the home directory to reside, create a folder to use as the
share point if required.

If you want the home directory to reside beneath a folder under the share point, also create
all the folders in the path between the share point and where the home directory will reside.

In Workgroup Manager, connect to the server where the folder(s) reside and click Sharing to
set up the folder as an AFP share point.

Use the All tab to select the folder.
Use the General tab to set up sharing settings. Click “Share this item and its contents.”

Specify the share point owner and group names by typing names into those fields or by
dragging names from the drawer that opens when you click Users & Groups.

Use the pop-up menus next to the fields to specify privileges. For the owner, select Read &
Write. For Group and Everyone, select Read Only.

Click Save.

Set up guest access to the share point so that users with home directories on different
servers are able to access the home directory using the ~ <home-directory-name >
shortcut.

Use the Server Settings application to enable guest access for AFP. On the File & Print tab,
click Apple and select Configure Apple File Service. On the Access tab, make sure that there
is a check in the “Enable Guest access” box.

Use Workgroup Manager to enable guest access for the share point. Click the Protocols tab
and make sure that “Apple File Settings, ” “Share this item using AFP,” and “Allow AFP guest
access” are selected.
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Define the share point’s automounting settings.
Click the Automount tab.

On the pop-up menu, select the shared domain in which the user’s record resides, then click
the lock to log in as domain administrator.

Select “Automount this item to clients in domain.”

Select “Mount dynamically in /Network/Servers/,” and “Use AFP.” Click Save.
Click Accounts, then select the user in the user list.

Click the Home tab, then select Advanced.

In the Server/Share Point URL field, enter the full URL to an existing AFP share point. Make
sure that the share point has been set up as an automount. You can use or omit a slash (/) at
the end of the URL.

For example, if the share point is Homes and you are using DNS, you might enter “AFP://
server.example.com/Homes”. If you are not using DNS, you would replace the DNS name of
the server hosting the home directory with the server’s IP address: “AFP://192.268.2.1/
Homes”.

In the Path field, enter the path from the share point through the home directory if there is
one. Do not put a slash at the beginning or the end of the path.

For example, you might enter “Teachers/SecondGrade/Smith”.

In the Home field, enter the full path to the home directory, concluding with the home
directory itself. Use an initial slash (/), but no terminating slash.

For example, enter “/Network/Servers/myServer/Homes/Teachers/SecondGrade/Smith”,

The name you type following “/Network/Servers/” must be the host name entered when the
server was initially set up. If you do not know the host name, open the Terminal application
and type “hostname” to display it.

Click Save.

Make sure that the user restarts his or her client computer so that the share point is visible
onit.

The home directory is created when
» The user restarts the client computer and logs in remotely.

» The server administrator runs the createhomedir command-line tool. See “Using
createhomedir to Create Home Directories” on page 165 for details).



In Workgroup Manager, you can customize a user’s NFS home directory settings using the
Advanced home directory option. You'll want to customize home directory settings when

= You want the user’s home directory to reside in directories not immediately below the
home directory share point. For example, you may want to organize home directories into
several subdirectories within a share point. If Homes is the home directory share point,
you may want to place teachers’ home directories in Homes/Teachers and student home
directories in Homes/Students.

= You want to specify a home directory name different from the user’s short name.

You can use Workgroup Manager to define an advanced home directory for a user whose
account is stored in a NetInfo or LDAPv3 directory domain or to review home directory
information in any directory domain accessible from the server you are using.

To create an advanced NFS home directory using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the home directory information,
click the lock to be authenticated, then select the user in the user list.

Make sure that an automountable share point for the home directory is published in the
shared domain where the user’s account resides. To set up such a share point, conduct steps
3 through 7. To use a share point that is already correctly set up, skip to step 8.

If you want network home directories for admin users, put them on a separate drive or
partition, and make that drive or partition a share point. Regular users see share points that
administrators set up, but administrators see only volumes as share points.

Because of the way home directory disk quotas work, you may want to set up home
directory share points on a partition different from other share points. See “Setting Disk
Quotas” on page 166 for more information.

On the server where you want the home directory to reside, create a folder to use as the
share point if required.

If you want the home directory to reside beneath a folder under the share point, also create
all the folders in the path between the share point and where the home directory will reside.

In Workgroup Manager, connect to the server where the folder or folders reside and click
Sharing to set up the folder you want to set up as an automountable NFS share point.

Use the All tab to select the folder.
Use the General tab to set up sharing settings. Click “Share this item and its contents.”

Specify the share point owner and group names by typing names into those fields or by
dragging names from the drawer that opens when you click Users & Groups.
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Use the pop-up menus next to the fields to specify privileges. For the owner, select Read &
Write. For Group and Everyone, select Read Only.

Click Save.
Set up access to the share point.

Click the Protocols tab. Leave the default Apple File Settings selected; it facilitates automatic
home directory creation. Select “NFS Export Settings” from the pop-up list.

Check the “Export this item and its contents to” box, and make sure that Client is selected
from the pop-up menu below it.

Click Add to specify clients you want to be able to access the share point. In the text box that
appears, type the IP address or host name to add the client to the Computer list on the
Protocols tab.

Set up share point privileges. Put a check in the “Map Root user to nobody” box, and remove
any checks in the remaining boxes.

Click Save.
Define the share point’s automounting settings.
Click the Automount tab.

On the pop-up menu, select the shared domain in which the user’s record resides, then click
the lock to log in as domain administrator.

Select “Automount this item to clients in domain.”

Select “Mount dynamically in /Network/Servers/” and “Use NFS Protocol.” Click Save.
Click Accounts, then select the user in the user list.

Click the Home tab, then select Advanced.

Leave the URL and the Path field blank.

In the Home field, enter the full path to the home directory, concluding with the home
directory itself. Use an initial slash (/), but no terminating slash.

For example, enter “/Network/Servers/myServer/Homes/Teachers/SecondGrade/Smith”,

The name you type following “/Network/Servers/” must be the host name entered when the
server was initially set up. If you do not know the host name, open the Terminal application
and type “hostname” to display it.

Click Save.

Make sure that the user restarts his or her client computer so that the share point is visible
onit.

The home directory is created when you run the createhomedir command-line tool. See
“Using createhomedir to Create Home Directories” on page 165 for details.



You can use the createhomedir command-line tool to create AFP or NFS home directories for
one or more users on the server where you run the tool.

Here are the parameters that createhomedir accepts. Parameters are delimited using angle
brackets (< >) if they are required and square brackets ([]) if they are optional:

createhomedir <-a or -1 or -n directoryDomai nName> [-u user Nane]

where

=a
creates home directories for users defined in all directory domains of the server’s search
path.

-l
creates home directories for users defined in the local directory domain.

-n directoryDomainName
creates home directories for users defined in a specific directory domain in the server’s
search path.

-u userName
creates a home directory for a specific user defined in the domain(s) identified in the -a,
-l, or -n parameter. The userName value must be a short name assigned to the user. If you
omit the -a, -I, and -n parameters when you use the -u parameter, -a is assumed.

To use createhomedir to create home directories:

Log in to the server on which you want the home directories to reside.

Open the Terminal application.

At the prompt, type “sudo -s” or “su root” and press Return. Enter the root password if

prompted.

Type the createhomedir command. The createhomedir tool is located in /ust/sbin. The
following command creates a home directory for a user with the short name “steve” who has
an account in the shared directory domain named “/NetInfo/root”:

createhomedir -n /NetInfo/root -u steve

This command creates home directories for all users defined in all directory domains of the
server’s search path if they don’t already exist:

createhomedir -a
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You can limit the disk space a user can consume to store files he or she owns in the partition
where his home directory resides.

This quota does not apply to the home directory share point or to the home directory, but to
the entire partition within which the home directory share point and the home directory
reside. Therefore when a user places files into another user’s folder, it can have implications
on the user’s disk quota:

»  When you copy a file to a user’s AFP drop box, the owner of the drop box becomes the
owner of the file.

= In NFS, however, when you copy a file to another folder, you remain the owner and the
copy operation decrements your disk quota on a particular partition.

To set up a home directory share point disk quota using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. To edit the disk quota, click the lock to
be authenticated, then select the user in the user list.

Click the Home tab.
Specify the disk quota using the Disk Quota field and the adjacent pop-up menu.
Make sure that disk quotas are enabled for the volume on which the share point resides.

Click Sharing, select the volume in the All list, and choose “Enable disk quotas on this
volume.”

You can define default home directory settings to use for new users by using a preset to
predefine them. See “Using Presets” on page 179 for information about defining and using
presets.

If you need to move a home directory, create the new one and manually delete the existing
one to deallocate disk space it uses if you no longer need the existing one.

When you delete a user account, the associated home directory is not automatically deleted.
You must delete it manually.



This section describes how to administer group accounts stored in various kinds of directory
domains.

Group accounts, as well as user accounts and computer accounts, can be stored in any Open
Directory domain accessible from the Mac OS X computer that needs to access the account.
A directory domain can reside on a Mac OS X computer (for example, a NetInfo or LDAPV3
domain) or it can reside on a non-Apple server (for example, an LDAP or Active Directory
server).

You can use Workgroup Manager to work with accounts in all kinds of directory domains, but
you can update only NetInfo and LDAPv3 directory domains using Workgroup Manager.

See Chapter 2, “Directory Services,” for complete information about the different kinds of
Open Directory domains.

You need administrator privileges for a directory domain to create a new group account in it.

To create a group account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the domain of interest. See Chapter 2, “Directory Services,” for instructions.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the domain in which you want the group account to reside.
Click the lock to be authenticated as a directory domain administrator.

Click the group list tab.

From the Server menu, choose New Group.

Specify settings for the group in the tabs provided.

You can also use a preset or an import file to create a new group. See “Using Presets” on
page 179 and “Importing and Exporting User and Group Information” on page 181 for
details.
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You can create a group account on a non-Apple LDAPv3 server if it has been configured for
write access.
To create an LDAPv3 group account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to use the LDAP server for group accounts. See Chapter 2, “Directory Services,” for
information about using Directory Access to configure an LDAP connection and Appendix A,
“Data Requirements of Mac OS X Directory Services,” for information about the group
account elements that may need to be mapped.

In Workgroup Manager; click the Accounts button.

Use the At pop-up menu to open the LDAPv3 domain in which you want the group account
to reside.

Click the lock to be authenticated.
From the Server menu, choose New Group.

Specify settings for the group in the tabs provided. See “Working With Member Settings for
Groups” on page 169 and “Working With Folder Settings for Groups” on page 172 for details.

You can also use a preset or an import file to create a new group. See “Using Presets” on
page 179 and “Importing and Exporting User and Group Information” on page 181 for
details.

You can use Workgroup Manager to change a group account that resides in a NetInfo or
LDAPv3 directory domain.

To make changes to a group account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the directory domain of interest. See Chapter 2, “Directory Services,” for
instructions.

In Workgroup Manager, click the Accounts button.

Use the At pop-up menu to open the domain in which the group account resides.
Click the lock to be authenticated.

Click the Group tab to select the group you want to work with.

Edit settings for the group in the tabs provided. See “Working With Member Settings for
Groups” on page 169 and “Working With Folder Settings for Groups” on page 172 for details.



You can use Workgroup Manager to review information for group accounts stored in read-
only directory domains. Read-only directory domains include LDAPv2 domains, LDAPv3
domains not configured for write access, and BSD configuration files.

To work with a read-only group account:

Ensure that the directory services of the Mac OS X Server you are using has been configured
to access the directory domain in which the account resides. See Chapter 2, “Directory
Services,” for information about using Directory Access to configure server connections and
Appendix A, “Data Requirements of Mac OS X Directory Services,” for information about the
group account elements that need to be mapped.

In Workgroup Manager, click the Accounts button.
Use the At pop-up menu to open the directory domain in which the group account resides.

Use the tabs provided to review the group account settings. See “Working With Member
Settings for Groups” on page 169 and “Working With Folder Settings for Groups” on
page 172 for details.

Member settings include a group’s names, its ID, and a list of the users who are members of
the group.

In Workgroup Manager, use the Members tab in the group account window to work with
member settings.

When the name of a user in the Members list appears in italics, the group is the user’s
primary group.

Add users to a group when you want multiple users to have the same file access privileges or
when you want to make them managed users.

When you create a user account and assign the new user a primary group, the user is
automatically added to the group you specify; you do not need to explicitly do so. Otherwise,
you explicitly add users to a group.

You can use Workgroup Manager to add users to a group if the user and group accounts are
in a NetInfo or LDAPv3 directory domain.
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To add users to a group using Workgroup Manager:

In Workgroup Manager, open the group account you want to work with if it is not already
open. To open the account, click the Accounts button, then use the At pop-up menu to open
the directory domain where the account resides. Click the lock to be authenticated. Select
the group in the group list.

Click the Members tab.

Click Add to open a drawer listing the users defined in the directory domain you are working
with. (To include system users in the list, choose Preferences on the Workgroup Manager
menu, then select “Show system users and groups.”) Make sure that the group account

resides in a directory domain specified in the search policy of computers the user will log
in to.

Select the user, then drag it into the Members list on the Members tab.

You can use Workgroup Manager to remove a user from a group that is not the user’s
primary group if the user and group accounts reside in a NetInfo or LDAPv3 directory
domain.

To remove a user from a group using Workgroup Manager:

In Workgroup Manager, open the group account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
group in the group list.

Click the Members tab.

Select the user or users you want to remove from the group, then click Remove.

A group has two names: a full name and a short name.

» The full group name, which is used for display purposes only, can contain no more than
255 bytes. Since full group names support various character sets, the maximum number
of characters for full group names can range from 255 Roman characters to as few as 85
characters (for character sets in which characters occupy up to 3 bytes).

For example, English Department Students.
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= Ashort group name can contain as many as 255 Roman characters. However, for clients
using Mac OS X version 10.1.5 and earlier, the short group name must be 8 characters or
fewer. Use only these characters in a short group name:

a through z
A through Z
0 through 9
_ (underscore)

The short name, typically 8 or fewer characters, is used by Mac OS X to find UIDs of group
members when determining whether a user can access a file as a result of his or her
group membership.

You can use Workgroup Manager to edit the names of a group account stored in a NetInfo or
LDAPv3 directory domain or to review the names in any directory domain accessible from
the server you are using.

To work with group names using Workgroup Manager:

In Workgroup Manager, open the group account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. To change a name, click the lock to be
authenticated. Select the group in the group list.

In the Name or “Short name” field on the Members tab, review or edit the names.

Before saving a new name, Workgroup Manager checks to ensure that it is unique.

A group ID is a string of ASCII digits that uniquely identifies a group. The maximum value is
2,147 483,048,

You can use Workgroup Manager to edit the ID for a group account stored in a NetInfo or
LDAPv3 directory domain or to review the group ID in any directory domain accessible from
the server you are using.

To work with a group ID using Workgroup Manager:
In Workgroup Manager, open the group account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. To change a group ID, click the lock to be
authenticated. Select the group in the group list.
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In the Group ID field on the Members tab, review or edit the ID. Before saving a new group
ID, Workgroup Manager checks to ensure that it is unique in the directory domain you are
using.

You can set up a folder for use by members of a particular group. A group folder offers a way
to organize documents and applications of special interest to group members and gives
group members a way to pass information back and forth among them.

To set up a group folder, in Workgroup Manager use the Group Folder tab in the group
account window:
» Select None to avoid creating a group folder.

» Select Network to set up a group folder under the predefined Groups share point on a
server you identify. See the next section for instructions.

= Select Advanced to customize your group folder settings. See “Defining an Advanced
Group Folder” on page 173 for instructions.

A network group folder resides immediately under a share point named Groups on a server
you identify. When you initially set up a server, an AFP share point named Groups is created
automatically; this share point exports the items within /Groups. You can use this predefined
share point, or you can delete it and create a new Groups share point in a different location
on the server. (The next section tells you how to create a share point.)

The group folder is named using the short name of the group it is associated with.
To set up a network group folder:

In Workgroup Manager, open the group account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
NetInfo or LDAPV3 directory domain where the account resides. To edit the group folder
information, click the lock to be authenticated. Select the group in the group list.

Click the Group Folder tab.
Select Network.

In the Server field, type the name of the server hosting the Groups share point you want to
use. For example, type “myserver.example.com”.



In the Owner Name field, enter the name of the user you want to own the group folder so he
or she can act as group folder administrator. The group folder owner will be given Read/Write
access to the group folder. Click Users to choose an owner from a list of users in the current
directory domain.

Click Save.

The group folder and three folders in it (Library, Documents, and Public/Drop Box) will be
created automatically overnight. If you don’t want to wait overnight, you can run the group
folder creation script manually, as steps 7 and 8 describe.

As an administrator, log in to the server where the group folder share point resides, then
open the Terminal application.

If the server is remote, establish an SSH session. “Secure Shell (SSH) Command” on page 591
tells you how.

Type “sudo /ust/sbin/CreateGroupFolder.” Enter your password if prompted.

You can automate a group member’s access to the group folder when the user logs in:

= You can set up Dock preferences to make the group folder visible in the Dock. See
“Providing Easy Access to Group Folders” on page 310 for instructions.

= You can set up login preferences so users can click Computer in the Finder to see the
group folder share point and the group folders within it. See “Providing Easy Access to the
Group Share Point” on page 323 for instructions.

When using these preferences, make sure that the group is defined in a shared domain in the
search policy of the group member’s computer. See “Setting Up Search Policies” on page 87
for instructions.

If you don’t automate group folder access, group members can use the Connect To Server
command on the Finder’s Go menu to navigate to the server where the group folder resides
to access the group folder.

When you need more control over group folder settings than the network group folder
option provides, you can customize group folder settings.

For example, you may want to organize group folders into several subfolders under a share
point that you define. For example, under a share point named SchoolGroups, you might
want to have a StudentGroups folder for student group folders and a TeacherGroups folder
for teacher group folders. The full path to a group folder for second-grade students might be
/SchoolGroups/StudentGroups/SecondGrade.
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To set up an advanced group folder:

On the server where you want the group folder to reside, create a folder that will serve as the
share point for the group folder.

In Workgroup Manager, connect with the server in step 1 and click the Sharing button.
Click the All tab, then navigate to and select the folder you created in step 1.
In the General tab, select “Share this item and its contents.”

Ignore the owner privileges for now. Set Group privileges to Read & Write, and set Everyone
privileges to Read Only. Change the name in the Group field to “admin”.

Click Save.

In Workgroup Manager, open the group account you want to work with if it is not already
open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
NetInfo or LDAPV3 directory domain where the group account resides. To edit the group
folder information, click the lock to be authenticated, then select the group in the group list.

Click the Group Folder tab, then select Advanced.
In the URL field, enter the full URL to the share point you created in steps 1 through 6.

For example, enter ‘AFP://myserver.example.com/SchoolGroups” to identify an AFP share
point named “SchoolGroups” on a server whose domain name is “myserver.com”.

In the Path field, enter the path from the share point to the group folder, including the group
folder.

For example, if the share point is SchoolGroups and the full path to the group folder is
SchoolGroups/StudentGroups/SecondGrade, enter “StudentGroups/SecondGrade” in the
Path field.

If you want the share point to become the actual group folder, leave the Path field blank.

In the Owner Name field, enter the name of the user you want to own the group folder so he
or she can act as group folder administrator. The group folder owner will be given Read/Write
access to the group folder. Click Users to choose an owner from a list of users in the current
directory domain.

Click Save.

Any subfolders you specified between the group share point and the group folder as well as
the group folder and three folders in it (Library, Documents, and Public/Drop Box) will be
created automatically overnight. If you don’t want to wait overnight, you can run the group
folder creation script manually, as steps 13 and 14 describe.

As an administrator, log in to the server where the group folder share point resides, then
open the Terminal application.



If the server is remote, establish an SSH session. “Secure Shell (SSH) Command” on page 591
tells you how.

Type “sudo /ust/sbin/CreateGroupFolder.” Enter your password if prompted.

Set up access to the group folder for users who log in as a group member. There are several
options.

You can automate a group member’s access to the group folder when the user logs in:

» You can set up Dock preferences to make the group folder visible in the Dock. See
“Providing Easy Access to Group Folders” on page 310 for instructions.

= You can set up login preferences so users can click Computer in the Finder to see the
group folder share point and the group folders within it. See “Providing Easy Access to the
Group Share Point” on page 323 for instructions.

When using these preferences, make sure that the group is defined in a shared domain in the
search policy of the group member’s computer. See “Setting Up Search Policies” on page 87
for instructions.

If you don’t automate group folder access, group members can use the Connect To Server
command on the Finder’s Go menu to navigate to the server where the group folder resides
to access the group folder.

See Chapter 6, “Client Management: Mac OS X,” and Chapter 10, “Client Management:
Mac OS 9 and OS 8,” for information about how you can use groups when you want managed
Mac OS X users to have workgroup and computer list preferences.

You can use Workgroup Manager to delete a group account stored in a NetInfo or LDAPV3
directory domain.

To delete a group account using Workgroup Manager:
In Workgroup Manager, open the group account you want to delete if it is not already open.

To open the account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the account resides. Click the lock to be authenticated. Select the
group in the group list.

Choose Delete Selected Group from the Server menu.
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In Workgroup Manager, user and group accounts are listed in tabs at the left side of the
Workgroup Manager window.

Workgroup Manager preferences affect the lists. Choose Preferences from the Workgroup
Manager menu to control whether system users and groups are listed and the order in which
items are listed.

To work with one or more of the accounts listed, select them. Data about the selected
accounts appears in tabs to the right of the list.

To populate the list, use the At menu to select the directory domain(s) you want to work
with. Initially, the local directory domain accounts are listed. The domains available for
selection include all directory domains configured for access by the server you are logged in
to. “Listing Users and Groups in the Local Directory Domain” on page 176 through
“Refreshing User and Group Lists” on page 177 tell you how to use the At menu.

Choose Show Status Bar from the View menu to display your authentication status related to
your current At menu selection.

After you choose directory domains, all the accounts residing in those domains are listed.
You can sort the list by clicking a column heading. You can filter the list to find specific users
or groups by using the filter options above the list. See “Finding Specific Users and Groups in
a List” on page 178 and “Sorting User and Group Lists” on page 178 for details.

The local directory domain is a server-resident domain that is visible only when you are
logged in to the server where it resides.

To list accounts in the local domain of the server you are working with:

In Workgroup Manager, log in to the server hosting the domain, then choose Local from the
At pop-up menu. The local domain might also be listed as /NetInfo/root/<host name> or /
NetInfo/DefaultLocalNode.

User accounts residing in the local domain are listed in the user tab, and local group
accounts are listed in the group tab. To work with a particular account, select it. To change
the account, which requires that you have server or domain administrator privileges, click
the lock to authenticate.

The search path directory domains are those in the search policy defined for the Mac OS X
Server you are logged in to.



To list accounts in search path domains of the server you are working with:

In Workgroup Manager, log in to a server whose search policy contains the directory domains
of interest.

Choose Search Path from the At pop-up menu.

User accounts residing in all directory domains in the search path are listed in the user tab,
and group accounts are listed in the group tab.

To work with a particular account, select it. To change the account, which requires that you
have server or domain administrator privileges, click the lock to authenticate.

You can list user and group accounts residing in any specific directory domain accessible
from the server you are logged in to using Workgroup Manager. You select the domain from a
list of all the directory domains configured to be visible from the server you are using.

Note that “available” directory domains are not the same as directory domains in a search
policy. A search policy consists of the directory domains a server searches routinely when it
needs to retrieve, for example, a user’s account. But the same server might be configured to
access directory domains that have not been added to its search policy.

To list accounts in directory domains accessible from a server:

In Workgroup Manager, log in to a server from which the directory domains of interest
are visible.

Choose Other from the At pop-up menu.
In the dialog box that appears, select the domain(s), then click OK.

User accounts residing in selected directory domains are listed in the user tab, and group
accounts are listed in the group tab.

To work with a particular account, select it. To change a NetInfo or LDAPv3 account, which
requires that you have server or domain administrator privileges, click the lock to
authenticate.

To refresh the list of user and group accounts displayed in Workgroup Manager, you can
m click the Refresh button
» type in the field above the list

= choose another item in the At pop-up menu, then reselect the domain(s) you had been
working with
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After you have displayed a list of users or groups in Workgroup Manager, you can filter the list
to find particular users or groups of interest.

To filter items in the list of accounts:
After listing accounts, select the user or group tab.
In the pop-up menu above the account list, select an option to describe what you want to

find. When you enter a name option, both full and short names of users or groups are
searched. The original list is replaced by items that satisfy your search criteria.

After displaying a list of accounts in Workgroup Manager, click a column heading to sort
entries using the values in that column. Click the heading again to reverse the order of the
entries in the list.

When using Workgroup Manager to work with user and group accounts, several shortcuts
can save you time:

= You can make changes to multiple user or group accounts at once. See “Editing Multiple
Users Simultaneously” on page 178.

= You can use presets, which are like templates that let you predefine attributes to apply to
new user or group accounts by default. See “Creating a Preset for User Accounts” on
page 179 through “Changing Presets” on page 180.

= You can import user and group accounts from a file. See “Understanding What You Can
Import” on page 182 through “Using Character-Delimited Files” on page 191.

You can use Workgroup Manager to make the same change to multiple user accounts in a
NetInfo or LDAPv3 domain at the same time.
To edit multiple users:

In Workgroup Manager, list the users in the directory domain of interest.

Click the Accounts button, then use the At pop-up menu to open the directory domain. Click
the lock to be authenticated, then select the users in the user list. Use Command-click to
select each user whose account you want to change.

Click the tab you want to work with and make changes as required for fields that Workgroup
Manager lets you update.



Presets are Workgroup Manager account templates. They let you set up initial attributes for
new accounts you create using Workgroup Manager.

Presets can be used only during account creation. If you change a preset after it has been
used to create an account, accounts already created using the preset are not updated to
reflect those changes.

To create a preset for user accounts:

Open Workgroup Manager on the server from which you will be creating user accounts.
Ensure that the server has been configured to access the Mac OS X directory domain or non-
Apple LDAPv3 directory domain in which the preset will be used to create new accounts.

Click the Accounts button.

To create a preset using data in an existing user account, open the account. To create a preset
using an empty user account, create a new user account.

Fill in the fields with values you want new user accounts to inherit. Delete any values you do
not want to prespecify if you are basing the preset on an existing account.

The following attributes can be defined in a user account preset: password settings, home
directory settings, quotas, default shell, primary group ID, group membership list, comment,
login settings, print settings, and mail settings.

Choose Save Preset from Presets pop-up menu, enter a name for the preset, then click OK.

To create a preset for group accounts:

Open Workgroup Manager on the server from which you will be creating group accounts.
Ensure that the server has been configured to access the Mac OS X directory domain or non-
Apple LDAPv3 directory domain in which the preset will be used to create new accounts.

Click the Accounts button.

To create a preset using data in an existing group account, open the account. To create a
preset using an empty group account, create a new group account.

Fill in the fields with values you want new user groups to inherit. Delete any values you do
not want to prespecify if you are basing the preset on an existing account.

Choose Save Preset from the Presets pop-up menu, then enter a name for the preset and
click OK.
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To create a new account using a preset:

Open Workgroup Manager on a server configured to access the Mac OS X directory domain
or non-Apple LDAPV3 directory domain in which the preset will be used to create the new
account.

Click the Accounts button.

Use the At pop-up menu to open the directory domain in which you want the new account
to reside.

Click the lock to be authenticated as a directory domain administrator.
From the Presets pop-up menu, choose the preset you want to use.
Create a new account, either interactively or using an import file.

If a setting is specified in both the preset and an import file, the value in the file is used. If a
setting is specified in the preset but not in the import file, the value in the preset is used.

Add or update attribute values if required, either interactively or using an import file.

To rename a preset:

Open Workgroup Manager on the server where the preset has been defined.
Click the Accounts button.

From the Presets pop-up menu, choose Rename Preset and enter the new name.

Click OK.

To delete a preset:

Open Workgroup Manager on the server where the preset has been defined.
Click the Accounts button.

From the Presets pop-up menu, choose Delete Preset.

Select the preset you want to delete then click Delete.

When you change a preset, existing accounts created using it are not updated to reflect your
changes.



To change a preset:

Open Workgroup Manager on the server where the preset has been defined.

Click the Accounts button.

From the Presets pop-up menu, choose the preset you want to change.

After completing your changes, choose Save Preset from the Presets pop-up menu.

You can also change a preset while using it to create a new account by changing any of the
fields defined by the preset, then saving the preset.

Importing user and group accounts from a file is useful when you want to
» Create a large number of users or groups in a batch.

= Migrate user or group accounts from another server. You can import users and groups
from AppleShare IP 6.3 or Mac OS X Server version 10.1 and earlier.

» Update a large number of user or group accounts with new information.

You can import accounts into a NetInfo or LDAPv3 directory domain from
= XML files created by exporting accounts on AppleShare IP 6.3 servers.
= XML files created by exporting accounts on Mac OS X Server versions 10.1 and earlier.

» Character-delimited files created by exporting accounts on Mac OS X Server versions later
than 10.1 or created by hand or using a database or spreadsheet application.

There are two ways to import and export accounts: using Workgroup Manager or using the
dsimportexport command-line tool. dsimportexport gives you more control over the import
and export processes, while Workgroup Manager offers a simpler, graphical user experience.

During import and export processing, dsimportexport displays status information and writes
to a log file:

» Status information is provided for each user or group imported or exported. Status data
includes the total number of records processed so far, the number of bytes processed so
far, and the identity of the record being processed currently.

» The log file is created in /Users/<<user name > /Library/Logs/ImportExport/
DSImportExport.logYYYY.MMDD.hhmmss, where <user name> identifies the user who
invoked dsimportexport and mmmmmm is milliseconds. The log file provides both
processing information and error indications. Information logged includes the date and
time that the import or export operation started, the total number of users and groups
imported or exported, and the identity of any accounts that generated errors during
import or export.
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This section describes how to prepare files for importing and how to conduct import and
export operations using Workgroup Manager and dsimportexport.

The user and group account attributes you can import vary with the kind of import file:

» XML files created with Mac OS X Server 10.1 or earlier (see page 189)

» XML files created with AppleShare IP 6.3 (see page 190)

» character-delimited files (see page 191)

You cannot use an import file to change these predefined users: daemon, root, nobody,
unknown, or www. Nor can you use an import file to change these predefined

groups: admin, bin, daemon, dialer, mail, network, nobody, nogroup, operator, staff, sys, tty

unknown, utmp, uucp, wheel, or www. You can, however, add users to the wheel and
admin groups.

You can use Workgroup Manager to import user and group accounts into a NetInfo or
LDAPv3 directory domain.
To import accounts using Workgroup Manager:

Create a character-delimited or XML file containing the accounts to import, and place it in a
location accessible from the server on which you will use Workgroup Manager. Ensure the file
contains no more than 10,000 records.

See “Using XML Files Created With Mac OS X Server 10.1 or Earlier” on page 189, “Using XML
Files Created With AppleShare IP 6.3” on page 190, and “Using Character-Delimited Files” on
page 191 for information on creating files to import.

In Workgroup Manager, click the Accounts button, then use the At pop-up menu to open the
directory domain into which you want to import accounts.

Click the lock to authenticate as domain administrator.
If you want, select a preset to use during the import.

If a setting is specified in both the preset and the import file, the value in the import file is
used. If a setting is specified in the preset but not in the import file, the value in the preset is
used.

Choose Import from the Server menu, then select the import file.



Select one of the Duplicate Handling options to indicate what to do when the short name of
an account being imported matches that of an existing account.

“Overwrite existing record” overwrites any existing record in the directory domain.
“Ignore new record” ignores an account in the import file.

“Add to empty fields” merges data from the import file into the existing account when the
data is for an attribute that currently has no value.

“Append to existing record” appends data to existing data for a particular multivalue attribute
in the existing account. Duplicates are not created. This option might be used, for example,
when importing new members into an existing group.

Select one of the Record Format options.

“Import standard users” indicates your import file contains user accounts with these
attributes in the order listed: short name, password, UID, primary group ID, full name, path
to the home directory on the user’s computer, and default shell. The first line of the file must
contain “StandardUserRecord.”

“Import standard groups” indicates your import file contains group accounts with these
attributes in the order listed: group name, group password (usually assigned the value *),
group ID, and short names of group members. The first line of the file must contain
“StandardGroupRecord.”

“Use record description in file” indicates that the first line of the file is a complete record
description. “Using Character-Delimited Files” on page 191 describes what the record
description must look like.

“Import XML from AppleShare IP” indicates your import file is an XML file created using
AppleShare IP.

“Import XML from Server Admin” indicates your import file is an XML file created using
Server Admin on Mac OS X Server 10.1 or earlier.

In the First User ID field, enter the UID at which to begin assigning UIDs to new user
accounts for which the import file contains no UID.

In the Primary Group ID field, enter the group ID to assign to new user accounts for which
the import file contains no primary group ID.

Click Import to start the import operation.

If you want, use the createhomedir command-line tool to create home directories for
imported users. See “Using createhomedir to Create Home Directories” on page 165 for
instructions.
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You can use Workgroup Manager to export user and group accounts from a NetInfo or
LDAPv3 directory domain into a character-delimited file that you can import into a different
NetInfo or LDAPV3 directory domain.

To export accounts using Workgroup Manager:

In Workgroup Manager, click the Accounts button, then use the At pop-up menu to open the
directory domain from which you want to export accounts.

Click the lock to authenticate as domain administrator.
Select the user list tab to export users or the group list tab to export groups.

To export all accounts listed, don’t select any of them. To export a specific account, select it.
To export multiple accounts, select them while holding down the Command or Shift key.

Choose Export from the Server menu.
Specify the name to assign to the export file and the location where you want it created.

Click Export.

You can use dsimportexport to import user and group accounts into a Netlnfo or LDAPv3
directory domain.

Here are the parameters that dsimportexport accepts when importing user and group
accounts. Parameters are delimited using angle brackets (< >) if they are required and
square brackets ([]) if they are optional:
dsi nportexport <-g or -s or -p> <file> <directoryDonai n>
<user Nane> <password> <O or Mor | or A> <-s startingU D>
[-r primaryGoupl D [-k keylndex ...] [-n recNanel ndex] [-V]
[-T standardRecordType] [-yrnm userNane] [-yrpwd passwor d]
[-y ipAddress] [-V] [-h] [-err]

where
-9

imports accounts from a character-delimited file. See “Using Character-Delimited Files” on
page 191 for information about the format of this kind of file.

=S

imports accounts from an XML file formatted as “Using XML Files Created With Mac OS X
Server 10.1 or Earlier” on page 189 describes.



P
imports accounts from an XML file formatted as “Using XML Files Created With
AppleShare IP 6.3” on page 190 describes.

file
names the file from which you want to import accounts, including the path to the file. For
example, “/tmp/Import1”.

directoryDomain
is the full path to the NetInfo or LDAPv3 directory domain into which you want to import
the accounts. For a NetInfo domain, you might type “NetInfo/root/someDomain”. For an
LDAPv3 domain, an example is “LDAPv3/ldap.example.com”.

userName
is the full or short name of a user who has domain administrator privileges for the
directory domain.

password

is the password associated with the userName you specify.

o

overwrites any existing record in the directory domain with the value(s) in the attribute(s)
identified using the -k option.

merges data from the import file into an existing account, using the value(s) in the
attribute(s) identified using the -k option when the data is for an attribute that currently
has no value.

ignores an account in the import file if a record with the same value(s) in the attribute(s)
identified using the -k option already exists in the directory domain.

appends data to existing data for a particular multivalue attribute in an account in the
directory domain with the value(s) in the attribute(s) identified using the -k option.
Duplicates are not created. This option might be used, for example, when importing new
members into an existing group.
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-s startingUID

specifies the starting UID to use when importing from an ASIP XML file or a character-
delimited file that contains new user accounts with no UIDs specified. You can omit this
argument if all the accounts in the import file contain UIDs, but use it if some or all of the
accounts do not contain UIDs. For example, -s 559 assigns UIDs to imported users starting
at 559 and incrementing by one for each new user.

-r primaryGrouplID

identifies the primary group ID to assign a new user when an account in the import file
has no group ID specified. For example, -r 20 makes the group with a group ID of 20 the
primary group of an imported user with no group ID defined in the file.

-k keylndex ...

is for character-delimited import files only. It is used to identify as many as four attributes
of an account in the file that you want to use to determine whether the account already
exists. The keylndex is 0 based, so -k 0 points to the first attribute of an account in the
import file. Separate multiple keyIndex values using commas, for example, -k 1,5,6,8. If
you omit the -k parameter, -k 0 is assumed.

-n recNamelndex

=V

is for character-delimited import files only. It is used to identify the attribute providing a
user’s short name or a group name. The namelndex is 0 based, so -n 0 points to the first
attribute. If you omit the -n parameter, -n 0 is assumed.

generates verbose output during import. Because this option generates a large amount of
status data for each account (including all data in the import file), use this option only
when debugging import files. The default status data are counts of the number of
accounts and bytes processed and the record name of the account currently being
processed.

-T standardRecordType

is for character-delimited import files only. It is used to indicate that the first line of the
file does not contain a record description because the file contains accounts in standard
formats. A standardRecordType value of xDSStandardUser is used for standard user
accounts, and xDSSttandardGroup is used for standard group accounts. See “Using
Character-Delimited Files” on page 191 for details about account formatting.

-yrnm userName

is the user name for logging in to a remote Mac OS X Server identified in the -y parameter.

-yrpwd password

is the password for logging in to a remote Mac OS X Server identified in the -y parameter.



-y ipAddress
is the IP address of a remote Mac OS X Server from which the directory domain is visible.
-V
adds the version number of dsimportexport to the log file.
-h
displays usage information for dsimportexport.
=err

displays error information.

To use dsimportexport to import users and groups:

Create a character-delimited or XML file containing the accounts to import, and place it in a
location accessible from the server from which you will use the tool. Ensure the file contains
no more than 10,000 records.

See “Using XML Files Created With Mac OS X Server 10.1 or Earlier” on page 189, “Using XML
Files Created With AppleShare IP 6.3” on page 190, and “Using Character-Delimited Files” on
page 191 for information on creating files to import.

As domain administrator, log in to a server that has access to the directory domain into which
you want to import accounts.

Open the Terminal application and type the dsimportexport command. The dsimportexport
tool is located in /Applications/Utilities/Workgroup Manager.app/Contents/Resources.

Because there is a space in the path name, use quotation marks when typing it. For example:
“/Applications/Utilities/Workgroup Manager.app/Contents/Resources/dsimportexport” -h

If you want, use the createhomedir command-line tool to create home directories for
imported users. See “Using createhomedir to Create Home Directories” on page 165 for
instructions.
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You can use dsimportexport to export user and group accounts from NetInfo or LDAPv3
directory domains into a character-delimited file that you can import into a different
Mac OS X or non-Apple LDAPv3 directory domain.

Here are the parameters that dsimportexport accepts when exporting user and group
accounts. Parameters are delimited using angle brackets (< >) if they are required and
square brackets ([]) if they are optional:

dsi nportexport -x <file> <directoryDomai n>
[-v] [-d delimter ...] [-yrnm userNane]
[-yrpwd password] [-y ipAddress] [-V] [-h] [-err]

where

=X

exports accounts into a character-delimited text file. See “Using Character-Delimited Files”
on page 191 for information about the format of this kind of file.

file

names the file to which you want to export accounts, including the path to the file. For
example, /tmp/Exportl. The file should not already exist.

directoryDomain

is the full path to the NetInfo or LDAPv3 directory domain from which you want to export
the accounts. For a NetInfo domain, you might type “NetInfo/root/someDomain”. For an
LDAPv3 domain, an example is “LDAPv3/ldap.example.com”.

=V
generates verbose output during export. Because this option generates a large amount of
status data for each account (including all data in the export file), use this option only

when debugging export files. The default status data are a count of the number of
accounts processed and the record name of the account currently being processed.

-d delimiter

is for character-delimited export files only. This parameter specifies four delimiters in this
order: end of record, escape, end of field, and end of value. The delimiters values must
be expressed using hex strings, for example, 0x0A. If you omit this parameter, the default
delimiters are \n (end of record, 0x0A), \ (escape, 0x5C), : (end of field, 0x3A), and , (end
of value, 0x2C).

-yrnm userName

is the user name for logging in to a remote Mac OS X Server identified in the -y parameter.



-yrpwd password

is the password for logging in to a remote Mac OS X Server identified in the -y parameter.
-y ipAddress

is the IP address of a remote Mac OS X Server from which the directory domain is visible.
-V

adds the version number of dsimportexport to the log file.
-h

displays usage information for dsimportexport.
=err

displays error information.

To use dsimportexport to export users and groups:

As domain administrator, log in to a server that has access to the directory domain from
which you want to export accounts.

Open the Terminal application and type the dsimportexport command. The dsimportexport
tool is located in /Applications/Utilities/Workgroup Manager.app/Contents/Resources.

Because there is a space in the path name, use quotation marks when typing it. For example:

“/Applications/Utilities/Workgroup Manager.app/Contents/Resources/dsimportexport” -h

You can use Server Admin to create an export file from Mac OS X Server versions 10.1 or
earlier, and import that file into a NetInfo or LDAPV3 directory domain using Workgroup
Manager or dsimportexport.

The following user account attributes are exported into these XML files. Attributes in angle
brackets (< >) are required and will generate an error if absent when you use the file as an
import file:

» indication of whether user can log in

» indication of whether user is a server administrator
s <UD>

m  <primary group ID>

n shell

= comment

= <short name>

n  <full name>

»  <password format> and <password text>
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= Apple mail data
» ara (Apple Remote Access; this data is ignored)

The following group account attributes might be present in these XML files:
= <group name>

m <group ID>

= <one member’s short name>

m other members’ short names

You can use the Web & File Admin application to create an export file on an AppleShare IP
6.3 server and import that file into a NetInfo or LDAPY3 directory domain using Workgroup
Manager or dsimportexport.

The following user account attributes are exported into these XML files. Attributes in angle
brackets (< >) are required and will generate an error if absent when you use the file as an
import file:

m  <name> (mapped to a full name)

» inetAlias (mapped to a short name)

= comment

» indication of whether user can log in

»  <password format> and <password text>

» Apple mail data

» indicator for whether the user is a server administrator, password change data, and
indicator for forcing a password to change (this data is ignored)

The dsimportexport tool generates UIDs when you import this XML file, using the -s
parameter to determine the UID to start with and incrementing each subsequently imported
account’s UID by one. It generates primary group IDs using the -r parameter. When you
import using Workgroup Manager, UIDs and primary group IDs are generated as you indicate
in the dialog box provided.

The following group account attributes might be present in these XML files:

= <group name>

= <one member’s short name>

= other members’ short names

dsimportexport generates group IDs when you import this XML file, using the -r parameter
to determine the group ID to start with and incrementing each subsequently imported

group’s ID by one. When you import using Workgroup Manager, group IDs are generated
using the information you provide for primary group IDs in the import dialog box.



You can create a character-delimited file by using Workgroup Manager or dsimportexport to
export accounts in NetInfo or LDAPv3 directory domains into a file. You can also create a
character-delimited file by hand or by using a database or spreadsheet application.

The first record in the file must characterize the format of each account in the file. There are
three options:

»  Write a full record description.
n Use the shorthand “StandardUserRecord.”
» Use the shorthand “StandardGroupRecord.”

The other records in the file describe user or group accounts, encoded in the format
described by the first record.

Any line of a character-delimited file that begins with “#” is ignored during importing.

A record description identifies the fields in each record you want to import from a character-
delimited file; indicates how records, fields, and values are separated; and describes the
escape character that precedes special characters in a record. Encode the record description
using the following elements in the order specified, separating them using a space:

End-of-record indicator (in hex notation)
Escape character (in hex notation)
Field separator (in hex notation)
Value separator (in hex notation)
Type of accounts in the file (DSRecTypeStandard: Users or DSRecTypeStandard:Groups)
Number of attributes per account
List of attributes
For user accounts, the list of attributes must include the following, although you can omit

UID and PrimaryGrouplD if you specify a starting UID and a default primary group ID when
you import the file:

RecordName (the user’s short name)
Password

UniquelD (the UID)
PrimaryGroupID

RealName (the user’s full name)
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In addition, you can include
UserShell (the default shell)
NFSHomeDirectory (the path to the user’s home directory on the user’s computer)
Other user data types, described in Appendix A

For group accounts, the list of attributes must include
RecordName (the group name)
PrimaryGrouplID (the group ID)
GroupMembership

Here is an example of a record description:
0x0A 0x5C 0x3A 0x2C DSReclypeStandard:Users 7
RecordName Password UniquelD PrimaryGroupID
RealName NFSHomeDirectory UserShell

Here is an example of a record encoded using the description:

jim:Ad147E$:408:20:]. Smith, Jr., M.D../Network/Servers/somemac/Homes/jim:/bin/csh
The record consists of values, delimited by colons. Use a double colon (::) to indicate a value
is missing.
Here is another example, which shows a record description and user records for users whose
passwords are to be validated using the Password Server. The record description should

include a field named dsAttrTypeStandard:AuthMethod, and the value of this field for each
record should be dsAuthMethodStandard:dsAuthClearText:

0x0A 0x5C 0x3A 0x2C dsRecTypeStandard:Users 8
dsAttrTypeStandard:RecordName dsAttrTypeStandard:AuthMethod
dsAttrTypeStandard:Password dsAttrTypeStandard:UniquelD
dsAttrTypeStandard:PrimaryGroupID dsAttrTypeStandard:Comment
dsAttrTypeStandard:RealName dsAttrTypeStandard: UserShell
sk8allday:dsAuthMethodStandard\:dsAuthClearText:pword1:374:11:comment:
Tony Hawk:/bin/csh
mattm:dsAuthMethodStandard\:dsAuthClearText:pword2:453:161::
Matt Mitchell:/bin/tcsh

As these examples illustrate, you can use the prefix “dsAttrTypeStandard:” when referring to

an attribute, or you can omit the prefix. When you use Workgroup Manager to export
character-delimited files, it uses the prefix in the generated file.
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When the first record in a character-delimited import file contains “StandardUserRecord,” the
record description assumed is

0x0A 0x5C 0x3A 0x2C DSRecTypeStandard:Users 7
RecordName Password UniquelD PrimaryGroupID
RealName NFSHomeDirectory UserShell

An example user account looks like this:
jim:AdI47E$:408:20]. Smith, Jr., M.D.:/Network/Servers/somemac/Homes/jim:/bin/csh

When the first record in a character-delimited import file contains “StandardGroupRecord,”
the record description assumed is

0x0A 0x5C 0x3A 0x2C DSRecTypeStandard:Groups 4
RecordName Password PrimaryGroupID GroupMembership

Here is an example of a record encoded using the description:

students:Ad147:88:jones,thomas,smith,wong

A user’s password can be validated using one of these options:

» Using a value stored as a readable attribute in the user’s account. The account can be
stored in a directory domain residing on Mac OS X Server or on a non-Apple directory
server, such as an LDAP or Active Directory server.

» Using a value stored in the Open Directory Password Server.

» Using a Kerberos server.
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» Using LDAP bind authentication with a non-Apple LDAPv3 directory server.

Directory
services

I

User -t
account

Password provided
can be validated
using value stored
in account.

Password can also
be validated using
value stored on
another server on
the network.

\/

©

Password Server

Kerberos server

Directory server

Clients needing password validation, such as login window and the AFP server, call Mac OS X

directory services. Directory services determines from the user’s account how to validate the

password.

» Directory services can validate a password stored in the account or by interacting with the
Password Server or a remote LDAP directory server (using LDAP bind authentication).

n Ifa Kerberos server is used to validate a user, when the user accesses a Kerberized client,
such as the AFP server in the following picture, the client interacts directly with the
Kerberos server to validate the user. Then the client interacts with directory services to
retrieve the user’s record for other information it needs, such as the UID or primary
group ID.

Telenet Login
and SSH window
AFP file | Directory ¢ > Mac OS X
server services lock icon
K
erberos User account & > Password
server Server

See “The Authentication Authority Attribute” on page 196 for information about the attribute
in a user’s account that indicates how to validate a particular user’s password.



Here are the pros and cons of the options for validating a user’s password:

» Storing a password in the user’s account. This approach, referred to as the “basic”
password validation strategy, is the default strategy. It is the simplest and fastest strategy,
since it does not depend on another infrastructure for password validation. It is the
strategy most compatible with software that needs to access user records directly, such as
legacy UNIX software. It supports login window on Mac OS X computers running version
10.1 and earlier. Basic validation also supports users configured to use Authentication
Manager on Mac OS X Server version 10.1 and later. (See “Using Authentication Manager”
on page 197 for more information.)

For users not authenticated using Authentication Manager, the basic strategy supports
passwords as long as 8 characters; if you use longer passwords, only the first 8 characters
are used for password validation. Authentication Manager supports longer passwords for
some authentication methods, such as 128-character passwords for SMB-NT.

When integrating with existing directory systems, such as LDAP and Active Directory
servers, this strategy offers the greatest opportunity for both Mac OS X Server and the
directory server to use the same record to authenticate a user who wants to use that
server.

This strategy may not support clients that require certain network-secure authentication
methods (such as SMB-NT, APOP, or CRAM-MD5) when transmitting passwords to a
particular service. Also, this strategy can make your server vulnerable to offline attacks,
since readable versions of passwords are used. See “Consequences of Readable
Passwords” on page 199 for more information about offline attacks.

See “Storing Passwords in User Accounts” on page 198 for details about this strategy.

» Using a Password Server. This strategy lets you set up user-specific password policies for
users. You can require a user to change his or her password periodically or use only
passwords having more than a minimum number of characters. Password Server supports
passwords that contain more than 8 characters. Password Server never allows passwords
to be read; they can only be set and verified, making this strategy less vulnerable to offline
password attacks.

The Password Server supports clients that provide clear-text passwords (such as AFP and
login window) as well as network-secure authentication methods that protect the privacy
of a password during transmission. It is the preferred strategy if your network will serve
Windows clients.

Password Server passwords can't be used by login window on computers running

Mac OS X version 10.1 or earlier. In addition, this strategy relies on the availability of a
Password Server on a Mac OS X Server; if the Password Server goes down, password
validation cannot occur. Also, you must ensure that physical access to the server on which
Password Server resides is controlled.
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See “Using a Password Server” on page 200 for details about this strategy.

» Using a Kerberos server. This option is not supported by all services but offers the
opportunity to integrate into existing Kerberos environments. As in the case of the
Password Server, if the Kerberos server is unavailable, users whose passwords are verified
using it are unable to use your server.

See “Using Kerberos” on page 205 for details about this strategy.

» Using an LDAP server. This option, like Kerberos, offers a way to integrate your Mac OS X
Server into an existing authentication scheme.

See “Using LDAP Bind Authentication” on page 208 for details about this strategy.

To authenticate a user, Mac OS X directory services first locates the user’s record using the
user name provided by the user. Then it determines which password validation scheme to
use by consulting the “authentication authority” attribute in the user’s account.

The authentication authority attribute identifies the password validation scheme and
provides additional information as required. For example, if a Password Server is being used,
the location of the Password Server is part of the authentication authority value.

If a user’s account contains no authentication authority attribute, the basic strategy is used.
For example, user accounts created using Mac OS X version 10.1 and earlier contain no
authentication authority attribute.

The password associated with a user’s account must be entered by the user before he or she
can be authenticated. The password is case sensitive (except for SNB LAN Manager
passwords) and does not appear on the screen as it is entered.

Regardless of the password validation option you use for any user, here are some guidelines
for composing a password for Mac OS X Server users:

» A password should contain letters, numbers, and symbols in combinations that won’t be
easily guessed by unauthorized users. Passwords should not consist of actual words. Good
passwords might include digits and symbols (such as # or §). Or they might consist of
the first letter of all the words in a particular phrase. Use both uppercase and lowercase
letters.

= Avoid spaces and Option-key combinations.

» Avoid characters that can’t be entered on computers the user will be using or which might
require knowing a special key-stroke combination to enter correctly on different
keyboards and platforms.

= Some network protocols, such as IMAP, do not support passwords that contain leading
spaces, embedded spaces, or trailing spaces.



» Azero-length password is not recommended; Password Server and some systems (such as
LDAP bind) do not support a zero-length password.

For maximum compatibility with computers and services your users might use, use ASCII
passwords.

Authentication Manager, available since Mac OS X Server version 10.0, offers all the
characteristics of the basic validation strategy, plus

» asecure way to validate the passwords of Windows users (including support for SMB-NT,
SMB-LM, and CRAM-MD5)

= the only way to securely authenticate AFP clients prior to version 3.8.3, which requires
AFP two-way random authentication

» support for passwords longer than 8 characters for some authentication methods, such as
128-character passwords for SMB-NT and 14-character passwords for SMB-LM

Authentication Manager only works for users with accounts defined in NetInfo directory
domains. It can’t be used with LDAP domains.

To use Authentication Manager, it must be enabled for the NetInfo directory domain in which
user accounts you want to use it are stored:

= When you upgrade to Mac OS X Server version 10.2 from version 10.1 with Authentication
Manager enabled, it remains enabled. Existing users can continue to use their same
passwords.

» To enable Authentication Manager on Mac OS X Server version 10.2, you can use the
command line in the Terminal application. See “Setting Up Authentication Manager” on
page 618 for details.

When Authentication Manager is enabled, any new users for whom you select basic password
authentication are validated using Authentication Manager. To set the password for a user in a
shared NetInfo domain, you must first connect to the server hosting the domain.

Mac OS X Server offers three secure ways to validate the passwords of Windows users:
» Password Server

= Authentication Manager

» Local Windows hash

Password Server is the recommended approach. It stores passwords in an unreadable
fashion, and it supports many authentication methods. Password Server lets you implement
password policies, and it supports both LDAP and NetInfo user accounts.
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Authentication Manager may be of interest if you are using it on a version 10.1 server that you
want to upgrade to version 10.2 or if you need to support AFP clients prior to version 3.8.3.
See “Using Authentication Manager” on page 197 for more information.

Local Windows hash provides SMB authentication support for a local NetInfo domain. It is
intended for Windows personal file sharing, but can also be used on your server. To enable it,
use the Accounts system preference.

When you import user accounts from computers running Mac OS X Server version 10.1 or
earlier, no authentication authority attribute exists. Therefore all these users have basic
password validation enabled initially.

While all the existing passwords can continue to be used after importing the users, if you
want to use the Password Server for imported users, you'll need to reset their passwords
after importing them. “Exporting and Importing Users With Password Server Passwords” on
page 203 describes how to work with import files and Password Server.

When migrating Authentication Manager users, you have several options:

» Ifyou upgrade server version 10.1 to version 10.2, existing users can continue to use their
same passwords.

= You can also switch to Password Server, or use Password Server for only some users. Users
of both types can coexist in the same NetInfo domain.

The sections that follow describe how to set up the different kinds of password validation for
individual users:

» To store a password in a user’s account, see “Storing Passwords in User Accounts” on
page 198.

» To use a Password Server to validate a user’s password, see “Enabling the Use of a
Password Server for a User” on page 202.

= To use a Kerberos server, see “Integrating Mac OS X With a Kerberos Server” on page 200.

» To use LDAP bind authentication, see “Using LDAP Bind Authentication” on page 208.

This password management strategy is the default strategy, but cannot be used to validate
the passwords of clients that require network-secure authentication protocols. (The single
exception is users created using Mac OS X Server version 10.1 or later in NetInfo domains
with Authentication Manager enabled.) Use the Password Server if you need to support these
kinds of client computers.



Basic password validation is the simplest form of password validation. It relies on a readable
version of a user’s password, stored in the user account. Only the first 8 characters are used
for password validation.

A user’s password is stored in the user account in an encrypted form, derived by feeding a
random number along with the clear text password to a mathematical function, known as a
one-way hash function. A one-way hash function always generates the same encrypted value
from particular input, but cannot be used to re-create the original password from the
encrypted output it generates.

To validate a password using the encrypted value, Mac OS X applies the function to the
password entered by the user and compares it with the value stored in the user account. If
the values match, the password is considered valid.

You can use Workgroup Manager to enable using the basic password validation strategy for
user accounts stored in a Mac OS X directory or non-Apple LDAPv3 directory domain.

To enable basic password validation using Workgroup Manager:
In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. Click the lock to be authenticated, then
select the user in the list.

Click the Advanced tab and choose Basic from the “User Password Type” pop-up menu.

If the user’s password validation strategy is currently a different one, you will be prompted to
enter and verify a new password.

If you are working with a new user, enter the password on the Basic tab in the Password field,
then reenter it in the Verify field. “Choosing a Password” on page 196 provides guidelines for
choosing passwords.

Whenever you store passwords in a readable form, they are potentially subject to hacking.

Consider, for example, NetInfo user records. Although the passwords in NetInfo user records
are encrypted using one-way encryption, they are readable because the nidump utility can be
used to copy user records to a file. The file can be transported to a system where a malicious
user can use various techniques to figure out which password values generate the encrypted
values stored in the user records.

This form of attack is known as an offline attack, since it does not require successive login
attempts to gain access to a system. As soon as a password is identified, the correct user
name and password can be supplied and the malicious user can log in successfully without
notice.
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A very effective way to thwart password hacking is to use good passwords. A password
should contain letters, numbers, and symbols in combinations that won’t be easily guessed
by unauthorized users. Passwords should not consist of actual words. Good passwords might
include digits and symbols (such as # or §). Or they might consist of the first letter of all the
words in a particular phrase. Use both uppercase and lowercase letters.

The Password Server stores passwords, but never allows passwords to be read. Passwords can
only be set and verified. Malicious users must log in over the network to attempt to gain
system access, and invalid password instances, logged by the Password Server, can alert you
to such attempts.

The Password Server is based on a standard known as SASL (Simple Authentication and
Security Layer). This approach helps it support a wide range of network user authentication
protocols that are used by clients of Mac OS X Server services, such as mail and file servers,
that need to authenticate users. Some of the protocols also support clients that require clear
text or unique hashes. Here are a few of the authentication methods that the Password
Server supports:

s CRAM-MD5

m APOP

» SMB-NT and SMB-LAN Manager (required for Windows SMB)

s DHX

» Digest-MD5 (login window and other applications)

The account for a user whose password is validated using the Password Server does not store
the user’s password. Instead, it stores—in its authentication authority attribute—a unique
password ID, assigned by the Password Server when the account was set up to use the
Password Server. To validate a password, directory services passes the password ID to the
Password Server, which it locates using its network address, also stored in the authentication

authority attribute. The Password Server uses the password ID as a key for finding the actual
password and any associated password policy.

For example, the Password Server may locate a user’s password, but discover that it has
expired. If the user is logging in, login window presents the user with a dialog box for
changing the password. After providing a new password, the user can be authenticated.

The Password Server maintains a record for each user that includes

» The password ID, a 128-bit value assigned when the password is created. The value
includes a key for finding a user’s password record.



» The password, stored in recoverable or hashed form. The form depends on the network
authentication protocols enabled for the Password Server (using Open Directory
Assistant). If APOP is enabled, the Password Server stores a recoverable (encrypted)
password. Otherwise, only hashes of the passwords are stored.

= Data about the user that is useful for Server Status logging, such as the short name.
» Password policy data.

The account for a user validated using the Password Server is stored in a NetInfo or LDAPv3
directory domain that resides on Mac OS X Server. Before you set up a user’s account to use
a Password Server, you need to set up the Password Server.

See Chapter 2, “Directory Services,” for instructions on how to set up a Password Server. It
describes how to use Open Directory Assistant to configure a server to

= host a shared directory domain that uses a Password Server (see page 75 and page 77)
» have its local directory domain use a Password Server (see page 80 and page 81)

In order to work with Password Server user account settings in Workgroup Manager, you
must be a Password Server administrator. This administrator is a domain administrator for
the directory domain with which the Password Server is associated, and the administrator’s
password is validated using that Password Server.

There are two ways a user can become a Password Server administrator:

» The user specified when a particular Password Server is set up (using Open Directory
Assistant) is a Password Server administrator for that Password Server.

= You can use Workgroup Manager to make other users Password Server administrators
after setting up a Password Server.
To make a user a Password Server administrator using Workgroup Manager:

Make sure the user has an account in a directory domain associated with the Password
Server, and make sure that you are a Password Server administrator for that Password Server.

In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. Click the lock to be authenticated, then
select the user in the list.

In the Basic tab, if you are working in the local domain, select the ““User can administer the
server” option. If you are working in a shared domain, select the “User can administer this
directory domain” option.
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On the Advanced tab, choose “Password Server” from the “User Password Type” pop-up
menu if it is not already selected.

If the user’s password is currently being validated using a different strategy, you will be
prompted to enter and verify a new password. If you are working with a new user, enter the
password on the Basic tab in the Password field, then reenter it in the Verify field.

The password must contain no more than 512 characters, although there may be different
limits imposed by the network authentication protocol; for example, 128 characters for SMB-
NT and 14 for SMB-LAN Manager. “Choosing a Password” on page 196 provides guidelines for
choosing passwords.

Avoid using the Options button on the Advanced tab to set up a password policy for
Password Server administrators. Password policies are not enforced for these individuals.
Password Server administrators need to be able to override user-specific policies.

Use Workgroup Manager to enable the use of a Password Server for validating passwords for
user accounts stored in a NetInfo or LDAPv3 directory domain residing on Mac OS X Server.

In order to work with Password Server user settings, you must be a Password Server
administrator. See “Assigning Administrator Rights for a Password Server” on page 201 for
information about how to become a Password Server administrator.

To enable the use of a Password Server for a user:

Make sure a Password Server has been associated with the directory domain in which the
user’s account resides.

In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
directory domain where the user’s account resides. Click the lock to be authenticated, then
select the user in the list.

On the Advanced tab, choose “Password Server” from the “User Password Type” pop-up
menu if it is not already selected.

If the user’s password is currently being validated using a different strategy, you will be
prompted to enter and verify a new password. If you are working with a new user, enter the
password on the Basic tab in the Password field, then reenter it in the Verify field.

The password must contain no more than 512 characters, although there may be different
limits imposed by the network authentication protocol; for example, 128 characters for SMB-
NT and 14 for SMB-LAN Manager. “Choosing a Password” on page 196 provides guidelines for
choosing passwords.



On the Advanced tab, click Options to set up the user’s password policy. If you select the
“Disable login as of” option, enter a date in mm/dd/yyyy format; for example, 02/22/2004.
Click OK when you are finished specifying options.

If you use a policy that requires user password changing, remember that not all protocols
support changing passwords. For example, IMAP does not support changing a password, and
Windows and NT don’t let you set passwords using the SMB protocol.

The password ID is a unique 128-bit number assigned when the password is created on the
Password Server. It may be helpful in troubleshooting, since it appears in the Password
Server log when a problem occurs. View this log in the directory services section of Server
Status.

The Password Server does not let you read passwords. Therefore when you export user
accounts that have Password Server passwords, passwords are not exported.

When you import these users or others whose passwords you want to be validated using a
Password Server:

= You can modify the import file so it specifies a clear-text authentication method. “Writing
a Record Description” on page 191 describes how.When you import the file using
Workgroup Manager or dsimportexport, make sure you are logged in as a Password Server
administrator.

= You can use Workgroup Manager to simultaneously select all the user accounts to use
Password Server. Use Command-click or Shift-click to select all the users whose password
strategy needs to be changed. Then use the Advanced tab to select Password Server and
enter a password when prompted. Now all the users can log in using the password you
specify, but reset their passwords using the My Account System Preferences pane after
login. Alternatively, you can change the user passwords on the Basic tab for individual
users.

If you want to no longer use a Password Server, change the password validation strategy of
the Password Server administrator and any users whose passwords are validated using the
Password Server to basic. Doing so ensures that these users can continue to log in to

Mac OS X Server.

To reset passwords of Password Server users:

Open Workgroup Manager on a server from which you can access the domain with which the
Password Server and user are associated.

Use the At pop-up menu to open the directory domain. Click the lock to be authenticated as
a Password Server administrator.
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Select the user in the list.

On the Advanced tab, choose Basic from the “User Password Type” pop-up menu. You will be
prompted to enter and verify a new password.

Click Save.
Repeat steps 3 through 5 for other users in the domain as required.

If the Password Server you want to discontinue using is used to validate passwords of users in
other domains, repeat steps 1 through 6 for each additional domain.

To change multiple user accounts simultaneously, use Command-click or Shift-click to select
all the users whose password strategy needs to be changed. Then use the Advanced tab to
select Basic and enter a password when prompted. Now all the users can log in using the
password you specify, but reset their passwords using the My Account System Preferences
pane after login. Alternatively, you can change the user passwords on the Basic tab for
individual users.

Using a Password Server offers flexible and secure password validation, but you need to make
sure that the server on which a Password Server runs is secure:

= Whenever possible, set up Password Server on a server that is not used for any other
activity.

» Since the load on a Password Server is not particularly high, you can have several (or even
all) of your server-resident directory domains share a single Password Server.

»  Make sure that the Password Server’s computer is located in a physically secure area.

» Set up IP firewall service so nothing is accepted from unknown ports. Password Server
uses a well-known port (TCP port 106).

» Equip the server with an uninterruptible power supply.

Use the Password Server logs, visible using Server Status, to monitor failed login attempts.

Password Server logs all failed authentication attempts, including IP addresses that generate
them. Periodically review the logs to determine whether there are a large number of failed
trials for the same password ID, indicating that somebody may be generating login guesses.



If you already use Kerberos to authenticate users, you can use Kerberos to validate
passwords for the following services of Mac OS X Server version 10.2 and later:

» Login window

» Mail service

s FIP

m AFP server and client

These services have been “Kerberized.” Only services that have been Kerberized can use
Kerberos to validate a user.

Like the Password Server, a Kerberos server is dedicated to handling data needed for user
validation. Other user data is maintained on a separate server.

Kerberized services are configured to authenticate principals who are known to a particular
Kerberos realm. You can think of a “realm” as a particular Kerberos database or
authentication domain, which contains validation data for users, services, and sometimes
servers (known as “principals”). For example, a realm contains principals’ private keys, which
are the result of a one-way function applied to passwords. Service principals are generally
based on randomly generated secrets rather than passwords.

Here are examples of realm and principal names; note that realm names are capitalized by
convention to distinguish them from DNS domain names:

» Realm: MYREALM.EXAMPLE.COM

» User principal: smitty(@MYREALM.EXAMPLE.COM

= Service principal: afpserver/anothername.example.com(@MYREALM.EXAMPLE.COM
There are several phases to Kerberos authentication. In the first phase, the client obtains
credentials to be used to request access to Kerberized services. In the second phase, the

client requests authentication for a specific service. In the final phase, the client presents
those credentials to the service.
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The following illustration summarizes these activities. Note that the service and the client in
this picture may be the same entity (such as login window) or two different entities (such as
a mail client and the mail server).

4
Key Distribution 6

Center (KDC) - Kerberized

service

2
3
Client TS

1

-

The client authenticates to a Kerberos Key Distribution Center (KDC), which interacts with
realms to access authentication data. This is the only step in which passwords and associated
password policy information needs to be checked.

The KDC issues the client a ticket-granting ticket, the credential needed when the client
wants to use Kerberized services. The ticket-granting ticket is good for a configurable period
of time, but can be revoked before expiration. It is cached on the client until it expires.

The client contacts the KDC with the ticket-granting ticket when it wants to use a particular
Kerberized service.

The KDC issues a ticket for that service.
The client presents the ticket to the service.

The service verifies that the ticket is valid. If the ticket is valid, use of the service is granted to
the client if the client is authorized to use the service. (Kerberos only authenticates clients; it
does not authorize them to use services. An AFP server, for example, needs to consult a
user’s account in a directory domain to obtain the UID.) The service uses information in the
ticket if required to retrieve additional information about the user from a directory domain.

Note that the service does not need to know any password or password policy information.
Once a ticket-granting ticket has been obtained, no password information needs to be
provided.

For more information on Kerberos, go to the MIT Kerberos home page:

web.mit.edu/kerberos/www/index.html

To integrate Mac OS X with a Kerberos server:

Make sure that one or more realms supported by your Kerberos server contain information
for all the users to be validated using Kerberos and for all the Mac OS X Kerberized services
they will use. The Kerberos principal name must be the same as the short name in the user’s
directory domain account.



Create user accounts for each of the same users in directory domains accessible from
Mac OS X computers on which Kerberized services will be used. Set the password type to
Basic, and specify passwords that will never be used to authenticate the users.

Kerberized services on Mac OS X computers retrieve user accounts by extracting the user
name part of the principal out of the KDC certificate, which is passed to directory services to
find the account.

Before enabling Kerberos for a specific Kerberized service, create one or more principals in
the KDC for it, save the shared secrets into a keytab file, and copy the keytab file from the
KDC to /etc/krb3.keytab on your Mac OS X Server.

Use the kadmin command-line tool to create principals and a keytab file, and use a file
sharing protocol to transfer the keytab file from the Kerberos server to Mac OS X Server. FTP
or SCP (secure copy over SSH) are most likely to be present on the KDC.

Keytab files are sensitive, because they contain information used to determine whether a
client or service is trustworthy.

On Mac OS X Server, place the edu.mit.Kerberos configuration file in /Library/Preferences.
This file is not sensitive, so it can be placed on a guest-accessible volume,

This file must also reside in /Library/Preferences in the home directory of users you want to
authenticate using Kerberos.

Enable individual services (mail, AFP, and FTP) and clients (login window, AFP client, mail
client) to support Kerberos authentication.

Make sure that users you want authenticated using Kerberos are in the search path of the
server hosting the Kerberized services.

Use Server Settings to enable mail server support for Kerberos. See “Requiring or Allowing
Kerberos Authentication” on page 403 for details.

To enable mail client support, set up Mac OS X Mail application account preferences to use
Kerberos V5 authentication. Also make sure that edu.mit.Kerberos resides in /Library/
Preferences on the user’s computer.

Use Server Settings to enable AFP server support for Kerberos. See Chapter 5, “File Services,”
for details.

AFP client has no special requirements beyond access to /Library/Preferences/
edu.mit.Kerberos.

Note that “afpserver” is the service name for AFP. For example:
Service principal: afpserver/anothername.example.com(@MYREALM.EXAMPLE.COM
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Use Server Settings to enable FTP server support for Kerberos. See Chapter 5, “File Services,”
for details.

Use this procedure on each Mac OS X client computer you want to use Kerberos at login:

To set up Kerberos login authentication:

Place the edu.mit.Kerberos configuration file in /Library/Preferences/. This file is not
sensitive, so it can be placed on a guest-accessible volume.

Change the /etc/authorization file so that the value of the eval key of the system.login.done
parameter looks like this:

<string>switch_to_user,krb5auth:login </string>

If you want to make Kerberos authentication a requirement for login, create a host principal
on the KDC, and copy a keytab file from the KDC to /etc/krb5.keytab on the client computer.
(The string “host/mymachine.example.com” is an example of a host principal.)

Also, change the client’s /etc/authorization file so that the value of the eval key of the
system.login.console parameter looks like this:

<string>loginwindow_builtin:login krb5auth:authenticate loginwindow_builtin:success
</string>

If you skip this step, login window first authenticates by using the Open Directory password
and acquires a ticket-granting ticket as a side effect of logging in.

Make sure that the user has an Open Directory account with a short name that matches the
Kerberos principal name. The account should be in the search path of the client computer.

If you skip step 3 or if you want to use AFP home directories, make sure the Open Directory
password matches the Kerberos password.

See “Kerberos Users Can’t Authenticate” on page 212 for troubleshooting tips.

When you use this password validation technique, you rely on an LDAPv2 or LDAPV3 server
to authenticate a user’s password. Because it supports the Secure Socket Layer (SSL)
protocol, LDAPY3 is preferred.

You can use Workgroup Manager to enable the use of LDAP bind authentication for user
accounts stored in a NetInfo or LDAPv3 directory domain.



To enable LDAP bind user authentication using Workgroup Manager:

Make sure the account for a user whose password you want to validate using LDAP bind
resides on an LDAPv3 server in the search path of the Mac OS X computer that needs to
validate the password.

See Chapter 2, “Directory Services,” for information about configuring LDAPY3 server
connections. Avoid mapping the password attribute when configuring the connection; bind
authentication will occur automatically. Also, set up the connection so it uses SSL in order to
protect the password, passed in clear text, while it is in transit.

In Workgroup Manager, open the account you want to work with if it is not already open.

To open an account, click the Accounts button, then use the At pop-up menu to open the
LDAPv3 directory domain where the user’s account resides. Click the lock to be
authenticated, then select the user in the user list.

On the Advanced tab, choose Basic from the “User Password Type” pop-up menu.

On the Basic tab, make sure the Password field is empty.

Regularly back up your Password Server as well as your root and administrator user accounts.

Back up your Password Server frequently. When you do so, also back up any directory
domain(s) that use the Password Server:

» To back up a Password Server, back up the folder /var/db/authserver. Make sure that your
Password Server backup files are as carefully secured as the computer hosting your
Password Server.

» See Chapter 2, “Directory Services,” for information on backing up directory domains.

If you restore the Password Server, make sure you also restore the corresponding directory
domains at the same time.

System files are owned by root or system administrator user IDs that exist at the time they
are created. Should you need to restore system files, the same IDs should exist on the server
so that the original permissions are preserved.

To ensure that you can re-create these user IDs, periodically export the server’s user and
group information to a file as “Importing and Exporting User and Group Information” on
page 181 describes.
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See “Providing Secure Authentication for Windows Users” on page 197.

Mac OS X client computer search policies must be set up so that accounts and shared
resources (such as network file servers and printers) are visible from the Mac OS X computer.
See Chapter 2, “Directory Services,” for client configuration options and instructions.

Follow the suggestions in this section when problems with user and group account
administration arise.

Before you can modify an account using Workgroup Manager:
= You must be a domain administrator for any Apple directory domain storing the account.

» The directory domain must be a NetInfo or LDAPv3 directory domain. Only these
domains can be updated using Workgroup Manager.

Before you can modify the password of a user whose password is validated using a Password
Server, you must be a Password Server administrator. There are two ways a user can become
a Password Server administrator:

» The user specified when a particular Password Server is set up (using Open Directory
Assistant) is a Password Server administrator for that Password Server.

= You can make other users Password Server administrators after setting up a Password
Server. Make sure they have an account in the directory domain associated with the
Password Server. Make them domain administrators for the directory domain, and make
sure their passwords are validated using the Password Server.

Before you can modify the password of a user so that it’s validated using a Password Server,
you must be a Password Server administrator. There are two ways a user can become a
Password Server administrator:

» The user specified when a particular Password Server is set up (using Open Directory
Assistant) is a Password Server administrator for that Password Server.



= You can make other users Password Server administrators after setting up a Password
Server. Make sure they have an account in the directory domain associated with the
Password Server. Make them domain administrators for the directory domain, and make
sure their passwords are validated using the Password Server.

To make changes using NetInfo Manager, you must authenticate with a user account that has
a basic password.

Try these techniques to determine whether the source of the authentication problem is
configuration or the password itself:

m Reset the password to a known value, then determine whether there is still a problem. Try
using a 7-bit ASCII password, which is supported by most clients.

» IfaPassword Server is being used for the user and it is not set up to support the
authentication protocol needed by the user’s client, you can use Open Directory Assistant
to enable additional Password Server protocols. You may need to reset the user’s
password after changing the Password Server configuration.

= Basic authentication does not support many authentication protocols. To increase the
possibility that a user’s client applications will be supported, use the Password Server or
suggest that the user try a different application.

» For Kerberos troubleshooting tips, see “Kerberos Users Can’t Authenticate” on page 212.

» Ifa Password Server or non-Apple directory server used for password validation is not
available, reset the user’s password to use a server that is available.

= Make sure that the password contains characters supported by the authentication
protocol. Leading, embedded, and trailing spaces as well as special characters (for
example, Option-8) are not supported by some protocols. For example, leading spaces
work over POP or AFP, but not over IMAP.

= Make sure that the keyboard being used by the user supports the characters necessary for
authentication.

» Make sure the client software encodes the password so that it is recognized correctly. For
example, Password Server recognizes UTF-8 encoded strings, which may not be sent by
some clients.

= Make sure that the client being used by the user supports the password length. For
example, LAN Manager supports only 14-character passwords, so passwords longer than
14 characters would cause an authentication failure even though Mac OS X Server’s
Windows service supports longer passwords.

= Ifan AFP client prior to version 3.8.3 fails to authenticate, use Authentication Manager for
these older clients.
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In order to assign server administrator privileges to a user for a particular server, first log in
to that server in Workgroup Manager.

When you remove the Password Server’s computer from a network by removing the cable
from its network interface card (NIC), users whose passwords are validated using the
Password Server can’t log in because its IP address isn’t accessible.

Users can log in to Mac OS X Server if you plug the Password Server’s computer in to an
isolated hub to bring the NIC back up. Alternatively, users can log in as users whose
password validation strategy is basic.

Make sure that users have access to the share point in which their home directories are
located and to their home directories. Users need Read access to the share point and Read &
Write access to their home directories.

This problem occurs when a user tries to log in to a Mac OS X computer using an account in
a shared NetInfo domain, but the server hosting the domain isn’t accessible. The user can log
in to the Mac OS X computer by using the local user account created automatically when he
or she set up the computer to use a NetInfo account. The user name is “administrator”
(short name is “admin”) and the password is the NetInfo password.

When a user or service that uses Kerberos experiences authentication failures, try these
techniques:

» Kerberos behavior is based on encrypted time stamps. If there’s more than 5 minutes
difference between the KDC, client, and service computers, authentication may fail. Make
sure that the clocks for all computers are synchronized using a network time server.

» IfKerberos is being used, make sure that Kerberos authentication is enabled for the
service in question.

n IfaKerberos server used for password validation is not available, reset the user’s
password to use a server that is available.

» Make sure that the server providing the Kerberized service has access to directory
domains containing accounts for users who are authenticated using Kerberos. One way to
do this is to use a shared directory domain on the KDC server that hosts user records that
correspond to all the user principals.



» Refer to the KDC log (kdc.log) for information that can help you solve problems.
Incorrect setup information such as wrong configuration file names can be detected using
the logs.

» Make sure all your configuration files are complete and correct. For example, make sure
the keytab file on your server has the principals of interest in it.
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Sharing

The Sharing module of Workgroup Manager lets you share information with clients of the
Mac OS X Server and control access to shared information by assigning access privileges.

You share information by designating share points. A share point is a folder, hard disk (or
hard disk partition), or CD that you make accessible over the network. It’s the point of
access at the top level of a group of shared items. Users with privileges to use share points
see them as volumes mounted on their desktops, and as volumes in the Finder in Mac OS X.

Setting up share points and assigning privileges is an integral part of setting up file services.
See Chapter 5, “File Services.”

Privileges define the kind of access users have to shared items. There are four types of
privileges that you can assign to a share point, folder, or file: Read & Write, Read Only, Write
Only, and None. The table below shows how the privileges affect user access to different
types of shared items (files, folders, and share points).

Open a shared file Yes Yes No No
Copy a shared file Yes Yes No No
Open a shared folder or share point Yes Yes No No
Copy a shared folder or share point Yes Yes No No
Edit a shared file’s contents Yes No No No
Move items into a shared folder or share point Yes No Yes No
Move items out of a shared folder or share point ~ Yes No No No

You can assign Write Only privileges to a folder to create a drop box. The folder’s owner can
see and modify the drop box’s contents. Everyone else can only copy files and folders into
the drop box, without seeing what it contains.
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Note: QuickTime Streaming Server and WebDAV have their own privileges settings. For
information about QTSS, refer to the QTSS online help and the QuickTime Web site
(www.apple.com/quicktime/products/qtss/). You'll find information on Web privileges in
“Understanding WebDAV” on page 359.

Share points and the shared items contained in share points (including both folders and
files) have their own individual privileges. If you move an item to another folder; it retains its
own privileges and doesn’t automatically adopt the privileges of the folder where you moved
it. In the following illustration, the second folder (Designs) and the third folder (Documents)
were assigned privileges that are different from those of their “parent” folders:

Read & Write

Engineering Read Only

\— Designs Read & Write
\— Documents

When new files and folders are created, however, they inherit the privileges of their parent
folder. See “Privileges in the Mac OS X Environment” on page 217.

You can assign access privileges separately to three categories of users:
Owner

A user who creates a new item (file or folder) on the file server is its owner and automatically
has Read & Write privileges to that folder. By default, the owner of an item and the server
administrator are the only users who can change its access privileges—allow a group or
everyone to use the item. The administrator can also transfer ownership of the shared item
to another user.

Note: When you copy an item to a drop box on an Apple file server, ownership of that item
is transferred to the owner of the drop box. This is done because only the owner of the drop
box has access to items copied to it.

Group

You can put users who need the same access to files and folders into group accounts. Only
one group can be assigned access privileges to a shared item. For more information on
creating groups see Chapter 3, “Users and Groups.”



Everyone

Everyone is any user who can log in to the file server: registered users, guests, anonymous
FTP users, and Web site visitors.

If a user is included in more than one category of users, each of which has different
privileges, these rules apply:

»  Group privileges override Everyone privileges.

» Owner privileges override Group privileges.

For example, when a user is both the owner of a shared item and a member of the group
assigned to it, the user has the privileges assigned to the owner.

Users of AppleShare Client software can set access privileges for files and folders they own.
Windows file sharing users can set folder properties, but not privileges.

If you are new to Mac OS X and are not familiar with UNIX; it is important to know that there
are some differences from the Mac OS 9 environment in how ownership and privileges are
handled.

To increase security and reliability, Mac OS X sets many system directories, such as /Library,
to be owned by the root user. Files and folders owned by root can’t be changed or deleted by
you unless you are logged in as the root user. Be careful when you log in as the root user
since changing system data can cause problems.

As mentioned above, files and folders are, by default, owned by the user who created them.
They inherit the privileges of the folder in which they are created. After they are created,
items keep their privileges even when moved, unless the privileges are explicitly changed by
their owners or an administrator.

Therefore, new files and folders you create are not accessible by client users if they are
created in a folder for which the users do not have privileges. When setting up share points,
make sure that items allow appropriate access privileges for the users with whom you want
to share them.

You can customize the directory structure and contents of the Network globe for clients by
setting up automounting for share points. You can add system resources such as fonts and
preferences by automounting share points in specific directory locations.
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The Network globe on OS X clients represents the Darwin /Network directory. By default,
the Network globe contains the following four folders:

» Applications
n Library
m Servers

m Users

You can mount share points into any of these folders. See “Automounting Share Points” on
page 225 for instructions.

Share points can be automounted statically or dynamically. Statically mounted share points
are mounted when the client computer starts up. A connection to the server is opened for
static mounts during startup and remains open until the user shuts down the computer.
Dynamically mounted share points are not mounted until the user opens the directory.
Although an icon for the directory appears in the Network globe during startup, the actual
connection to the server where the directory resides is not made until the user selects the
icon and attempts to access the directory’s contents.

In both cases, when an automounted share point is defined on the server it is not available to
a client computer until the client has restarted.

This Library folder in the Network globe is included in the system search path. This gives you
the ability to make available, from the network, any type of system resource that resides in
the local Library folder. These resources could include fonts, application preferences,
ColorSync profiles, desktop pictures, and so forth. Mac OS X accesses the network Library
folder before the local Library folder, so network resources with the same name take
precedence. You can use this capability to customize your managed client environment.

For example, suppose you wish to have a specific set of fonts available to each user in a given
Open Directory domain. You would create a share point containing the desired fonts and
then set the share point to automount into the /Network/Library/Fonts folder on client
machines. See “Automounting Share Points” on page 225 for instructions on setting up
automounting.

You use the Sharing module of Workgroup Manager to create share points and set privileges
for them.

Here is an overview of the basic steps for setting up sharing:



Step 1:

Read “Before You Begin” on page 219 for issues you should consider before sharing
information on your network.

Step 2:

Decide which volumes, partitions, folders, and CDs you want to share. You may want to

move some folders and files to different locations before setting up sharing. You may want to
partition a disk into volumes to give each volume different access privileges or create folders
that will have different levels of access. See “Organize Your Shared Information” on page 220.

Step 3:

When you designate an item to be a share point, you set its privileges at the same time. You
create share points and set privileges in the Sharing module of Workgroup Manager. See
“Setting Up Sharing” on page 221.

Step 4:

In order for users to be able to access share points, you must turn on the Mac OS X Server
file services. Turn on each file service that you use to share items. For example, if you use
Apple File Protocol with your share point, you must turn on Apple File Server. You can share
an item using more than one protocol. See Chapter 5, “File Services,” on page 233.

Before you assign privileges, you need to understand how privileges for shared items work.
Consider which users need access to shared items and what type of privileges you want
those users to have. Privileges are described at the beginning of this chapter—see “Privileges’
on page 215.

i

You also need to determine which protocols clients will use to access share points. In
general, you will want to set up independent share points for each type of client, and share
the item using a single protocol:

»  Mac OS clients—Apple Filing Protocol (AFP)

»  Windows clients—Server Message Block (SMB)

n FTP clients—File Transfer Protocol (FTP)

» UNIX clients—Network File System (NFS)

In some cases you will want to share an item using more than one protocol. If client users
will be sharing files that have common formats across platforms, you will want to create a

share point that supports users of each platform. For example, Mac OS and Windows users
might want to share graphics or word processing files that can be used on either platform.
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Conversely, you might want to set up share points using a single protocol even though you
have different kinds of clients. For example, if almost all of your clients are UNIX users and
just a couple are Mac OS clients, you may want to share items using only NFS in order to
keep your setup simple. Keep in mind, however, that Mac OS users will not enjoy the
features of AFP not provided by NFS, such as the ability to search server contents using
Sherlock and performance optimization.

See Chapter 5, “File Services,” on page 233 for more information.

Once you have created share points, users will start to form “mental maps” of the share
points you have set up and the items contained in them. Changing share points and moving
information around could cause confusion. If you can, organize the information you share
before you start creating share points. This is especially important if you are setting up
network home directories (see “Administering Home Directories” on page 152).

If you have Windows clients, you should set up at least one share point to be used only by
your Windows users. This provides a single point of access for the Windows users.

Security of your data and your network is critical. The most effective method of securing
your network is to assign appropriate privileges for each file, folder, and share point as you
create it.

Be careful when creating and granting access to share points, especially if you're connected
to the Internet. Granting access to Everyone, or to World (in NFS service), could potentially
expose your data to anyone on the Internet.

NFS share points don’t have the same level of security as AFP and SMB, which require user
authentication (typing a user name and password) to gain access to a share point’s contents.
If you have NFS clients, you may want to set up a share point to be used only by NFS users.

When you configure any file service, you have the option of turning on guest access. Guests
are users who can connect to the server anonymously without entering a valid user name or
password. Users who connect anonymously are restricted to files and folders with privileges
set to Everyone.

To protect your information from unauthorized access, and to prevent people from
introducing software that might damage your information or equipment, you can take these
precautions using the Sharing module of Server Settings:

» Share individual folders instead of entire volumes. The folders should contain only those
items you want to share.



» Set privileges for Everyone to None for files and folders that guest users should not
access. Items with this privilege setting can be accessed only by the item’s owner or
group.

» Put all files available to guests in one folder or set of folders. Assign the Read Only
privilege to the Everyone category for that folder and each file within it.

» Assign Read & Write privileges to the Everyone category for a folder only if guests must be
able to change or add items in the folder. Make sure you keep a backup copy of
information in this folder.

» Check folders frequently for changes and additions and use a virus-protection program
regularly to check the server for viruses.

= Disable anonymous FTP access using the FTP module of Server Settings.
= Don'’t export NFS volumes to World. Restrict NFS exports to a specific set of computers.

This section describes how to create share points and set access privileges for the share
points. It also tells you how to configure the different protocols (AFP, SMB, FTP, and NFES)
that you use to share items and how to automount share points on clients’ desktops.

See “Managing Sharing” on page 227 for additional tasks that you might perform after you
have set up sharing on your server.

Admin users whose accounts are set up with Mac OS X managed preferences can access a
group or home directory only if the related share points are volumes. See Chapter 6, “Client
Management: Mac OS X,” on page 279 for more information on managing account
preferences in Mac OS X.

You designate volumes, partitions, folders, or CDs to be share points using the Sharing
module of Workgroup Manager.

To create a share point and set privileges:

In Workgroup Manager; click the Sharing button.

Click All and select the volume or folder in the list that you want to make a share point.

Note: Volume and directory names containing a slash (“/”) character do not appear
correctly in Workgroup Manager’s Sharing window, only the portion of the name after the
slash appears. To prevent this problem, do not use “/” in volume or directory names you
plan to use as share points.
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Click the General tab.
Select “Share this item and its contents.”

Change the owner and group of the shared item by typing names into those fields or by
dragging names from the Users & Groups drawer. You can open the drawer by clicking
“Users & Groups.”

User and group lists are automatically refreshed at the rate specified in the Workgroup
Manager preferences. Choose the Preferences command on the Workgroup Manager menu
to display the current setting for automatic refresh and optionally change it.

Use the pop-up menus next to the fields to change the privileges for the Owner, Group, and
Everyone. Everyone is any user who can log in to the file server: registered users, guests,
anonymous FTP users, and Web site visitors. If you don’t want everyone to have access, set
the Everyone access privileges to None.

Note: You should not assign Write Only access privileges to a file or share point. Only
folders inside a share point should be assigned Write Only access privileges. Otherwise users
won't be able to see the file or the contents of the share point.

Click the Copy button to apply the ownership and privileges to all items (files and folders)
contained within the share point. This will override privileges that other users may have set.

Click Save.

By default, the new share point is shared through AFP, SMB, and FTP protocols. Use the
Protocol pane to change the settings or stop sharing via these protocols or to export the item
using NFS.

The Advanced settings are described in the following sections.

You can make share points available to Mac OS 8, Mac OS 9, and Mac OS X clients by sharing
them using AFP.

To configure an AFP share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to share using AFP.
Click the Protocols tab and choose Apple File Settings from the pop-up menu.
Select the “Share this item using AFP” option.

Select “Allow AFP guest access” to allow clients to have guest access to this item.
For greater security, do not select this item.

Enter a name in the “Custom AFP name” field if you want the share point to appear with a
name different from its real one.



Choose a default permissions option for new files and folders.

Select “Use Standard UNIX behavior” if you want new or copied items to retain their original
privileges, and inherit the user and group ID of the user that created or copied the item.

Select “Inherit permissions from parent” if you want new or copied items to have the same
access privileges as the enclosing item. Note: Do not use this option with sharepoints used
as home directories.

Click Save.

You can make share points available to Windows clients by sharing them using Windows
SMB.

To configure an SMB share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to share using SMB.
Click the Protocols tab and choose Windows File Settings from the pop-up menu.
Select the “Share this item using SMB” option.

Select “Allow SMB guest access” to allow clients to have guest access to this item.
For greater security, do not select this item.

Enter a name in the “Custom SMB name” field if you want the share point to appear with a
name different from its real one.

Choose the default method for assigning access privileges for new files and folders in the
share point.

Select “Inherit permissions from parent” if you want new items to have the same access
privileges as the enclosing item.

Select “Assign as follows” and set the Owner, Group, and Everyone privileges using the pop-
up menus if you want new items to have specific privileges.

Click Save.

You can make share points available to clients over the Internet by sharing them using FTP.
To configure an FTP share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to share using FTP.

Click the Protocols tab and choose FTP Settings from the pop-up menu.
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Select the “Share this item using FTP” option.
Select “Allow FTP guest access” to allow FTP users with guest access to use this item.
For greater security, do not select this item.

Enter a name in the “Custom FTP name” field if you want the share point to appear with a
name different from its real one.

Click Save.

You can export share points to UNIX clients using NFS. (Export is the NFS term for sharing.)
If you plan to export a share point via NFS, do not use spaces in the name of that share point.
Spaces in volume names can cause access problems for NFS clients

To export an item using NFS:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to share using NES.
Click the Protocols tab and choose NFS Export Settings from the pop-up menu.
Select “Export this item and its contents to” to export the item using NFS.

Use the pop-up menu to select who you want to be able to use this information—Client
or World.

By default, NFS exports to the client address 127.0.0.1, which is a loopback to the server
computer. This prevents you from inadvertently exporting a folder to World.

For greater security, do not export to World.
Click Add to specify clients who can access this export.

In the text box that appears, type the IP address or host name to add the client to the
Computer list.

Select “Map Root user to nobody” if you want users identified as “root” on the remote client
system to have only minimal privileges to read, write, and execute commands.

Select “Map All users to nobody” if you want all users to have minimal privileges to read,
write, and execute.

Select “Read-only” if you don’t want client users to be able to modify the contents of the
shared item in any way.

This overrides any other privileges set for the shared item. For example, if you allow the
“Everybody” category Read & Write privileges for the item (a setting in the General tab), you
can also define it as an NFS export to “World” with “Read only” privileges.

Click Save.



You can mount share points automatically on client computers using automounts. You can
set up an automount to mount statically or dynamically. A static automount is mounted on a
client computer at the time the computer starts up, in the directory you specify. A dynamic
automount is made available through the client’s /Network/Servers directory, but is not
actually mounted on the client computer until the user opens it.

You can use the automount feature with AFP or NFS. When you configure a share point to
mount automatically, a mount record is created in the Open Directory database. You should
publish automounts in the same shared domain in which the user records exist. This ensures
that the users will always have access to the share point.

Be sure to enable guest access both for the share point and for the protocol under which it
is shared.

Note: Automounted share points are available to clients only when their computers start up.
To automount a share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to automount.

Click the Automount tab.

Use the pop-up menu to choose the shared directory domain and log in as an administrator
in the dialog that appears.

After you are authenticated, click “Automount this item to clients in domain.”

The share point will be mounted automatically on any computer configured to use the
shared domain.

For the Mount option:

Choose “Mount dynamically in Network/Servers” if you want client users to see share points
in the /Network/Servers folder of their computers. When a user selects a share point in the
folder, the share point is mounted on the user’s computer. You should choose this option for
home directories.

Choose “Mount statically in” if you want the share point to mount automatically when the
client computer starts up and enter the location in the user’s directory hierarchy where you
want the item to appear. The share point appears as a folder in the location you specify.

Choose the protocol you want to use: AFP or NFS.
Click Save.
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Resharing NFS mounts (NFS volumes that have been exported to the Mac OS X Server) as
AFP share points allows clients to access NFS volumes using the secure authentication of an
AFP connection. Resharing NFS mounts also allows Mac OS 9 clients to access NES file
services on traditional UNIX networks.

To reshare an NFS mount as an AFP share point:

From the NFS server, export the directories you want to reshare to the Mac OS X server.
Since AFP runs as root, the NFS export must map root-to-root so that AFP will be able to
access the files for the clients. Restrict the export to the single AFP server (seen as the client
to the NFS server). This can be made even more secure by having a private network for the
AFP-to-NFS connection.

On the AFP server, create a directory named nfs_reshares at the root level of the file system.
In Terminal, while logged in as admin use the command:

sudo nkdir /nfs_reshares

The nfs_reshares directory can be left at the default permissions, but at a minimum must be
read/write for root so that the exports can be mounted there and accessed by the Apple File
Server.

Create a subdirectory in the /nfs_reshares directory for each NFS volume you wish to
reshare. In Terminal, while logged in as admin, use the command:

sudo nkdir /nfs_reshares/<local nount nane>

Replace <local mount name> with the name of the volume as you want it to appear to AFP
clients.

On the AFP server, create a mount record that mounts the reshared volume in the
/nfs_reshares directory. In NetInfo Manager, select mounts in the directory browser window,
click the lock at the lower left corner of the window and enter your administrator password.

Note: To authenticate in NetInfo Manager, you must use an administrator account with a
basic password. NetInfo Manager can’t authenticate an administrator account that uses
Password Server.

Select New Subdirectory from the Directory menu. The new mount record is named
new_directory. Edit the name property and add two new properties following this format:

name: <nfsservername>:<nfs export path>
vfstype: nfs
dir: /nfs_reshares/<local mount name>

An example mount record to reshare an NFS volume located on a server named “server” at
the path /test/labl would have the following properties:



name: server:/test/labl
vistype: nfs
dir: /nfs_reshares/myshare

Click the lock when finished. In the Confirm Changes dialog box, click Update this copy to
save your changes.

Restart the computer to enable the static mount. You can also manually mount the NFS
volume in Terminal with the following command:

sudo mount _nfs <nfsservername>: <nfs export path> /nfs_reshares/ <l ocal

nmount nane>

Use the Sharing module in Workgroup Manager to share the NFS mounts as AFP share
points. The NFS mounts appear as normal volumes in the All list. (You can also share the
NFS mounts using SMB and FTP, but it is recommended that you use only AFP)) You can
change privileges and ownership, but not enable quotas (quotas work only on local
volumes). However, if quotas are enabled on the NFS server, they should apply to the
reshared volume as well.

This section describes tasks you might perform after you have set up sharing on your server.
Setup information appears in “Setting Up Sharing” on page 221.

Because sharing is not a service, you cannot turn sharing on and off on a Mac OS X Server.
You can remove (stop sharing) individual share points or stop the file services clients are
using to access share points.

To “remove a share point” is to stop sharing a volume or folder. You may want to notify
users that you are removing a share point so that they know why the share point is no
longer available.

To remove a share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to remove.
In the General pane, deselect the “Share this item and its contents” option.

Any Protocols and Automount settings that you have configured for the item are discarded.
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You can view the folders (but not files) located on servers using the Sharing module of
Workgroup Manager.

To browse the folders on a share point or server:
In Workgroup Manager, click Sharing.

Click the Share Points tab to browse the folders of shared items, or click the All tab to browse
all the folders on the local server.

Double-click an item that has an arrow on the right side of the list to see the item’s contents.
Use the scroll bar at the bottom to move up or down the directory hierarchy.

Use the Sharing module of Workgroup Manager to view share points and their contents.
To view share points on a server:

In Workgroup Manager, click Sharing.

Click the Share Points tab.

Double-click an item that has an arrow on the right side of the list to see the item’s contents.
Use the scroll bar at the bottom to move up or down the directory hierarchy.

When you set the privileges for a share point, volume, or folder, you can copy the ownership
and privileges to all the items contained on it.

To copy privileges:
In Workgroup Manager, click Sharing.
Select the item whose privileges you want to propagate.

To see shared items, select the Share Points tab. To see all volumes and folders on the server,
select the All tab.

Click Copy in the General pane.

You use Workgroup Manager to view the sharing and privilege settings for a share point.
To view sharing and privileges for a share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to view.

Click the General tab to see the privilege settings for the share point.



Click the Protocols tab and use the pop-up menu to see the protocol settings for the item.

Click the Automount tab to see the automount settings.

You use the Workgroup Manager to view and change the owner and privileges for a share
point.

To change privileges for a share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to update.
Click the General tab.

Change the owner and group of the shared item by typing names into those fields, or by
dragging names from the Users & Groups drawer. You can open the drawer by clicking
“Users & Groups.”

Use the pop-up menus next to the fields to change the privileges for the Owner, Group, and
Everyone. Everyone is any user who can log in to the file server: registered users, guests,
anonymous FTP users, and Web site visitors.

You use the Protocols pane of Workgroup Manager to change the protocols for a share point.
To change the protocols for a share point:

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the share point you want to change.

Click the Protocols tab.

Use the pop-up menu to choose the protocols you want to change.

See the following sections for descriptions of the protocol settings:

= “Configuring Apple File Settings for a Share Point” on page 222

= “Configuring Windows File Settings for a Share Point” on page 223

» “Configuring FTP Settings for a Share Point” on page 223

» “Sharing (Exporting) Items Using Network File System (NFS)” on page 224

You use the Protocols pane of Workgroup Manager to delete a client from an NFS export.

To delete an NFS client from a share point:

In Workgroup Manager, click Sharing.
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Click the Share Points tab and select the NFS export (share point) you want to change.
Click the Protocols tab and choose NFS Export Settings from the pop-up menu.
Select an IP address from the list and click Remove.

Click Save.

A drop box is a shared folder to which others can copy files, but cannot view the drop box
contents.

Note: You should create drop boxes only within AFP share points. AFP is the only protocol
that automatically changes the owner of any file put into the drop box to be the same as the
owner of the drop box. For other protocols, the ownership of the file is not transferred even
though the original owner may not have access to the file once it is inside the drop box.

To create a drop box:

If the folder you want to make into a drop box doesn'’t exist, create the folder within an AFP
share point.

In Workgroup Manager, click Sharing.

Click the Share Points tab and select the folder in the AFP share point that you want to use as
a drop box.

Click the General tab.
Set “Write Only” privileges for the users you want to have access to the drop box.

To create a drop box for a select group of users, enter the group name (or drag the group
from the Users & Groups drawer) and choose “Write Only” privileges from the Group pop-
up menu.

To create a drop box for all users, choose “Write Only” privileges from the Everyone pop-up
menu. (For greater security, do not allow access to everyone—assign “None” for the
Everyone privileges.)

Click Save.

Workgroup Manager is available only on a Mac OS X Server version 10.2 or later. If you wish
to use Workgroup Manager to edit account information on a Mac OS X Server version 10.1.5,
you must access that server remotely from a computer running Mac OS X Server version 10.2
and log in as a root user.

To log on to a remote server as a root user with Workgroup Manager:

In Workgroup Manager, choose the shared domain of interest using the At pop-up list.



Alternatively, you can choose View Directories from the Server menu.
Use a root user name and password to log in.
If you are not logged in as a root user, you cannot make changes using Workgroup Manager.

If possible, you should upgrade servers on your network to use Mac OS X Server version 10.2
or later.

Users can set some privileges for files or folders that they create on the server or in shared
folders on their desktops. Users of AppleShare client software can set access privileges for
folders they own. Windows file sharing users can set folder properties, but not privileges.

» Make sure the CD-ROM disc is a share point.

» If you share multiple CDs, make sure each CD is shared using a unique name in the
Sharing pane.

» Ifausercan't find a shared item, check the access privileges for the item. The user must
have Read access privileges to the share point where the item is located and to each
folder in the path to the item.

» Keep in mind that server administrators don’t see share points the same way a user does
over AFP because administrators see everything on the server. To see share points from a
user’s perspective, log in using a user’s name and password.

» Although DNS is not required for file services, an incorrectly configured DNS could cause
a file service to fail.

» If you set Write Only access privileges to a share point, users won'’t be able to see its
contents.

» Make sure the volume or directory name does not contain a slash (“/”) character.
Workgroup Manager’s Sharing window, which lists the volumes and directories on your
server, does not correctly display the names of volumes and directories (folders) that
include the slash (/") character.

Sharing 231






File Services

File services enable clients of the Mac OS X Server to access files, applications, and other
resources over a network. Mac OS X Server includes four distinct file services:

= Apple file service, which uses the Apple Filing Protocol (AFP), lets you share resources
with clients who use Macintosh or Macintosh-compatible operating systems.

»  Windows services use Server Message Block (SMB) protocol to let you share resources
with clients who use Windows or Windows-compatible operating systems, and to provide
name resolution service for Windows clients.

» File Transfer Protocol (FTP) service lets you share files with anyone using FTP.

» Network File System (NFS) service lets you share files and folders with users who have
NEFS client software (UNIX users).

The following applications help you set up and manage file services:

» Server Settings—configure and turn file services on and off

» Workgroup Manager—share information and set access privileges

m Server Status—monitor the status of file services

Before you start setting up file services you should determine which of the file services you
need. In general, you will want to turn on and configure the file services needed to support
all of your clients:

n Apple file service for Mac OS clients

= Windows services for Windows clients

» FTP service for clients using FTP to connect via the Internet
» NFS service for UNIX clients
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You must configure and turn on file services in order for clients to be able to access shared
information—the volumes and folders that you designate as share points—as described in
Chapter 4, “Sharing.” You must also turn on Windows services if you want to share network
printers using Windows Printing (SMB). Print service is described in Chapter 7, “Print
Service,” on page 335.

For descriptions of the file services, see

= ‘Apple File Service” on page 236

= “Windows Services” on page 248

= “File Transfer Protocol (FTP) Service” on page 256
» “Network File System (NFS) Service” on page 268

Security of your data and your network is the most critical issue you must consider when
setting up your file services.

The most important protection for your server is how you set the privileges for individual
files. In Mac OS X, every file has its own privilege settings that are independent of the
privileges for its parent folder. Users can set privileges for files and folders they place on the
server, and the server administrator can do the same for share points. See “Privileges” on
page 215.

If you do not want to allow guests to access your server, make sure guest access is turned

off for each file service. If you see a checkmark next to Allow Guest Access in AFP or SMB
Access settings, guest access is turned on for that service. For FTP, guest access is called
“anonymous” access. Click the box to remove the checkmark and turn guest (or anonymous)
access off.

AFP also allows you to control guest access for individual share points, if you allow guest
access for the service. See “Configuring Apple File Settings for a Share Point” on page 222.

The equivalent of allowing guest access for NFS service is to export a shared item to World.
Unlike guest access, which you set when configuring a service, exporting to World for NFS is
an option you set when sharing an item. See “Sharing (Exporting) Items Using Network File
System (NFS)” on page 224.

Note: NFS lacks authentication. NFS service allows users access to shared information based
on their computers’ IP addresses. This is not as secure a method of preventing unauthorized
access as the authentication techniques employed by the other file services that require

users to enter their user names and passwords in order to gain access to shared information.



For information on client computer requirements, see “Supporting Client Computers” on
page 272.

Here is an overview of the basic steps for setting up file services.

Step 1:

Read “Before You Begin” on page 233 for issues you should consider before setting up file
services.

Step 2:

In order for users to be able access shared information, they must be given accounts that
register them with the server. See Chapter 3, “Users and Groups,” for information about
setting up user accounts.

Step 3:

You share information on the network by designating volumes and folders as share points.
Chapter 4, “Sharing,” tells you how to create share points and define access privileges for the
shared information.

Step 4:

You use Server Settings to configure and start up file services. See these sections for setting
up the individual services:

n “Setting Up Apple File Service” on page 237

n “Setting Up Windows Services” on page 249

= “Setting Up File Transfer Protocol (FTP) Service” on page 263
m “Setting Up NFS Service” on page 270

Step 5:

After you set up file services, you should make sure client computers are configured properly
to connect to the server. Macintosh, Windows, and UNIX client computers all require TCE/IP
in order to make connections to the server. See “Supporting Client Computers” on page 272.
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Apple file service allows Macintosh client users to connect to your server and access folders
and files as if they were located on the user’s own computer. If you are familiar with
AppleShare IP 6.3, you will find that Apple file service in Mac OS X Server functions in the
same way. It uses a new version of the Apple Filing Protocol (AFP), version 3.1, which
supports new features such as Unicode file names and 64-bit file sizes. Unicode is a standard
that assigns a unique number to every character regardless of language or the operating
system used to display the language.

One difference in the new Apple file service is that AppleTalk is no longer supported as a
connection method. Mac OS X Server advertises its services over AppleTalk so clients using
AppleTalk can see servers in the Chooser, but they will need to connect to the server using
TCP/P. See “Supporting Mac OS X Clients” on page 272 and “Supporting Mac OS 8 and
Mac OS 9 Clients” on page 273.

Mac OS X Server provides the ability to automatically reconnect Mac OS X clients that have
become idle or gone to sleep. When clients become idle or go to sleep, the Mac OS X Server
disconnects those clients to free up server resources. Mac OS X Server can save Mac OS X
client sessions, however, allowing these clients to resume work on open files without loss of
data. You configure this setting in the Idle Users pane of the Apple file service configuration
window. See “Configuring Apple File Service Idle Users Settings” on page 240.

Mac OS X clients can use Sherlock to search the contents of AFP servers. This feature
enforces privileges so that only files to which the user has access are searched.

Apple file service supports Kerberos authentication. Kerberos is a network authentication
protocol developed at MIT to provide secure authentication and communication over open
networks. In addition to the standard authentication method, Mac OS X Server utilizes
Generic Security Services Application Programming Interface (GSSAPI) authentication
protocol to support Kerberos v.5. You specify the authentication method using the Access
pane of Configure Apple File Service. See “Configuring Apple File Service Access Settings” on
page 238. For information about integrating your Mac OS X Server with Kerberos, see
“Understanding Kerberos” on page 205.



Maximum number of connected users, Unlimited (hardware dependent)
depending on your license agreement

Maximum volume size 2 terabytes
TCP port number 548
Log file location /Library/Logs in the AppleFileService folder

If you asked the Server Assistant to configure Apple file service when you installed Mac OS X
Server, you don’t have to do anything else to use Apple file service. However, you should
check to see if the default settings meet all your needs. The following section steps you
through each of the Apple file service settings.

You set up Apple file service by configuring four groups of settings in the Configure Apple
File Service window:

» General—set information that identifies your server, enable automatic startup, and create
a login message for Apple file service

» Access—set up client connections and guest access
= Logging—configure and manage logs for Apple file service
n Idle Users—configure and administer idle user settings

The following sections describe the tasks for configuring these settings. A fifth section tells
you how to start up Apple file service after you have completed its configuration.

The General pane of Configure Apple File Service in Server Settings lets you set identifying
information about your server, enable automatic startup, enable browsing with Network
Service Location and with AppleTalk, and create a login message for Apple file service.

To configure Apple file service General settings:
In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
Click the General tab.

In the Computer Name field, type the name for the server you want users to see when using
the Chooser or the Network Browser.
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The name you enter here must be unique among all computers connected to the network. If
you leave this field blank, the server will register itself on the network using its IP address
and the server’s DNS name will show in this field.

Select “Start Apple File Service on system startup” to ensure that file services will be available
if the server is restarted after a power failure or other unexpected event.

This option is selected automatically when you start the server and in most cases it’s best to
leave it selected.

Select “Enable browsing with Network Service Location” if you want to allow users to see this
server in the “Connect to Server” pane in Mac OS X or in the Network Browser in Mac OS 9.

This option also registers with Rendezvous and is available to client computers that have
Mac OS 9 or later installed.

If you turn on this option, you must also enable IP multicasting on your network router. See
Chapter 16, “SLP DA Service,” for more information about Service Location Protocol (SLP)
and IP multicasting.

Select “Enable browsing with AppleTalk” if you want Mac OS 8 and Mac OS 9 clients to be
able to find your file server using the Chooser.

To find the server using the Chooser, AppleTalk must be enabled on both the client computer
and the server. Clients will be able to see the server in the Chooser, but will need to connect
using TCP/IP.

Choose a character set in the “Encoding for older clients” pop-up menu for the server that
matches the character set used by your Mac OS 8 and Mac OS 9 client users.

When Mac OS 9 and earlier clients are connected, the server converts file names from the
system’s UTF-8 to the chosen set. This has no effect on Mac OS X client users.

Select “Do not send same greeting twice to the same user” if you want users to see your
greeting only the first time they log in to the server.

If you change the message, users will see the new message the next time they connect to
the server.

In the Logon Greeting field, type the message that you want users to see when they connect.
Note: The logon message does not appear when a user logs in to his or her home directory.

Click Save.

The Access pane of Configure Apple File Service in Server Settings lets you control client
connections and guest access.

To configure Apple file service Access settings:

In Server Settings, click the File & Print tab.



Click Apple and choose Configure Apple File Service.

Click the Access tab.

Choose the authentication method you want to use: Standard, Kerberos, or Any Method.
For information about Kerberos authentication, see “Kerberos Authentication” on page 236.
Select “Enable Guest access” if you want to allow unregistered users to access the file server.

Guest access is a convenient way to provide occasional users with access to files and other
items in share points that allow guest access. For better security, do not select this option.

Note: If you allow guest access for Apple file service, AFP lets you control guest access for
individual share points.

See “Configuring Apple File Settings for a Share Point” on page 222.

Select “Enable secure connections” if you want to allow clients to connect using secure AFP
(uses SSH).

Under the “Maximum client connections (including Guests)” option:

Select Unlimited if you don’t want to limit the number of users who can be connected to
your server at one time.

Enter a number if you want to limit the number of simultaneous users.

The maximum number of simultaneous users is limited by the type of license you have. For
example, if you have a 10-user license, then 2 maximum of 10 users can connect at one time.

Limiting the number of connections can free resources to be used by other services and
applications.

Under the “Maximum Guest connections” option:

Select Unlimited if you don’t want to limit the number of guest users who can be connected
to your server at one time.

Enter a number if you want to limit how many of your maximum client connections can be
used by guests. This number cannot be greater than the number of client connections
allowed.

Click Save.

The Logging pane of Configure Apple File Service in Server Settings lets you configure and
manage logs for Apple file service.

To configure Apple file service Logging settings:
In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
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Click the Logging tab.
Select “Enable Access log” if you want to create an access log.
The access log stores information about any of the events you select.

Select “Archive every  days” and type the number of days to specify how often the log file
contents are saved to an archive.

The server closes the log at the end of each archive period, renames the log to include the
current date, and then opens a new log file.

You can keep the archived logs for your records or delete them to free disk space when they
are no longer needed. The default setting is 7 days.

Select the events that you want Apple file service to log.
Entries are logged each time a user performs one of the actions you select.

Consider your server’s disk size when choosing events to log. The more events you choose,
the larger the log file.

Select “Error Log: Archive every _ days” and type the number of days to specify how often
the error log file contents are saved to an archive.

The server closes the log at the end of each archive period, renames the log to include the
current date, and then opens a new log file.

You can keep the archived logs for your records or delete them to free disk space when they
are no longer needed. The default setting is 7 days.

Click Save.

You can use the log rolling scripts supplied with Mac OS X Server to reclaim disk space used
by log files. See “Log Rolling Scripts” on page 594.

The Idle Users pane of Configure Apple File Service in Server Settings lets you configure and
administer idle user settings. Idle users are users who are connected to the server but
haven't used the server volume for a period of time.

To configure Apple file service Idle Users settings:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the Idle Users tab.

Select “Allow clients to sleep  hour(s)—will not show as idle” and type the number of
hours to allow clients to automatically reconnect to the server after becoming idle or going
to sleep.



Although the server disconnects clients when they become idle or go to sleep, the clients’
sessions are maintained for the specified period. When a user resumes work within that time,
the client is reconnected with no apparent interruption. If a longer period elapses, open files
are closed and any unsaved work is lost.

Select “Disconnect idle users after  minutes” and type the number of minutes to
disconnect idle users after the specified time.

This ensures that server resources are available to active users.

Mac OS X version 10.2 (and later) clients will be able to resume work on open files within the
limits of the “Allow clients to sleep” setting.

Select the users that you want to exempt from being disconnected: Guests, Registered users
(any user who is not also an administrator or guest), Administrators, or Idle users who have
open files.

Important If you don't select the last option, any idle user (guest, registered user, or
administrator) who has open files will be disconnected and may lose unsaved changes.

Type the message in the “Disconnect Message” field that you want users to see when they’re
disconnected.

If you do not type a message, a default message appears stating that the user has been
disconnected because the connection has been idle for a period of time.

Not all client computers can display disconnect messages. For example, Mac OS X version
10.2 (and later) clients will not see this message since they can automatically reconnect to
the server.

Click Save.

Start Apple file service to make the service available to your client users.
To start Apple file service:

In Server Settings, click the File & Print tab.

Click Apple and choose Start Apple File Service.

A globe appears on the service icon when the service is turned on.

You can also set Apple file service to start up automatically each time your server starts up.
See “Starting Up Apple File Service Automatically” on page 243.
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This section tells you how to perform day-to-day management tasks for Apple file service
once you have it up and running.

You use Server Status to check the status of all Mac OS X Server devices and services.

To view Apple file service status:

In Server Status, locate the name of the server you want to monitor in the Devices & Services
list and select AppleFile in the list of services under the server name.

If the services aren’t visible, click the arrow to the left of the server name.

Click the Overview tab to see whether the service is running and when it started, its
throughput and number of connections, and whether guest access and logging are enabled.

Click the Logs tab to see the access and error logs.
Use the Show pop-up menu to choose which log to view.
Click the Connections tab to see a list of the users currently connected to Apple file service.

The table includes the user name, type of connection, user’s IP address or domain name,
duration of connection, and the time since the last data transfer (idle time).

Buttons at the bottom of the pane let you send a message to a user and disconnect the user.
Click the Graphs tab to see graphs of connected users or throughput.

Use the pop-up menu to choose which graph to view. Adjust the time scale using the slider
at the bottom of the pane.

You use Server Status to view the error and access logs for Apple file service (if you have
enabled them).

To view logs:

In Server Status, locate the name of the server you want to monitor in the Devices & Services
list and select AppleFile in the list of services under the server name.

If the services aren’t visible, click the arrow to the left of the server name.

Click the Logs tab and use the Show pop-up menu to choose between the access and
error logs.



Important When you stop Apple file service, connected users may lose unsaved changes in
open files.

To stop Apple file service:

In Server Settings, click the File & Print tab.

Click Apple and choose Stop Apple File Service.

Enter the length of time you want to wait before file service stops.

Type a message in the Additional Message field if you want to send a message to users in
addition to the default message when the service is stopped.

Click Shutdown.
Note: Stopping the server disables the “Start Apple File Service on system startup” option.

You can set Apple file service to start up automatically each time your server starts up.

Note: Apple file service must already be running before you can set this option. See
“Starting Apple File Service” on page 241.

To set Apple file service to start up automatically:
In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the General tab.

Select “Start Apple File Service on system startup” and click Save.

By default, Apple file service registers itself on the network using its IP address, and the
server’s DNS name is the name users see when using the Chooser or the Network Browser.

To change the name of the file server:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the General tab.

Type a new name for your server in the Computer Name field and click Save.

The name you enter here must be unique among all computers connected to the network.
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You can register your Apple file server with Network Service Locator (NSL) to allow users to
find the server by browsing through available servers. Otherwise, users must type the
server’s host name or IP address.

To register with NSL:
In Server Settings, click the File & Print tab.
Click Apple and choose Configure Apple File Service.

Click the General tab, select “Enable browsing with Network Service Location,” and
click Save.

This option also registers with Rendezvous.

If you turn on this option, you must also enable and configure Service Location Protocol
(SLP) service on your network router. See Chapter 16, “SLP DA Service,” for more
information about SLP.

If you enable browsing with AppleTalk, Mac OS 8 and 9 users can see your servers and other
network resources using the Chooser.

Important AppleTalk must be enabled both on the user’s computer and on the server.
To enable browsing via AppleTalk:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the General tab and select “Enable browsing with AppleTalk.”

Click Save.

If your server provides a number of services, you can improve server performance by limiting
the number of clients and guests who can be connected at the same time.

To set the maximum number of connections:
In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
Click the Access tab.

Under “Maximum client connections (including Guests),” click the radio button next to the
number field and type the maximum number of connections you want to allow.

Under “Maximum Guest connections,” click the radio button next to the number field and
type the maximum number of guests you want to allow.



Click Save.

The access log can record any time a user logs in or out, opens a file, creates a file or folder,
or deletes a file or folder.

To turn on access logs:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the Logging tab and select “Enable access log.”

Select the events that you want Apple file service to log.

Entries are logged each time a user performs one of the actions you select.

Consider your server’s disk size when choosing events to log. The more events you choose,
the larger the log file.

You can use the log rolling scripts supplied with Mac OS X Server to reclaim disk space used
by log files. See “Log Rolling Scripts” on page 594.

You can specify how often the contents of the access and error logs for Apple file service are
saved to an archive file.

To set how often logs are archived:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
Click the Logging tab.

Make sure the “Enable Access log” option is selected.

Select “Archive every  days” and type the number of days to specify how often the log file
contents are saved to an archive.

The server closes the log at the end of each archive period, renames the log to include the
current date, and then opens a new log file.

You can keep the archived logs for your records or delete them to free disk space when they
are no longer needed. The default setting is 7 days.

Select “Error Log: Archive every _ days” and type the number of days to specify how often
the error log file contents are saved to an archive.

The server closes the log at the end of each archive period, renames the log to include the
current date, and then opens a new log file.
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You can keep the archived logs for your records or delete them to free disk space when they
are no longer needed. The default setting is 7 days.

Click Save.

You can use the log rolling scripts supplied with Mac OS X Server to reclaim disk space used
by log files. See “Log Rolling Scripts” on page 594.

You use Server Status to disconnect users from the Apple file server.

Important Users lose all information they haven't saved when they are disconnected.

To disconnect a user:

In Server Status, locate the name of the server from which you want to disconnect the user
in the Devices & Services list.

If you are not currently connected to the server (the server name is dimmed), click
Reconnect and log in to the server.

Select AppleFile in the list of services under the server name.

If the services aren’t visible, click the arrow to the left of the server name.

Click the Connections tab.

Select the user and click Disconnect.

Enter the amount of time before the user is disconnected and type a disconnect message.
If you don’t type a message, a default message appears.

Click Disconnect.

You can set Apple file service to automatically disconnect users who are connected to the
server but have not used the server volume for a period of time.

To set how the server handles idle users:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
Click the Idle Users tab and choose the settings you want.

In the Disconnect Message field, type the message you want client users to see when they
are disconnected.

If you don’t enter a message, a default message will appear.
Click Save.



Guests are users who can see information on your server without using 2 name or password
to log in. For better security, do not allow guest access.

To enable guest access:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.
Click the Access tab and select “Enable Guest access.”
Under the “Maximum guest connections” option:

Select Unlimited if you don’t want to limit the number of guest users who can be connected
to your server at one time.

Enter a number if you want to limit how many client connections can be used by guests.

Click Save.

The login greeting is a message users see when they log in the server.
To create a login greeting:

In Server Settings, click the File & Print tab.

Click Apple and choose Configure Apple File Service.

Click the General tab and type your message in the Logon Greeting field.

Select “Do not send same greeting twice to the same user” if you want users to see your
greeting only the first time they log in to the server.

If you change the message, users will see the new message the next time they connect to the
Server.

Click Save.

You use Server Status to send messages to clients using Apple file service.

To send a user a message:

In Server Status, locate the name of the server in the Devices & Services list to which the
user is connected and select AppleFile in the list of services under the server name.

If the services aren’t visible, click the arrow to the left of the server name.
Click Connections and select the user’s name in the list.
Click Send Message.

Type the message you want to send and click Send.
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Windows services in Mac OS X Server provide four native services to Windows clients. These
services are

n file service—allows Windows clients to connect to the Mac OS X Server using Server
Message Block (SMB) protocol over TCP/IP

m print service—uses SMB to allow Windows clients to print to PostScript printers on the
network

» Windows Internet Naming Service (WINS)—allows clients across multiple subnets to
perform name/address resolution

» browsing—allows clients to browse for available servers across subnets

Windows services use the Windows code page setting to display the correct language for
the client.

Samba is public-domain software that provides file and print services to Windows clients. For
more information about Samba, refer to the Samba web site:

www.samba.org

Maximum number of connected users, 1000
depending on your license agreement

Maximum volume size 2 terabytes

TCP port number 139

UDP port numbers 137,138

Log file location /Library/Logs in the WindowsFileServices folder

If you plan to provide Windows services on your Mac OS X Server, read the following
sections for issues you should keep in mind. You should also check the Microsoft
documentation for your version of Windows to find out more about the capabilities of the
client software. Although Mac OS X Server does not require any special software or
configuration on Windows client computers, you may want to read “Supporting Windows
Clients” on page 274.

Mac OS and Windows computers store and maintain files differently. For the best cross-
platform experience, you should set up at least one share point to be used only by your
Windows users. See “Creating Share Points and Setting Privileges” on page 221.



In addition, you can improve the user experience by following these guidelines:

» Use comparable versions of application software on both platforms.

= Modify files only with the application they were created in.

» Limit Windows file names to 31 characters (the limit for Mac OS 8 and Mac OS 9 clients).
= Don't use symbols or characters with accents in the names of shared items.

Mac OS X Server supports several methods of validating Windows user passwords. Password
Server is the recommended method. It supports LDAP as well as NetInfo because the
directory does not store the password, just a pointer to the proper Password Server and user
ID. The Password Server database is a root readable file, and the contents are encrypted.
Passwords are not accessible over the network for reading—they can only be verified. See
“Using a Password Server” on page 200 and “Setting Up an Open Directory Domain and
Password Server” on page 71.

Authentication Manager is supported for upgrades from earlier versions of Mac OS X Serv